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If a man will begin with certainties, he will end in doubts; but if he will
be content to begin with doubts, he will end in certainties.
Francis Bacon (1561-1626), Advancement of Learning
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Introduction

T

he design of controllers for complex, high-tech, safety-critical systems such as autonomous vehicles, intelligent robots, and cyberphysical infrastructures, demands guarantees on their correct and reliable behaviour. It is in particular of interest to synthesise the part of
the computer software that controls or interacts with the physical system automatically, with low likelihood of malfunctioning. Correct functioning and reliability of systems can be attained by the use of formal
methods, known from computer science. These available rigorous specification frameworks and automatised mathematical proof techniques
are often bound to the requirement of having access to the system’s model
and state evolutions at all times. In practice, for most physical systems
their evolution in time is only known in part and information can only be
gathered via noisy measurements. Motivated by the need of formal methods in control engineering that still work under these circumstances, we
formulate the research questions tackled in this thesis.

1.1

Formal methods in control engineering:
motivation

Control engineering is the enhancement of physical systems with stabilising or
governing modules. A classical example is the fly-ball governor invented in 1788
[Franklin et al., 2001]. This part of a steam engine is a purely mechanical system
that counteracts irregularities in the speed of the engine by regulating the valve
1
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of a steam engine. The automatic correction of the operation of physical systems
is referred to as control engineering and, still pervasive in virtually all fields of
engineering, it has grown with the digital age. Control systems are currently implemented digitally and among others used to regulate complex industrial processes, control the power grid, and increase the precision of mechatronic designs.
These control systems measure variables of the physical systems and send an appropriate input signal to the actuators. Recent scientific advances are pushing the
size of sensors down and are leading to decreasing costs of computation power.
Consequently an ubiquitous embedding of digital components has been observed.
Leaning on this increased amount of information and computational power available for real-time decision making, new and more intelligent autonomous systems
are expected to go beyond the state of the art and potentially replace humans in
many complex control tasks.
Recent history contains numerous examples where small oversights in control
software of physical systems have had big impact [Kreiker et al., 2011], causing
not only economic losses but, in some cases, also human casualties [Zhivich and
Cunningham, 2009]. With the digitalisation of the modern society, repercussions
of software bugs reach beyond the digital domain. When errors appear in software code of control systems, whether or not they are due to mistakes in the controller design or pure software errors, they often have grave consequences. A
pipeline rupture in 1999 resulted in the death of 3 persons and property damage
of at least 45 million US Dollars. The malfunctioning of its supervisory control
and data acquisition (SCADA) system was one of the major causes of this disaster. The increasing interleaving of the physical domain and the digital or cyber
one pushes this type of errors to the forefront. Avoiding faults or malfunctions
is especially key for safety-critical systems such as vehicles, infrastructures, and
systems in health-care. Unlike when the first control systems were designed, correct functioning of control systems can no longer be solely defined by simple,
local requirements on noise attenuation and stability. Instead, in support of further automatisation, requirements should define the functioning of the system in
its entirety. Consider as examples: the sequential and conditional performance of
tasks, often present in robot control; or the capability to recover from sensor faults,
as demanded in the automotive and aviation domains. Thus while an increase
in automatisation is expected to reduce the number of human made errors during employment, the requirements posed on these automated processes are more
complex and the required guarantees more crucial. Additionally the automatisation and the related increase in complexity of the regulatory system is generally
discordant with the requirements of reliability. As a consequence, we expect an
accumulation of (human made) errors in the design phase. To counter-act design
errors, control engineers need design tools to support reliability in the design of
controllers by means of verification and automation of control design synthesis.
Let us take a small detour in recent automotive history. The car industry has been
exemplar for the ubiquitous embedding of digital modules; mechanical and electric circuits in cars have been increasingly replaced by digital components with
wireless transmission [Transportation Research Board et al., 2012]. The transport of humans is inherently safety critical. Hence this has been also one of the
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first engineering domains where the need for consistent designs and tools verifying the behaviour of control modules was realised. The necessity for this was
also emphasised during an investigation into the electronic throttle control system
(ETC) done by the Transportation Research Board et al. [2012] in the US. In current
cars the classical mechanical throttle systems have been replaced by an electronic
throttle control system. Around 2009 Toyota Motor Corporation was forced to
recall millions of vehicles due to complaints of throttle malfunctions causing unintended accelerations. By then the ETC system had already become one of the
most mainstream and simplest modules of a car. Still most theories on the cause
of these highly publicised malfunctions considered some software or hardware
bug in the ETC to be the source. These theories could neither be proved or disproved easily. After all, major software failures and hardware faults do not always
leave physical evidence. This is especially an issue when there are multiple potential causes. Also in the present case, no evidence could be found supporting the
theory that the accidents were caused by a software bug. The classical approach
of testing the behaviour of a system over a large variety of scenarios to find faults
can in general only provide evidence of software bugs, but does not prove absence of them [Dijkstra, 1970, p.7]. To find an answer to the question whether a
software fault caused an accident, the exact same operating conditions have to be
repeated during a test. Mass produced electronic modules like the ETC should not
only operate well under ideal operating conditions, but they should also function
safely when sensor readings are disturbed, when communication issues arise, or
under minor system changes. This type of resilience is necessary as the multitude
of modules are expected to interfere (electromagnetic interference) and since the
likelihood of total system failure should be considerably smaller than the degradation of mechanical and electrical parts or the failure of some individual sensors.
Generally no finite amount of testing can cover all these required operating conditions while checking for the imposed requirements. To still gain guarantees on
the absence of errors, formal verification techniques can be used instead. These
methods use mathematical reasonings on the behaviour of the systems to prove
the absence of errors. Let us return to the ETC case. In the end, scientists of
NASA familiar with formal verification for software systems found no real software or hardwares bugs. Still, after a lengthly investigation they uncovered weak
spots [Transportation Research Board et al., 2012] in the ETC. Not long after these
events, new agreements were made to make the use of formal verification tools
during the design phase a standard in the automotive industry.
With the above case, we have highlighted the growing importance of formal methods within a single application domain of control engineering. Similar movements have been observed in other engineering domains. Examples include the
railway infrastructure, aerospace engineering, healthcare, etcetera [Kreiker et al.,
2011]. Thus more generally, we can state the following.

4
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To guarantee that safety-critical control systems behave under all plausible circumstances it is necessary to have engineering tools that can guarantee the absence of errors by
• avoiding the introduction of design mistakes;
• proving the absence of errors; or
• showing their existence during the design phase.
These should exploit proof techniques that cover all operating conditions and can
be algorithmically implemented.
By the time that the need for these tools was raised in (control) engineering, software engineers had already developed them for applications within computer science [Clarke and Wing, 1996]. Their formal methods target the quantification of
(software) system properties and the proving of correct functioning. As summarised on the left side of Figure 1.1, formal methods leverage the use of a mathematically based language to specify properties of systems. This mathematical basis,
built upon a mathematical sound syntax and semantics, enables these methods
to be mechanised, or automated into a computer-aided set of tools for the analysis,
verification, and automated synthesis of the time domain behaviour of the system. These methods can thereby reduce the number of human errors made in the
design phase. Whilst this type of verification has been developed for software
programs with finite memory (representable by discrete-state models), with the
ever more ubiquitous embedding of digital components into physical systems,
the focus has been pushed towards richer, cyber-physical, modelling frameworks
able to express the combined behaviour of both the digital computer and the surrounding physical system [Clarke and Wing, 1996, Vardi, 2009, Woodcock et al.,
2009].
The control of physical systems includes the monitoring, prediction, and actuation of processes evolving over continuous (or more generally uncountable) state
spaces with uncertainty in the transitions, model knowledge and state information. Classically, the design of control systems tackles performance objectives
either expressed in frequency domain, or in time domain, including reference
tracking, disturbance attenuation, stabilisation, etc [Franklin et al., 2001] and assumes only constraints on the system that are easily satisfied. In contrast, formal
methods, originally developed for software verification, focus on the functional
requirements of the systems; examples include the reaching of targets, or sequential performance of tasks. Employed during the system-development process,
they are used to derive guarantees on the requirements imposed on the system.
Of interest to us is the extension of this theory originating from computer science
to control engineering. Such formal methods for the development and verification
of control systems requires the broadening of the available theory to also work for
(cyber-)physical systems. As detailed and summarised in Figure 1.1, these are systems whose mathematical description includes uncertainties and whose variables
evolve over continuous spaces.
Computer scientists generally consider systems modelled by finite state models

5
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Formal methods
Mathematical approaches
Exploiting proof techniques
Rigorous speciﬁcation
formal speciﬁcations, such
as logic based; structured
with syntax and semantics

Development & Veriﬁcation
of computer systems and control systems

Computer systems
Focus on functionality
Software bugs
Mostly ﬁnite state models
Perfect model knowledge

Control of physical systems
= dealing with uncertainty &
continuous spaces
Inherent stochastic effects
Noisy output measurements
Partly unknown systems

Figure 1.1: Towards the bug-free development of computer systems and control
systems, the left side depicts the key aspects on which Formal methods are based.
Its development has up to now focused on computer systems. On the right, the
implications of this focus on computer systems, are contrasted with the fundamental aspects in the control of physical systems.

for which perfect model knowledge is a given. As mentioned before, research
steps to extend this to models common in engineering, which evolve over uncountable state spaces, have already yielded promising results. This includes, but
is not limited to results
• in Robotics, for the symbolic planning of robot motion in a continuous space
[Belta et al., 2007, Lahijanian et al., 2010] and the verification of surgical robots [Kouskoulas et al., 2013];
• in Biology, for the analysis of biological systems such as genetic networks
[Yordanov et al., 2007, Gössler, 2011]; and
• in the more general set of Cyber-physical systems and Hybrid systems for specifying complex tasks over the interleaved discrete/continuous behavioural
space [Saeedloei and Gupta, 2011].
Still these are only preliminary results to go from methods for computer systems
towards (cyber-)physical systems; current methods suffer under the computational load, and have difficulty handling inherent uncertainty or the uncertainty
caused by lack of model knowledge.

Challenges
With the increasing amount of information and computational power available
for the control of physical systems, future controlled systems are expected to be
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more intelligent and autonomous. To counter-act design errors the functioning of
these systems should be proven. We identify the several challenges that have to
be solved such that formal, proof-based, methods can effectively be used in the
design phase of these intelligent and autonomous control systems.
The control of physical systems is modelled most accurately by continuous evolutions in time interleaved with discrete transitions. The discrete operations are
defined by the computerised steering or controlling module, similar to any other
software program, whereas the continuous evolutions in space and time relate to
the behaviour of the physical system. The verification of these cyber-physical systems or hybrid systems is even under perfect model knowledge a daunting task.
Moreover, for general hybrid systems this is undecidable 1 [Kouskoulas et al.,
2013]. Currently available results on the verification of hybrid systems are targeting specific subclasses of hybrid models [Puri and Varaiya, 1994, Schupp et al.,
2015]. Methods for high order models impose restrictive assumptions on the dynamics of the models such as monotonicity or partial order requirements [Desaraju et al., 2009]. A general framework for the verification of hybrid models that
can handle higher order models and different model types in a computationally
feasible manner is a challenging topic. This is also currently actively researched
within the computer science community [Schupp et al., 2015].
When verifying the behaviour of airplanes in air traffic, external influences such
as weather and other airplanes need to be taken into account. Accidents as a
consequence of very specific weather conditions are partly unavoidable, hence it
is impossible to verify the behaviour uniformly over all weather conditions. Instead weather can be modelled as a stochastic process and it can be verified that
the probability of accidents is negligible. Thereby the failure is expressed in relation to how likely the scenario is that caused it. The expression of quantitative
and qualitative probabilistic properties via formal languages is well-known, as is
their verification and control synthesis over finite state Markov decision processes
[Baier and Katoen, 2008]. However the extension to continuous, or even hybrid
stochastic systems hinges on approximate methods that do not scale to the complexity of realistic systems or should be build on model reductions or abstractions
for which only in some cases error bounds are available.
The behaviour of systems composed of physical components is generally only
known up to a certain point. Within control engineering, a controller for a partly
unknown plant or system is generally developed as follows. First, while applying
input signals to the physical system, its behaviour over time is measured. The
data is collected and then used to estimate a model of the system [Ljung, 1999,
Peterka, 1981]. Then a controller is designed with respect to a given performance
criterion. The cost effective gathering of data and the certification of controllers
with respect to performance criteria classically present in systems and control is a
mature research topic [Gevers, 2005]. Due to the presence of uncertainty, the use
and interpretation of data obtained from system measurements is fundamental
for the control of physical systems. Still, there is little known on how to combine
1 If it is known to be impossible to construct a single algorithm answering a decision problem (e.g.
the verification of a hybrid system with respect to a property) with the correct yes-or-no answer, then
that decision problem is undecidable.
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formal methods to prove functional requirements in an automatised way together
with uncertain system descriptions and measurement data. For systems evolving
over finite state spaces, this has already triggered research on data-based formal
methods. This includes data-driven modelling with as goal verification [Chen and
Nielsen, 2012] and learning-based controller synthesis [Fu and Topcu, 2014]. For
systems evolving (stochastically) over continuous spaces, the formal verification
and controller synthesis based on data or based on models build from data lacks
coverage in research.

1.2

Research questions

Of the open challenges, we perceive the handling of stochastic effects, uncertainty
and the use of data as key. We pick these issues, as they cause a lack of knowledge
on the behaviour of the system, which, when left unresolved, can render practical
application of formal methods to (simple) physical systems infeasible. As elucidated in the following chapter, we consider a system to be a physical system, and
a perfect model to be the exact mathematical description of the associated dynamical behaviour. An input signal represents the actions of the environment on the
system. Similarly, the variables with which the system influences its environment
are output signals. Measuring these signals gives additional information on the
system and allows us to attenuate uncertainty.
On these premises we raise the question: How should we synthesise control modules and formally prove properties defined over physical systems, when our knowledge is limited by uncertainty?
As we cannot tackle the question in its full generality yet, we first categorise the
types of uncertainty in physical systems. Then we pose sub-questions relating to
combinations of the types of uncertainty. We differentiate three types of uncertainty in physical systems:
1. Inherent stochastic effects over uncountable state spaces.
Consider a power network for which we would like to quantify the likelihood of blackouts and to synthesise strategies to minimise this. This network is a stochastic system for which at every time instant the operator can
change variables of this process, which are referred to as control variables
or inputs. Probabilistic transitions of this system model the unpredictable
changes of power demands and lead to probability distributions describing the next state based on the current state and control input. Although
the probability of blackouts cannot be fully removed, by designing a control
system that choses the most ideal inputs, the probability of blackouts can be
minimised.
2. Partly unknown systems.
The knowledge of the behaviour of the system is often limited or uncertain,
making it impossible to analyse its dynamics by means of a ”true” model
as postulated in formal methods. Instead, in a Bayesian framework, a-priori
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available knowledge allows to construct a model class indexed with a parameterisation quantifying the uncertainty by means of a prior probability distribution over the parameters.
3. Noisy output measurements.
Often the state of a system cannot be monitored directly. Instead only output
variables or signals can be measured. Measurement data of these variables
obtained from sensors is often inexact. Referred to as noisy output measurements, we consider the case that the accuracy of such measurements can
be quantified via probabilistic distributions, which define coloured or white
noise disturbances on the system outputs.
For cases containing at least one of the above types of uncertainty, that are perceived as simple within the systems and control domain, we question how to
either automatically synthesise correct controllers or how to verify the correct
functioning based on formal methods. Leaving the problem of partly unknown
dynamics to the side, we first pose the research questions related to controller synthesis. We consider in detail the case where full state information is not available
and measurements are noisy. Secondly, we come back to the problem of partly unknown systems and investigate formal and data-driven methods for verification.

1.2.a

Subproblems on control synthesis

For physical systems, best represented by discrete time stochastic processes evolving over general uncountable state spaces, we investigate the design of certifiable
control strategies with respect to pre-specified requirements, such as probabilistic invariance, reachability, or more complex probabilistic properties. These processes can be modelled as Markov decision processes and their verification with
respect to probabilistic properties can often not be attained analytically. Instead
for the verification and synthesis of control strategies one can rely on reductions
of the models to (finite) state space abstractions for which controller synthesis can
be constructed algorithmically with guarantees on its properties [Esmaeil Zadeh
Soudjani and Abate, 2013]. Leveraging model reductions or abstractions of this
type that enable the quantitative refinement of control synthesised on the abstract
model to the (original) concrete model, one can still obtain controllers that are
correct-by-construction. For this it is key to provide formal guarantees on the approximation or abstraction step. Normally the abstract and concrete models are
related with (approximate) similarity relations, but the available relations quantify
deviations in probability only and require a kind of lumping. As such they do not
scale well and are less well applicable for abstractions obtained based on classical
systems and control methods. As these are often based on model order reductions
that give output trajectories closely related to the original model, norm-based relations make more sense. We search for a new probabilistic similarity relation,
with relaxed requirements on the allowed set of relations; which allows for deviations both in probability and output. A detailed formulation of this problem and
the results can be found in Chapter 3 entitled Approximate similarity and controller
refinement for general Markov decision processes.
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Current state-of-the-art correct-by-design controllers are designed for full-state
measurable systems. For Linear Time Invariant systems (LTI) disturbed by Gaussian noise both on the state evolutions and on the output measurements, we question whether it is possible to apply state-based correct-by-design controllers by
employing a state-estimator, or equivalently an observer. For this we require that
the extended correct-by-design output-based controller has quantified bounds on
accuracy loss. In Chapter 4 entitled Output-based controller synthesis: a correct-bydesign approach for Gaussian LTI systems we consider this problem in detail.
The computation and algorithmic implementation of these observer-based extensions of the state-based correct-by-design controller synthesis to the output-based
case, can be shown to be related to the H2 -optimal control problem. In the latter
problem the goal is to design an output-based controller with respect to a H2 norm. The quantification of this H2 -norm contains a feasibility check over matrix
inequalities that are equal to those defined for the quantification of the accuracy
loss. We know that the original-optimal control problem can be separated into
two separate control problems, one relating to the design of a state-estimator and
one relating to the design of a state-based controller. We now investigate whether
we can also impose this type of separation on the set matrix inequalities. More
precisely to increase the computational efficiency, we need results for these inequalities that allow the separation of estimation and control via feasible linear
matrix inequalities. We take on this problem in Chapter 5 entitled A separation
theorem for guaranteed performance through matrix inequalities.

1.2.b

Subproblems on verification of partially unknown systems

We consider partly unknown systems for which we can design experiments and
obtain noisy output measurements, and we question how to verify formal properties over the system. We specifically analyse the case where the lack of knowledge
on the system dynamics makes answering the verification question with a yes-orno answer impossible.
In Chapter 6 entitled Data-driven and model-based verification, we consider the case
that the system knowledge can be used to construct a parameterised model class,
over whose parameter space the remaining uncertainty can be quantified by means
of a prior probability distribution.
Starting from a given set of system measurements, we seek a quantification conditioned on this data of the confidence or believe in the satisfaction of a property over the unknown system. Thus we pose the verification question within a
Bayesian framework. When applied to nonlinearly parameterised, linear time invariant (LTI) models such a Bayesian reasoning generally introduces heavy computational issues, which can only be mitigated via statistical methods [Gyori et al.,
2014]. Instead, in order to obtain reliable and numerical solutions, we investigate
the use of linearly parameterised model sets defined through orthonormal basis
functions.
After deriving a data-driven and model-based approach in Chapter 6, we subsequently question the ‘optimal’ design of experiments to be used for verification in Chapter 7. We first asses the difference between the use of experiments for
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verification and their use for estimation. In the latter case, the accuracy of the estimated model is key. Instead, in the verification setting the overall objective is to
verify or falsify a property of the underlying system of interest. As such, the end
result of an experiment is the confidence in either accepting or rejecting a property.
We first show that objective of the experiment (either quantifying the confidence
in a property or deciding on an hypothesis) can be best tackled in a Bayesian
framework. This is detailed in Chapter 7 entitled Bayesian experiment design for
formal verification where we further research the existence and the properties of
computational solutions to the experiment design problem when the optimality
criteria is either
• the expected confidence in the property of interest, or
• the probability that a given threshold confidence is reached.
We ask these questions related to the design of experiments on a very simple setting to build insight into the properties of the optimal experiment inputs. The development of methods that can solve the experiment design under realistic state
dimensions and assumptions on the system and measurement set-up is perceived
beyond the scope of this thesis.

1.3

Thesis outline and publications

The division in research questions, that is synthesis versus verification, is also
reflected in the structure of the thesis. A collection of technical preliminaries is
given in the next chapter. This is followed by the first part of the thesis, which
addresses formal controller synthesis for systems affected by inherent stochastic
effects and evolving over uncountable state spaces. Consecutively we consider
the case that full state information is not available and output measurements are
noisy. The second part of the thesis deals with the verification of properties when
exact model knowledge is lacking and measurements are noisy.
The thesis has been structured in chapters, each of them targeting a specific subproblem within either the control synthesis or verification question. Up-to-now,
we have given a birds-eye perspective on the field of verification and control
without giving a full embedding in literature. This will be rectified in the subsequent chapters, where together with the detailed posing of the research questions, also a relevant positioning in literature is given.
The following publications have been written related to the research in this doctoral thesis.
• Chapter 3
S. Haesaert, S. Esmaeil Zadeh Soudjani, A. Abate. Verification of general
Markov decision processes by approximate similarity relations and policy refinement. (arXiv preprint arXiv:1605.09557), under review, 2016.
S. Haesaert, A. Abate, P.M.J Van den Hof, Verification of general Markov decision processes by approximate similarity relations and policy refinement.
Q UANTITATIVE E VALUATION OF S YSTEMS, pages 227–243. Springer, 2016.
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• Chapter 4 and 5
S. Haesaert, P.M.J. Van den Hof , A. Abate. Observer-based correct-by-design
controller synthesis.(arXiv preprint arXiv:1509.03427), 2016
S. Haesaert, A. Abate, P.M.J. Van den Hof, Correct-by-design output feedback
of LTI systems.
IEEE C ONFERENCE ON D ECISION AND C ONTROL, Osaka, Japan, pp.61596164, 2015.
S. Haesaert, S. Weiland, C. Scherer. A separation theorem for guaranteed H2
performance through matrix inequalities. (To be submitted to a journal)
• Chapter 6 and 7
S. Haesaert, P.M.J. Van den Hof, A. Abate. Data-driven and Modelbased Verification: A Bayesian identification approach. (arXiv preprint
arXiv:1509.03347.)
Accepted as a Full Paper in A UTOMATICA
S. Haesaert, P.M.J. Van den Hof, A. Abate, Experiment Design for Formal
Verification via Stochastic Optimal Control.
IEEE E UROPEAN C ONTROL C ONFERENCE, Aalborg, Denmark, 2016.
S. Haesaert, P.M.J. Van den Hof, A. Abate, Data-driven and model-based verification: a Bayesian identification approach.
IEEE C ONFERENCE ON D ECISION AND C ONTROL, Osaka, Japan, pp.
6830-6835, 2015.
S. Haesaert, P.M.J. Van den Hof, A. Abate, Data-driven property verification
of grey-box systems by Bayesian experiment design.
IEEE A MERICAN C ONTROL C ONFERENCE , Chicago, USA, pp. 1800-1805,
2015.
The following publication is related to the material in this thesis, but is not included in the thesis
E. Polgreen, V.B. Wijesuriya, S. Haesaert and A. Abate. Data-Efficient
Bayesian Verification of Parametric Markov Chains.
Q UANTITATIVE E VALUATION OF S YSTEMS, pages 35-51. Springer, 2016.
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Chapter 1 Introduction

Language is by its very nature a communal thing; that
is, it expresses never the exact thing but a compromise –
that which is common to you, me, and everybody.
Thomas Earnest Hulme, Speculations, 1923

2

Verification and control of physical
systems: a prelude
2.1

Physical systems

All of space and its contents over all of time is referred to as the universe. The
laws followed by matter and energy, subject of investigation of physics, govern
its change over time. A physical system is in its origin a portion of the universe.
It contains matter and energy governed by the laws of nature. We use it to isolate a unified whole of interrelated interacting matter and energy over time. The
remaining part of the universe, called the environment, is seen as an entity interacting over the systems boundaries.
The devision into physical system and environment by means of the system’s
boundary is done by us, the observer. Within the context of this thesis, the physical system represents a part of the universe that we would like to verify or control.
For this we build a mathematical model of the behaviour of the physical system
and its interaction over the system boundary. The model presents the dominant
phenomena in the system relevant to the posed verification or control problem.
We consider physical systems that are dynamically evolving, that is, systems of
which the quantitative variables of the relevant phenomena change dynamically
over time. Inasmuch this can be said about any subset of the universe, we particularly focus on systems and their verification and control problems, which can be
best tackled with dynamical models.
Exemplar for such a physical system is an office building and more specifically
its room temperatures and thermal phenomena. Leveraging thermodynamics we
know that over time the temperature fluctuations depend on the heat capacity of
13
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the office building, the heat flux of the radiators placed in the rooms and the heat
generated by people working in the office together with heat transferred between
the inside and the outside. The isolation of phenomena and variables of interest
to us into a physical system is a choice that, together with the choice of dominant
phenomena to be modelled, depends on the analysis or control questions asked.
Consider the design of a thermostat that controls the temperature in the offices;
based on temperature readings it turns the radiators on or off. To design the software of the thermostat a control engineer selects the physical system such that
it encapsulates the phenomena governing the heat fluctuations. More precisely,
the system is defined as the content and the office building itself up to where it
touches the ambient air. The changes of variables over time are modelled based
on the laws of thermodynamics and depend on variables defined across the system boundary. To model this interaction of the physical system over the system
boundary, we classically require that we can differentiate these variables into inputs, outputs and disturbances. In this case the inputs are the on/off signals sent
to the radiators; the outputs are the temperature readings of the sensors placed in
the rooms; and the disturbances are the (unpredictable) temperature fluctuations
of the ambient, the heat fluctuations caused by people, and the changes in solar
radiation.
Let us be more precise. With output signals, we indicate those variables indexed
over time with which the system interacts with the environment. Furthermore, we
say that an input variable, or the signal it defines over time, captures how the environment acts on the system. Control inputs, also referred to as actions are those
variables that we can control or choose freely. This is in contrast to disturbance
inputs, which contrary to control inputs can neither be manipulated nor predicted
fully. As such disturbance inputs represent a part of the environment of influence
to the modelled phenomena, whose dynamics are deliberately not included in the
physical system and hence not modelled.
In this work, we define a physical system as a part of the universe evolving in time
over a continuous space, whose future behaviour depends on its causal interaction
over its input and output signals. We presume that we can model the behaviour of
the system, either based on our knowledge of the governing laws of nature or by
observing it, but that we cannot physically change the composition of the physical
system.
The definition of physical systems differs from domain to domain. Similarly,
widely used words such as models, actions and policies have a different interpretation in computer science, probability theory, and control engineering each of
them perceived as fundamental and standard. Therefore, analogous to how we
introduced the notion of a physical system, we use this chapter to introduce the
fundamental concepts on which this thesis is built. More specifically we introduce
the problems we will tackle, by first introducing the models of physical systems
and the properties that we will be looking at.
We will limit the scope of this thesis to models of systems controlled and measured
over discrete-time. That is, systems whose behaviour is monitored and whose performance is quantified with respect to samples taken with regular time intervals.

2.2 Technical preliminaries
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For this we will tackle two types of systems, classified on how they can be modelled. Firstly we will look at deterministic systems. For these systems we model
the time evolutions deterministically; given an input signal and the initial state
of the system, the model of the system allows us to exactly predict the behaviour
of the system. In other words, we classify physical systems and their mathematical models for which appropriate knowledge on the governing laws would allow
us to predict the future evolutions of the system exactly within this deterministic
framework, cf. Section 2.3.
Alternatively in Section 2.4, we introduce a stochastic framework for those systems
whose evolutions are inherently uncertain and can be quantified best by probability measures. In this case some uncertainty about the future behaviour is retained. This uncertainty is quantified with a probabilistic distribution over the
future paths of the system. The latter case represents the uncertainty caused by
behaviours that cannot be modelled or predicted in a deterministic way. For both
modelling frameworks, stochastic and deterministic, it is not assumed that all information and quantities necessary to model the system are available.
As common in engineering, we draw the system boundary such that it encapsulates well-defined physical quantities of which many can be measured by some
appropriate equipment. In this thesis, we will use the measuring of data to tackle
the remaining uncertainty, caused by stochastic transitions or unknown dynamics.
The Sections 2.3 and 2.4 on the deterministic and stochastic frameworks are preceded with some standard technical preliminaries.

2.2

Technical preliminaries

Sets, relations, and orders Given two sets A and B, the Cartesian product of
A and B is given as A × B = {(a, b) : a ∈ A and b ∈ B}. As standard, we
denote the union of two sets with ∪, i.e., A ∪ B := {x : x ∈ A or x ∈ B}. We
also use the disjoint union of A and B, this is denoted as A t B and consists of the
combination of the members of A and B, where the original set membership is the
distinguishing
characteristic that forces the union to be disjoint, i.e., A t B = (A ×
S
{0}) (B × {1}). As usual for C ⊂ A t B, we denote C ∩ A = {a ∈ A : (a, 0) ∈ C}.
For the sets A and B a relation R ⊂ A × B is a subset of their Cartesian product
that relates elements x ∈ A with elements y ∈ B, denoted as xRy. More precisely,
we denote (x, y) ∈ R with x ∈ A and y ∈ B as xRy. Further, the relation R
defines set-valued mappings R(x) := {y | xRy} and R−1 (y) := {x | xRy}. We
trivially extend this notation to the mappings R(Ã) := {y : xRy, x ∈ Ã} and
R−1 (B̃) := {x : xRy, y ∈ B̃} for Ã ⊆ A and B̃ ⊆ B. A relation over a set defines
a preorder if it is reflexive, ∀x ∈ A : xRx; and transitive, ∀x, y, z ∈ A : if xRy and
yRz then xRz. We say that a relation R ⊆ A × A is an equivalence relation if it is
reflexive, transitive and symmetric, that is ∀x, y ∈ A : if xRy then yRx.
An equivalence class is given over the set A as [x]R = {x0 ∈ A : (x, x0 ) ∈ R} and
induces a partition over the set A also known as a quotient space A/R = {[x]R :
x ∈ A}.
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For a given set X a metric or distance function dX is a function dX : X × X →
R+
0 . For Euclidean spaces the Euclidean norm, denoted k · k2 , induces a metric as
d(x1 , x2 ) = kx1 − x2 k2 .
Vectors, matrices and matrix inequalities The notion of vectors x ∈ Rn is used
in the remainder to define n-dimensional column vectors, specifically x ∈ Rn×1 .
The trace of a matrix A ∈ Rn×n is denoted as tr(A). Remember that a matrix A
is symmetric if A = AT , where (T ) denotes the matrix transpose. For a scalar
c = a + bi with a, b ∈ R its complex conjugate is given as c̄ = a − bi. The conjugate
transpose († ) of a matrix is defined as A† = (Ā)T , where Ā denotes the elementwise extension of the scalar conjugate to the matrix. We say that a matrix A is
Hermitian if it is square and A = A† . Denote the set of n × n Hermitian matrices
as Hn and the set of symmetric matrices as Sn . Positive or negative definiteness
of matrices in Sn and Hn is defined for a matrix A ∈ Sn , respectively A ∈ Hn , as
follows
A is positive definite if x† Ax > 0 for all x ∈ Cn with x 6= 0;
A is positive semi-definite if x† Ax ≥ 0 for all x ∈ Cn ;
similarly, A is negative definite if x† Ax < 0 for all x ∈ Cn with x 6= 0; A is negative
semi-definite if x† Ax ≤ 0 for all x ∈ Cn . For A, B ∈ Hn or Sn , we denote A ≺ B
and A  B if A − B is negative definite or negative semi-definite, respectively.
Similarly, the corresponding inequalities A  B and A  B are true if A − B is
positive definite, respectively positive semi-definite. Note that A ≺ 0 (A  0) if
and only if all eigenvalues of A are strictly negative (positive).
As is standard, c.f. [Scherer and Weiland, 2000], we define a linear matrix inequality (LMI) as an inequality F (x) ≺ 0 where F is an affine function1 mapping of a
finite dimensional vector space Rn with elements x = [x1 x2 . . . xn ]T to either the
set H or the set S of symmetric matrices, i.e.,
F (x) := F0 + F1 x1 + . . . + Fn xn
with Fi ∈ H or Fi ∈ S. We will work with linear matrix inequalities described
by functions of matrix variables X ∈ Rn1 ×n2 rather than scalar design variables
xi . Of course these matrix functions F (X) can again be rewritten as functions of
scalar design variables.

2.3

Deterministic framework

Consider a class of finite-dimensional dynamical models that evolve in discretetime and that are linear time-invariant (LTI). These models depend on input and
output signals ranging over Rm and Rp , respectively, and on variables x(t) taking
values in an Euclidean space, x(t) ∈ X ⊆ Rn , where n, the state dimension, is the
1 An

affine function in x is a linear function in x plus a constant translation.
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model order. The behaviour of such a system can be described by a state-space
model, denoted (A, B, C, D) and given as
x(t + 1) = Ax(t) + Bu(t),
y(t) = Cx(t) + Du(t),

(2.1)

where matrices A, B, C, D are of appropriate dimensions. At t = 0 the state x(0)
of the model is initialised from X0 , that is x(0) ∈ X0 , where X0 ⊂ X represents the
set of possible initial states. A signal, that is, a time-indexed sequence of variables,
given as {x(t)}t≥0 is a possible trajectory of the LTI model (2.1) if x(0) ∈ X0 and
if for every t ≥ 0 there exists a u(t) such that x(t + 1) = Ax(t) + Bu(t). Similarly,
a signal is an output trace {y(t)}t≥0 if there exists a trajectory {x(t)}t≥0 of the LTI
model (2.1) such that y(t) = Cx(t) + Du(t) for all t ≥ 0. When referring to state
evolutions, we talk about the transition of x(t) to x(t+1) governed by the equation
x(t + 1) = Ax(t) + Bu(t).
Relations between input and output signals can also be used to define discretetime systems. For this consider the forward shift operator qu(t) = u(t + 1) and
the backward shift operator q −1 and q −1 u(t) = u(t − 1).By extension, we also
allow for polynomial
functions
Pn
Pnof q that induce signal transformations and compositions as i=1 di q i y(t) = i=1 di y(t + i). We can now use such polynomials
to verify whether two signals u(t) and y(t) belong to the behaviour of a linear
discrete-time system. Let D(q) and N (q) be polynomial functions in the q operator. Suppose that the behaviour of the discrete-time systems contains only those
input and output signals which satisfy
D(q)y(t) = N (q)u(t).
We can now define a relation over the space of input and output sequences with
elements ({u(t)}t≥0 , {y(t)}t≥0 ) ∈ R(D\N ) :
R(D\N ) := {({u(t)}t≥0 , {y(t)}t≥0 ) s.t. D(q)y(t) = N (q)u(t) for all t ≥ 0}.
As is common in control engineering, we can now write the mapping from the
input signals to the output signals based on this relation. This mapping, which
one could formally denote with R(D\N ) ({u(t)}t≥0 ) is commonly denoted with the
rational expression G(q) := D(q)−1 N (q), that is
y(t) = G(q)u(t)
and, when applicable, referred to as the transfer operator of a linear time invariant
model.
A more general modelling framework reaching beyond state evolutions over Euclidean spaces given in (2.1) is offered by the notion of transitions systems introduced next. Introduced first by Keller in [Keller, 1976], they are now a standard
class of models for representing hardware and software systems. They have been
introduced in the control systems community by the work of inter alia [Tabuada,
2009].
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Definition 2.1 (Transition system) The tuple TS = (X , X0 , A, →, Z, H) defines a
transition system for which
• X is a (possibly infinite) set of states;
• X0 is a (possibly infinite) set of initial states;
• A is a (possibly infinite) set of actions, with elements u ∈ A;
• →⊆ X × A × X is a transition relation;
• Z is a (possible infinite) set of observations;
• H : X → Z is a map assigning to each x ∈ X an observation H(x) ∈ Z.
A metric transition system is a transition system endowed with a metric over the observation space Z.
As before, we say that {x(t)}t≥0 ∈ X N is a trajectory of the transition system if for
all t ≥ 0 there exists an action or input u(t) ∈ A such that (x(t), u(t), x(t + 1)) ∈→
and if it is initialised, that is, if x(0) ∈ X0 . Similarly {y(t)}t≥0 defines a trace
of the transition system, if there exists a trajectory {x(t)}t≥0 and if {y(t)}t≥0 =
{H(x(t))}t≥0 .
Models in the format of (2.1) can also be written as a transition system if they
are strictly proper, that is, if D = 0. The transition relation is then defined as
→:= {(x, u, x+ ) ∈ X × Rm × X : x+ = Ax + Bu}. Similarly, the output map is
defined as H(x) = Cx.
Considering the definition of transition systems, note that for every state-action
pair, there can either be no possible next state, a unique next state, or a set of
possible next states. The last type of transitions are referred to as being nondeterministic within computer science. A system is blocking if there are stateaction pairs with no successors (that is next states). Within this thesis we say that
a transition system is deterministic if every state-action pair yields a unique transition.
We will use this modelling framework, both as a way to represent the dynamics
of physical systems, and to represent the controllers. As such, we will introduce
the required notions of composition and control next. But first let us consider the
properties of interest for control. We say that the transition system has a behaviour
associated to it. More precisely, the behaviour generated by the system is the set of
all trajectories. Whereas the output behaviour is the set of all traces of the system.
It is over the output behaviour, denoted with B, of the transition system that we
define the properties of interest.

2.3.a

Linear-time properties

Linear-time properties are a subset of formal properties and are based on a linear
ordering of events in time. Linear time properties have the benefit that they can be
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described through operations on languages. We will briefly introduce them in this
subsection, an extensive introduction can be found in [Baier and Katoen, 2008].
Further, the history of temporal logic properties is recapped in [Vardi, 2009].
Definition 2.2 (Languages) Σ, the alphabet, is a finite set with elements σ ∈ Σ, the
letters of the alphabet. A word is an infinite sequence of letters described by a mapping
π : N → Σ.
Any set of words is a language L and is a subset of the set of all words ΣN .
For a given set of signals taking values in some abstract signal space W, we can
now define the concept of language as follows.
Definition 2.3 The labelling map Lab labels the elements in the signal space W with
letters of the alphabet Σ:
Lab : W → Σ.
Given a signal ω ∈ WN , the composition of the labelling map with the signal
π = Lab ◦ ω is a word. This is also denoted as Lab(ω). The set of words Lab(Ω)
generated by a set of trajectories Ω ⊂ WN is defined as
Lab(Ω) := {Lab(ω) : ω ∈ Ω} ⊆ ΣN .
We say that every language Lψ ⊂ ΣN defines an Linear-time (LT) specification ψ.
For a single trajectory ω ∈ WN and a linear-time specification ψ ∈ LT, with LT the
abstract set of Linear-time
specifications, the satisfaction relation is defined over

the set  ⊆ WN × LT as
ωψ⇔

Lab(ω) ∈ Lψ .

We recall that B is the collection of all traces generated by a transitions system
TS. Then the verification of a specification over a transition system TS, composed
with the labelling map Lab, can be expressed with the satisfaction relation based
on the language generated by the system, i.e., Lab(B).
Definition 2.4 (TS |= ψ) Let TS be a given transition system and let Lab be its labelling
map. We say that the satisfaction relation admits the specification ψ for TS, denoted
TS  ψ, if
Lab(B) ⊂ Lψ .
thus if the language generated by TS is a subset of the accepting language Lψ of the LT
property ψ.
We now consider the use of logical propositions to define the language based
properties that are of interest to us. For this we introduce Linear-time Temporal
Logic (LTL) which has been introduced in the present form in computer science by
[Pnueli, 1977]. LTL is a common specification language used in inter alia [Tabuada
and Pappas, 2003, Baier and Katoen, 2008] and it contains temporal logic formulas, which are built up recursively as
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• true and p ∈ AP are LTL formulas, with p elements of the finite set of Atomic
Propositions (AP);
• if ψ is an LTL formula, then ¬ψ is an LTL formula;
• if ψ1 and ψ2 are LTL formulas,
then ψ1 ∧ ψ2 and ψ1 ∨ ψ2 are LTL formulas;
• if ψ1 and ψ2 are LTL formulas,
then ψ1 and ψ1 U ψ2 are LTL formulas.
This recursive composition defines all the possible LTL formulas and is called the
syntax, with short notation
ψ ::= true | p | ¬ψ | ψ ∧ ψ | ψ ∨ ψ |

ψ | ψ U ψ.

The formula ψ1 ∨ ψ2 is equal to ¬(¬ψ1 ∧ ¬ψ2 ). Thus the smaller syntax fragment
ψ ::= true | p | ¬ψ | ψ ∧ ψ |

ψ |ψUψ

is sufficient to describe all LTL formulas.
Let π = π(0), π(1), π(2), . . . ∈ ΣN be a infinite word and let πt = π(t), π(t+1), π(t+
2), . . . as a subsequence (postfix) of π, then the satisfaction relation between π and
ψ; π  ψ or equivalently π0  ψ is defined recursively over ψ as given in the
following definition.
Definition 2.5 Let πt = π(t), π(t + 1), π(t + 2), . . . be an infinite word starting at
t ∈ N with letters π(·) ∈ Σ. Let the alphabet Σ = 2AP be the power set of the set of atomic
propositions p ∈ AP. Then the satisfaction relation  is defined recursively over πt as
(true)
(atomic proposition)
(negation)
(conjunction)
(disjunction)
(next)
(until)

πt
πt
πt
πt
πt
πt
πt

 true
p
 ¬ψ
 ψ1 ∧ ψ2
 ψ1 ∨ ψ2
 ψ
 ψ1 U ψ2

⇔ true
⇔ p ∈ π(t)
⇔ πt 6 ψ
⇔ πt  ψ1 and πt  ψ2
⇔ πt  ψ1 or πt  ψ2
⇔ πt+1  ψ
⇔ ∃ i ∈ N : πt+i  ψ2 ,
and ∀j ∈ N : 0 ≤ j < i, πt+j  ψ1 .

Of special interest to us are specifications defined over a finite time horizon N .
These are specifications that can be represented by a collection of finite words. A
finite word π 0 over is defined by a finite sequence of letters, i.e., π 0 = π 0 (0), π 0 (1),
. . . , π 0 (N ), and defines
Q∞ a basic language, this is a language (cf. Definition 2.2)
defined as {π 0 } × i=n+1 Σ. Thus any specification over bounded time is a collection of basic languages. Bounded Linear-time Temporal Logic (BLTL) is a subset
of LTL with syntax fragment
ψ ::= true | p | ¬ψ | ψ ∧ ψ |

ψ.
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2.4

Probabilistic framework
Whatever way uncertainty is approached, probability is the only sound way
to think about it.
Dennis Lindley

2.4.a

Measurable space, probability, and random variables

A measurable space is a pair (X, F) with sample space X and σ-algebra F defined
over X, which is equipped with a topology. As a specific instance of F consider
the Borel measurable space (X, B(X)). In this work, we restrict our attention to
Polish spaces and generally consider the Borel σ-field [Bogachev, 2007]. Recall
that a Polish space is a separable completely metrisable topological space. In other
words, the space admits a topological isomorphism to a complete metric space
which is dense with respect to a countable subset. A simple example of such a
space is the real line R.
A probability
measure P for (X, F) is a non-negative map, P : F → [0, 1] such that

P X = 1 and such that for all countable collections
{Ai }∞
i=1 of pairwise disjoint

S
P
sets in F, it holds that P i Ai = i P Ai . Together with the measurable space,
such a probability measure P defines the probability space, which is denoted as
(X, F, P) and has realisations x ∼ P. Let us further denote the set of all probability measures for a given measurable pair (X, F) as P(X, F). For a probability
space1 (X, FX , P) and a measurable space (Y, FY ), a (Y, FY )- valued random variable is a function y : X → Y that is (FX , FY )-measurable, and which induces the
probability measure y∗ P in P(Y, FY ).
Consider the measurable space (R, B(R)) and let z be a (R, B(R))-valued random
variable with induced distribution Pz defined on a probability space (X, F, P). For
brevity, we will refer to z as a random variable with distribution Pz and realisations z ∼ Pz . A random variable has an expected value defined as
Z
E[z] =
z Pz (dz)
R

 
and a second order moment defined as E z2 . Similarly
of z, or equi the variance

valently the second central moment is defined as E (z − E[z])2 . The covariance
between two random variables z1 and z2 is defined as
cov(z1 , z2 ) = E[(z1 − E[z1 ])(z2 − E[z2 ])].
As standard, we say that two random variables are uncorrelated if their covn
ariance is zero. For a vector-valued random variable x taking values
 in R we
T
define the (co-)variance matrix as var(x) = E (x − E[x])(x − E[x]) . Let z1 be a
1 The index X in F distinguishes the given σ-algebra on X from that on Y, which is denoted as F .
X
Y
Whenever possible this index will be dropped.
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(R, B(R))-valued random variable and let z2 be a (R, B(R))-valued random variable, then z1 and z2 are independent if for all Z1 , Z2 ∈ B(R):
P(z1 ∈ Z1 ∧ z2 ∈ Z2 ) = P(z1 ∈ Z1 )P(z2 ∈ Z2 ).
A timed series of random variables x(t) with t ∈ N defines a stochastic process.
A stochastic process x(t) is called stationary if x(t) has the same probability distribution as x(t + τ ) for all τ ∈ N. A white noise process is a stationary process
consisting of uncorrelated random variables with zero mean and finite variance;
that is, over time the signal has independent and identically distributed random
variables.
When it is of interest to analyse properties of signals averaged over time, we can
work with signals that are not fully stochastic and stationary, but also include a
deterministic part, as if they are stationary stochastic signals. For this we employ
the notion of quasi-stationary signals as given by Ljung [1999].
Definition 2.6 (Quasi-stationary) A signal {y(t)} is said to be quasi-stationary if it is
subject to
E[y(t)] = my (t), |my (t)| ≤ C for all t;
E[y(t)y(r)] = Ry (t, r), Ry (t, r) ≤ C;
N
1 X
Ry (t, t − τ ) = Ry (τ ),
N →∞ N
t=1

lim

for all τ ∈ N.

We denote with Ē the generalised expectation operation defined as
Ē [y(t)] = limN →∞

1
N

PN −1
k=0

E[y(k)].

(2.2)

Now the correlation function of a quasi stationary signal is defined as Ry (τ ) :=
Ē[y(t)y(t − τ )], then the power spectral density of a signal is defined as
P∞
Φy (ω) := τ =−∞ Ry (τ )eiωτ .
The power of a signal is defined as Py := Ē[y2 (t)] and note that
Rπ
1
Ē[y2 (t)] = 2π
Φ (ω)dω.
−π y

2.4.b

Markov decision processes and properties

Consider a linear time invariant model as in (2.1) disturbed by Gaussian noise,
then the state updates are given as
x(t + 1) = Ax(t) + Bu(t) + Bw w(t),

(2.3)

with w(t) a white noise sequence with a standard Gaussian distribution, that
is, at each time instance w(t) is a realisation of a zero mean and unit variance
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Gaussian distribution. This is denoted as w(t) ∼ N (0, I). Since w(t) is a white
noise signal, this means that at any time instant given the state x(t) the next
state is conditionally independent from the past states and the past noise inputs
w(t − 1), w(t − 2), . . .. This means that the model of the state evolutions satisfies
the Markov property.
Models like (2.3) satisfying the Markov property and driven by an external control input or action can be collected within the notion of Markov decision processes (MDP) [Bertsekas and Shreve, 1996, Meyn and Tweedie, 1993, HernándezLerma and Lasserre, 1996] defined as follows. The tuple M = (X, πx(0) , T, U)
defines a discrete-time MDP over an uncountable state space X; and is characterised by T, a conditional stochastic kernel that assigns to each point x ∈ X and
control u ∈ U a probability measure T( · | x, u)
R over (X, B(X)). More precisely,
for any set A ∈ B(X), Px,u (x(t + 1) ∈ A) = A T(dy | x(t) = x, u), where Px,u
denotes the conditional probability P(· | x, u). In general, we will require the
stochastic kernel T( · | x, u) to be measurable mapping. The initial probability distribution is πx(0) : B(X) → [0, 1]. Markov decision processes will be formally introduced in Chapter 3 in Definition 3.1 and repeated later in Chapter 7. As standard, we can select actions or controls u ∈ U based on a Markov policy. Within
stochastic optimal control, this policy is often defined as a mapping from state to
actions. More precisely, a Markov policy µ over the horizon [0, N ] is a sequence
µ = (µ0 , µ1 , . . . , µN −1 ) of universally measurable maps
µt : X → U,

t ∈ NN −1 := {0, 1, . . . , N − 1},

from the state space X to the action space U. In a more general setting, necessary
for more complicated control objectives, policies can also be stochastic.
Definition 2.7 (Markov policy) For an MDP M = (X, πx(0) , T, U), a Markov policy
µ is a sequence µ = (µ1 , µ2 , µ3 , . . .) of universally measurable maps µt = X → P(U, B(U))
t = 0, 1, 2, . . ., from the state space X to the set of controls.
Note that this definition of a stochastic Markov policy also trivially includes the
deterministic Markov policies. The stochastic notion of a Markov policy will be
used in Chapter 3 Definition 3.3.
We consider the evolution of the Markov decision process for t = 0, 1, . . . , N with
N ∈ N. For a given initial state and Markov policy µ and a given initial state
x0 ∈ X, an execution or realisation of the process characterises a state trajectory given as {x(t)|t ∈ NN }. At each time instant t, given x(t) and the policy µt ,
the next state is a realisation of the controlled Borel-measurable stochastic kernel
T (· | x(t), µt (x(t))).

The execution {x(t)|t ∈ NN } initialised by x0 ∈ X drawn from πx(0) and controlled
with Markov policy µ is a stochastic process defined on the canonical sample space
Ω := XN +1 endowed with its product topology B(Ω). This stochastic process has
a probability measure P uniquely defined by the transition kernel T, policy µ, and
initial distribution πx(0) [Bertsekas and Shreve, 1996, Prop. 7.45].
Note that once controlled, the MDP is a Markov process since all non-determinism
is resolved.
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Similar to the deterministic framework for modelling systems, we are interested
in temporal properties defined over the behaviour of the MDPs. For this, we first
define simpler properties such as probabilistic invariance (or equivalently safety),
reachability, and reach-avoid properties. The probabilisitic invariance property is
defined for a given time horizon N and safe set A ∈ B(X) as the probability that
the realisation {x(t)|t ∈ NN } of a controlled MDP stays in A
P (∀t ∈ NN : x(t) ∈ A) .
Similarly the probabilistic reachability property for a given target set K ∈ B(X) is
defined as the probability that the realised trajectory {x(t)|t = 0, 1, . . . , N } reaches
K that is
P (∃j ∈ NN : x(j) ∈ K) .
The probability of reaching K while staying in A and before the end of the time
horizon N is defined as a probabilistic reach-avoid property, quantified as
P (∃j ∈ NN : x(j) ∈ K ∧ ∀t ∈ Nj−1 : x(t) ∈ A) ,
where ∧ denotes the logical “and” operator. The complement of A is then the
“unsafe” set that is avoided in the probabilistic reach-avoid property. Note that
beyond the set of simple safety or reachability properties, LTL specifications can
often be rewritten as stochastic reach-avoid properties over extended Markov decision processes [Lahijanian et al., 2009].
Based on the above, a verification problem formulated on a Markov process is the
verification whether the probability of one of the above properties is above, below
or within a bounded region of a required probability p. A synthesis problem,
considers the computation of a policy for an MDP such that the probability in a
property of interest is maximised or above a required threshold. For continuous,
or more generally uncountably-infinite, state-spaces the computation of a policy,
even when performed approximately, will induce heavy computational load. In
Chapter 3 we circumvent the direct computation of policies and their probabilistic
quantification. We show that a policy computed for an abstraction of the MDP,
which is of reduced order and allows for simpler computations, can be refined to
the original MDP with guarantees.
Beyond the case of probabilistic state-transitions, one could also have the problem
that the state cannot always be observed exactly. In other words we could have
that the state of the model (2.3) can only be measured via noisy sensor measurements y(t) modelled as
y(t) = Cx(t) + Du(t) + Dw w(t),

(2.4)

where w is a white noise sequence and generally we take D = 0. For the more
general case of partially observable Markov decision processes it is known that
the verification and controller synthesis is very difficult. Instead, we will tackle
controller synthesis for partially observable LTI systems modelled as (2.3-2.4) in
Chapter 4.

Part I

Control
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There should be no such thing as boring
mathematics.
Edsger Dijkstra

3

Approximate similarity relations and
controller refinement for general
Markov decision processes
n this chapter we introduce new approximate similarity relations that
are shown to be key for policy (or control) synthesis over general
IMarkov
decision processes. The models of interest are discrete-time
Markov decision processes, endowed with uncountably-infinite state
spaces and metric output (or observation) spaces. The new relations, underpinned by the use of metrics, allow in particular for a useful trade-off
between deviations over probability distributions on states, and distances
between model outputs. We show that the new probabilistic similarity relations, inspired by a notion of simulation developed for finite-state models, can be effectively employed over general Markov decision processes
for verification purposes, and specifically for control refinement from abstract models.

3.1

Introduction

The formal verification of computer systems allows for the quantification of their
properties and for their correct functioning. Whilst the bulk of verification methods has classically focused on finite- or countable-state models, with the ever more
ubiquitous embedding of digital components into physical systems richer models
27

28

Chapter 3 Approximate similarity relations and controller refinement

are needed and correct functioning can only be expressed over the combined behaviour of both the digital computer and the surrounding physical system. It is
in particular of interest to synthesise the part of the computer software that controls or interacts with the physical system automatically, with low likelihood of
malfunctioning. Furthermore, when computers interact with physical systems
such as biological processes, power networks, and smart-grids, stochastic models
are key. Consider, as an example, a power network for which we would like to
quantify the likelihood of blackouts and to synthesise strategies to minimise this.
Systems with uncertainty and non-determinism can be naturally modelled as
Markov decision processes (MDP). In this work, we focus on general Markov
decision processes (gMDP) that have uncountable state spaces as well as metric
output spaces. The characterisation of properties over such processes cannot in
general be attained analytically [Abate et al., 2008], so an alternative is to approximate these models by simpler processes that are prone to be mathematically analysed or algorithmically verified [Esmaeil Zadeh Soudjani and Abate, 2013], such
as finite-state MDP [Esmaeil Zadeh Soudjani et al., 2015]. Clearly, it is then key
to provide formal guarantees on this approximation step, such that solutions of
the verification or synthesis problem for a property on the simpler process can be
extended to the original model. Our verification problems include the synthesis
of a policy (or a control strategy) that maximises the likelihood of the specification
of interest.
In this work we develop a new notion of approximate similarity relation, aimed to
attain a computationally efficient controller synthesis over Markov decision processes with metric output spaces. We show that it is possible to obtain a control strategy for a gMDP as a refinement of a strategy synthesised for an abstract
model, at the expense of accuracy defined on a similarity relation between them,
which quantifies bounded deviations in transition probabilities and output distances. In summary, we provide results allowing us to quantitatively relate the
outcome of verification problems performed over the simpler (abstract) model to
the original (concrete) model, and further to refine control strategies synthesised
over the abstract model to strategies for the original model.
The use of similarity relations on probabilistic models with countable states has
been broadly investigated, either via exact notions of probabilistic simulation and
bisimulation relations [Larsen and Skou, 1989, Segala, 1995, Segala and Lynch,
1995, D’Argenio et al., 2002], or (more recently) via approximate notions [Desharnais et al., 2008] and [D’Innocenzo et al., 2012]. On the other hand, similar notions over general, uncountable-state spaces have been only recently studied:
available relations either hinge on stability requirements on model outputs [Julius and Pappas, 2009, Zamani et al., 2014] (established via martingale theory or
contractivity analysis), or alternatively enforce structural abstractions of a model
[Desharnais et al., 2004] by exploiting continuity conditions on its probability laws
[Abate, 2013, Abate et al., 2014a].
In this work, we want to quantify properties with a certified precision both in the
deviation of the probability laws for finite-time events (as in the classical notion
of probabilistic bisimulation) and of the output trajectories (as studied for dynamical models). Additionally, we impose no strict requirements on the dynamics
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of the given gMDP and its abstraction. To these ends, we consider the type of
exact probabilistic simulation and bisimulation relations originally introduced in
[Larsen and Skou, 1989, Jonsson and Larsen, 1991]. We first extend the lifting
based definition of these exact probabilistic simulation and bisimulation relations
for finite-state probabilistic automata and stochastic games [Segala, 1995, Segala
and Lynch, 1995, Zhang and Pang, 2010] to gMDP (Section 3.3). We then generalise these notions to allow for errors on the probability laws and deviations over the
output space (Section 3.4). Two case studies in the area of smart buildings (Section
3.5) are used to evaluate these new approximate probabilistic simulation relations.
Unlike cognate recent work [Abate, 2013, Julius and Pappas, 2009], we are interested in similarity relations that allow refining over the concrete model a control
strategy synthesised on the abstract one. We zoom in on relations that, quite like
the alternating notions in [Alur et al., 1998, Tabuada, 2009] for non-probabilistic
models and in [Zhang and Pang, 2010] for stochastic ones, quantitatively bound
the difference in the controllable behaviour of pairs of models (namely a gMDP
and its abstraction). In Section 3.6 we show how over a class of Markov processes (without controls), this newly developed approximate similarity relation
practically generalises notions of probabilistic (bi-)simulations of Labeled Markov
processes Desharnais et al. [2002, based on zigzag-morphisms], Desharnais et al.
[2003, based on equivalence relations], and their approximate versions Desharnais
et al. [2004, 2008], D’Innocenzo et al. [2012, based on binary relations].
In the following section, the problem statement is given in more details. Subsequently, we first provide a new characterisation of similarity relations for controlled Markov processes with general state spaces and give its relevant controller
refinement in Section 3.3. Secondly, the new notion of approximate simulation
relations is given in Section 3.4, where we additionally also provide properties
of these similarity relations. This is followed with two clarifying case studies in
Section 3.5. In the penultimate section of this chapter we tackle connections to
literature and measurability issues.

3.2

3.2.a

Verification of general Markov decision processes:
problem setup
gMDP models - syntax and semantics

General Markov decision processes are related to control Markov processes [Abate,
2013] and Markov decision processes [Bertsekas and Shreve, 1996, Meyn and Tweedie,
1993, Hernández-Lerma and Lasserre, 1996], and formalised as follows.
Definition 3.1 (Markov decision process (MDP)) The tuple M = (X, πx(0) , T, U)
defines a discrete-time MDP over an uncountable state space X, and is characterised by
T, a conditional stochastic kernel that assigns to each point x ∈ X and control u ∈ U
a probability measure T(· | x, u) over (X, B(X)). The initial probability distribution is
πx(0) : B(X) → [0, 1].
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At every state the state transition depends non-deterministically on the choice
of u ∈ U. When chosen according to a distribution µu : B(U) → [0, 1], we
refer to the stochastic control
input as µu . Moreover the transition kernel is deR
noted as T(·|x, µu ) = U T(·|x, u)µu (du) ∈ P(X, B(X)). Given a string of inputs
u(0), u(1), . . . , u(N ), over a finite time horizon {0, 1, . . . , N }, and an initial condition x0 (sampled from distribution πx(0) ), the state at the (t + 1)-st time instant,
x(t + 1), is obtained as a realisation of the controlled Borel-measurable stochastic
kernel T (· | x(t), u(t)) – these semantics induce paths (or executions) of the MDP.
Definition 3.2 (General Markov decision process (gMDP))
M = (X, πx(0) , T, U, h, Y) is a discrete-time gMDP consisting of an MDP combined with
output space Y and a measurable output mapping h : X → Y. A metric dY decorates the
output space Y.
The gMDP semantics are directly inherited from those of the MDP. Further, output
traces of gMDP are obtained as mappings
 of MDP paths, namely {y(t)}0:N :=
y(0), y(1), . . . , y(N ), where y(t) = h x(t) . Denote the class of all gMDP with
the metric output space Y as MY . Note that gMDP can be regarded as a superclass of the known labelled Markov processes (LMP) [Desharnais et al., 2004] as
elucidated in [Abate et al., 2014a].
Example 3.1 Consider the stochastic process
M : x(t + 1) = f (x(t), u(t)) + e(t),

y(t) = h(x(t)) ∈ Y,

with variables x(t), u(t), e(t), taking values in Rn , representing the state, control input1 ,
and noise terms respectively. The process is initialised as x(0) ∼ πx(0) , and driven by
e(t), a white noise sequence with zero-mean normal distributions and covariance matrix
Σe . This stochastic process, defined as a dynamical model, is a gMDP characterised by a
tuple (Rn , πx(0) , T, Rn , h, Y), where the conditional transition kernel is defined as T(· |
x, u) = N (f (x(t), u(t)), Σe ), a normal probability distribution with mean f (x(t), u(t))
and covariance matrix Σe .
A policy is a selection of control inputs based on the past history of states and controls. We allow controls to be selected via universally measurable maps [Bertsekas
and Shreve, 1996] from the state to the control space, so that time-bounded properties such as safety can be maximised [Abate et al., 2008]. When the selected
controls are only dependent on the current states, and thus conditionally independent of history (or memoryless), the policy is referred to as Markov.
Definition 3.3 (Markov policy) For a gMDP M = (X, πx(0) , T, U, h, Y), a Markov
policy µ is a sequence µ = (µ0 , µ1 , µ2 , µ3 , . . .) of universally measurable maps µt =
X → P(U, B(U)) t = 0, 1, 2, . . ., from the state space X to the set of controls.
1 In other domains one also refers to the control variables as actions (Machine Learning, Stochastic
Games) or as external non-determinism (Computer science).
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Recall that a function f : K1 → K2 is universally measurable if the inverse image of every Borel set is measurable with respect to every complete probability
measure on K1 that measures all Borel subsets of K1 .
The execution {x(t), t ∈ [0, N ]} initialised by x0 ∈ X and controlled with Markov
policy µ is a stochastic process defined on the canonical sample space Ω := XN +1
endowed with its product topology B(Ω). This stochastic process has a probability measure P uniquely defined by the transition kernel T, policy µ, and initial
distribution πx(0) [Bertsekas and Shreve, 1996, Prop. 7.45].
Of interest are time-dependent properties such as those expressed as specifications in a temporal logic of choice. This leads to problems where one maximises
the probability that a sequence of labelled sets is reached within a time limit and in
the right order. One can intuitively realise that in general the optimal policy leading to the maximal probability is not a Markov (memoryless) policy, as introduced
in Def. 3.3. We introduce the notion of a control strategy, and define it as a broader,
memory-dependent version of the Markov policy above. This strategy is formulated as a Markov process that takes as an input the state of the to-be-controlled
gMDP.

Definition 3.4 (Control strategy) A control strategy C = (XC , xC0 , X, TtC , htC ) for a
gMDP M with state space X and control space U over the time horizon t = 0, 1, 2, . . . , N
is an inhomogenous Markov process with state space XC ; an initial state xC0 ; inputs
x ∈ X; time-dependent, universally measurable kernels TtC , t = 0, 1, . . . , N ; and with
universally measurable output maps htC : XC → P(U, B(U)), t = 0, 1, . . . , N , with
elements µ ∈ P(U, B(U)).
Unlike a Markov policy, the control strategy is in general dependent on the history, as it has an internal state that can be used to remember relevant past events.
As elucidated in Algorithm 1, note that the first control u(0) is selected by drawing xC (1) according to T0C ( · |xC (0), x(0)), where xC (0) = xC0 , and selecting u(0)
from measure µ0C = h0C (xC (1)).2 The control strategy applied to M can be both
stochastic (as a realisation of T0C (· | xC (0), x(0)) ), a function of the initial state x(0),
and of time.
The execution {(x(t), xC (t)), t ∈ [0, N ]} of a gMDP M controlled with strategy C
is defined on the canonical sample space Ω := (X × XC )N +1 endowed with its
product topology B(Ω). This stochastic process is associated to a unique probability measure PC×M , since the stochastic kernels TtC for t ∈ [0, N ] and T are
Borel measurable and composed via universally measurable policies [Bertsekas
and Shreve, 1996, Prop. 7.45].
2 Note that the stochastic transitions for the control strategy and the gMDP are selected in an alternating fashion. The output map of the strategy is indexed based on the time instant at which the
resulting policy will be applied to the gMDP.
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Algorithm 1 Execution of the controlled model C × M
set t := 0 and xC (0) := xC0
draw x(0) ∼ πx(0)
while t < N do
draw xC (t + 1) ∼ TtC ( · |xC (t), x(t))
set µt := htC (xC (t + 1)), draw u(t) from µt
draw x(t + 1) ∼ T( · |x(t), u(t)))
set t := t + 1
end while

3.2.b

{from M}
{from C}
{from M}

gMDP verification and strategy refinement: problem statement

We qualitatively introduce the main problem that we want to solve in this work:
How can one provide a general framework to synthesise control policies over a
formal abstraction M̃ of a concrete complex model M, with the understanding
that M̃ is much simpler to be manipulated (analytically or computationally) than
M is? We approach this problem by defining a simulation relation under which
a control strategy C̃ for the abstract Markov process M̃ implies the existence of a
strategy C for M, so that we can quantify differences in the stochastic transition
kernels and in the output trajectories for the two controlled models. This allows
us to derive bounds on the probability of satisfaction of a specification for C × M
from the satisfaction probability of modified specifications for C̃ × M̃. We will
show that with this setup we can deal with finite-horizon temporal properties,
including safety verification as a relevant instance.
The results in this paper are to be used in parallel with optimisation, both for selecting the control refinement and for synthesising a policy on the abstract model.
It has been shown in [Bertsekas and Shreve, 1996] that stochastic optimal control
even for a system on a “basic” space can lead to measurability issues: in order to
avoid these issues we follow [Bertsekas and Shreve, 1996, Desharnais et al., 2008]
and the developed theory for Polish spaces and Borel (or universally) measurable notions. Throughout the paper we will give as clarifying examples Markov
processes evolving, as in Example 3.1, over Euclidean spaces that are a special
instances of Polish spaces. This allows us to elucidate the theory.

3.3
3.3.a

Exact (bi-)simulation relations based on lifting
Introduction

In this section, we define probabilistic simulation and bisimulation relations that
are, respectively, a preorder and an equivalence relation on MY . Before introducing these relations, we first extend Segala’s notion [Segala, 1995, Segala and
Lynch, 1995] of lifting to uncountable state spaces, which allows us to equate the
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transition kernels of two given gMDPs. Thereafter, we leverage liftings to define
(bi-)simulation relations over MY , which characterise the similarity in the controllable behaviours of the two gMDPs. Subsequently we show that these similarity
relations also imply controller refinement, i.e., within the similarity relation a control strategy for a given gMDP can be refined to a controller for another gMDP.
In the next section, we show that this exact notion of similarity allows a more
general notion of approximate probabilistic simulation. The new notions of similarity relations extend the known exact notions in [Larsen and Skou, 1989], and
the approximate notions of [Desharnais et al., 2008, D’Innocenzo et al., 2012]. Additionally, we will show that these results can be naturally extended to allow for
both differences in probability and deviations in the outputs of the two gMDPs.
We work with pairs of gMDPs put in a relationship, denoting them with numerical indices (M1 , M2 ), with the intention to apply the developed notions to an
abstraction M̃ of a concrete model M, respectively.

3.3.b

Lifting for general Markov decision processes

Consider two gMDP M1 , M2 ∈ MY mapping to a common output space Y with
metric dY . For M1 = (X1 , πx(0) 1 , T1 , U1 , h1 , Y) and M2 = (X2 , πx(0) 2 , T2 , U2 , h2 , Y)
at given state-action pairs x1 ∈ X1 , u1 ∈ U1 and x2 ∈ X2 , u2 ∈ U2 , respectively,
we want to relate the corresponding transition kernels, namely the probability
measures T1 (· | x1 , u1 ) ∈ P(X1 , B(X1 )) and T2 (· | x2 , u2 ) ∈ P(X2 , B(X2 )).
Similar to the coupling of measures in P(X, F) [Abate et al., 2014b, Lindvall,
2002], consider the coupling of two arbitrary probability spaces (X1 , F1 , P1 ) and
(X2 , F2 , P2 ) (cf. [Skala, 1993, Strassen, 1965]). A probability measure Pc defined
on (X1 ×X2 , F) couples the two spaces if the projections p1 , p2 , with x1 = p1 (x1 , x2 )
and x2 = p2 (x1 , x2 ), define respectively an (X1 , F1 )- and an (X2 , F2 )-valued random variables, such that P1 = p1∗ Pc and P2 = p2∗ Pc . For finite- or countable-state
stochastic processes a related concept has been referred to as lifting in [Segala,
1995, Segala and Lynch, 1995]: the transition probabilities are coupled using a
weight function in a way that respects a given relation over the combined state
spaces. Rather than using weight functions over a countable or finite domain
[Segala, 1995], we introduce lifting as a coupling of measures over Polish space
and their corresponding Borel measurable σ-fields.
Since we assume that the state spaces are Polish and have a corresponding Borel
σ-field for the given probability spaces (X1 , B(X1 ), P1 ) and (X2 , B(X2 ), P2 ) with
P1 := T1 (· | x1 , u1 ) and P2 := T2 (· | x2 , u2 ), the natural choice for the σ-algebra
becomes B(X1 × X2 ) = B(X1 ) ⊗ B(X2 ) 3 and the question of finding a coupling can
be reduced to finding a probability measure in P(X1 × X2 , B(X1 × X2 )).
Definition 3.5 (Lifting for general state spaces) Let X1 , X2 be two sets with associated measurable spaces (X1 , B(X1 )) and (X2 , B(X2 )) and let the Borel measureable
set R ⊆ X1 × X2 be a relation. We denote by R̄ ⊆ P(X1 , B(X1 )) × P(X2 , B(X2 ))
3

B(X1 ) ⊗ B(X2 ) denotes the product σ-algebra of B(X1 ) and B(X2 ).
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the corresponding lifted relation, so that ∆R̄Θ holds if there exists a probability space
(X1 × X2 , B(X1 × X2 ), W) (equivalently, a lifting W) satisfying
1. for all X1 ∈ B(X1 ): W(X1 × X2 ) = ∆(X1 );

2. for all X2 ∈ B(X2 ): W(X1 × X2 ) = Θ(X2 );
3. for the probability space (X1 × X2 , B(X1 × X2 ), W) it holds that x1 Rx2 with probability 1, or equivalently that W (R) = 1.
With reference to the connection with the notion of coupling, an equivalent definition of lifting is obtained be replacing 1. and 2. by the condition that for (X1 ×
X2 , B(X1 × X2 ), W) the projections p1 , p2 , with x1 = p1 (x1 , x2 ) and x2 = p2 (x1 , x2 ),
we can define (X1 , B(X1 )) and (X2 , B(X2 ))-valued random variables ∆ = p1∗ W
and Θ = p2∗ W. An example is portrayed in Figure 3.1 containing two models M1 , M2 and a relation (denoted by equally labelled/coloured pairs of states),
where the transition kernels for a pair of states is lifted with respect to the relation.
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1
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1
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Figure 3.1: Finite-state Markov processes M1 and M2 (left & middle) with S =
{q1 , q2 , q3 , q4 } and T = {x1 , x2 , x4 } the respective state spaces. The states are labelled with three different colours. Lifting probabilities of the transition kernels
for (q1 , x1 ) are given on the edges of the rightmost figure.

Remark 3.2 Notice that the extension of the notion of lifting to general spaces has required the use of measures, rather than weight functions over a countable or finite domain, as in [Segala, 1995]. We have required that the σ-algebra B(X1 × X2 ) contains not
only sets of the form X1 ×X2 and X1 ×X2 , but also specifically the sets that characterise the
relation R. Since the spaces X1 and X2 have been assumed to be Polish, it holds that every
open (closed) set in X1 × X2 belongs to B(X1 ) ⊗ B(X2 ) = B(X1 × X2 ) [Bogachev, 2007,
Lemma 6.4.2]. As an instance consider the diagonal relation Rdiag := {(x, x) : x ∈ X}
over X × X, of importance for examples introduced later. This is a Borel measurable set
[Bogachev, 2007, Theorem 6.5.7].

3.3.c

Exact probabilistic (bi-)simulation relations via lifting

Similar to the alternating notions for probabilistic game structures in [Zhang and
Pang, 2010], we provide a simulation that relates any input chosen for the first
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process with one for the second process. As such, we allow for more elaborate
handling of the inputs than in the probabilistic simulation relations discussed
in [Desharnais et al., 2008, D’Innocenzo et al., 2012], and further pave the way
towards the inclusion of output maps. We extend the notions in [Segala, 1995,
Zhang and Pang, 2010, Jonsson and Larsen, 1991] by allowing for more general
Polish spaces. Further, we introduce the notion of interface function in order to
connect the controllable behaviour of two gMDP:
Uv : U1 × X1 × X2 → P(U2 , B(U2 )),
where we require that Uv is a Borel measurable function. This means that Uv induces a Borel measurable stochastic kernel, again denoted by Uv , over U2 given
(u1 , x1 , x2 ) ∈ U1 ×X1 ×X2 . The notion of interface function is known in the context
of correct-by-design controller synthesis and of hierarchical controller refinement
[Girard and Pappas, 2009, Tabuada, 2009]. For the objective of hierarchical controller refinement, an interface function implements (or refines) any control action
synthesised over the abstract model to an action for the concrete model. In order
to establish an exact simulation relation between abstract and concrete models, we
can attempt to refine the control actions from one model to the other by choosing
an interface function that matches their stochastic behaviours. On the other hand
in the next section, the interface function will be used to establish approximate
simulation relations: for this goal, the optimal selection of the interface function
is the one that optimises the accuracy of the relation. This is topic of ongoing
research.
In this work we extend standard interface functions for deterministic systems by
allowing randomised actions µ2 ∈ P(U2 , B(U2 )). The lifting of the transition kernels for the chosen interface generates a stochastic kernel WT conditional on the
values of signals in U
R 1 and in X1 ×X2 . Let us trivially extend the interface function
to Uv (µ1 , x1 , x2 ) := U1 Uv (u1 , x1 , x2 )µ1 (du1 ).
Definition 3.6 (Probabilistic simulation) Consider two gMDP Mi , i = 1, 2, Mi =
(Xi , πx(0) i , Ti , Ui , hi , Y). The gMDP M1 is stochastically simulated by M2 if there exists
an interface function Uv and a relation R ⊆ X1 × X2 with R ∈ B(X1 × X2 ), for which
there exists a Borel measurable stochastic kernel WT ( · |u1 , x1 , x2 ) on X1 × X2 given U1 ×
X1 × X2 , such that
1. ∀(x1 , x2 ) ∈ R, h1 (x1 ) = h2 (x2 );
2. ∀(x1 , x2 ) ∈ R, ∀u1 ∈ U1 , T1 (·|x1 , u1 ) R̄ T2 (·|x2 , Uv (u1 , x1 , x2 )), with lifted
probability measure WT ( · |u1 , x1 , x2 );
3. πx(0) 1 R̄πx(0) 2 .
The relationship between the two models is denoted as M1  M2 .
The Borel measurability for both Uv (see above) and WT (as in this definition),
which is technically needed for the well posedness of the controller refinement,
can be relaxed to universal measurability, as will be discussed in the Appendix.
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Definition 3.7 (Probabilistic bisimulation) Under the same conditions as above, M1
is a probabilistic bisimulation of M2 if there exists a relation R ⊆ X1 × X2 such that
M1  M2 w.r.t. R and M2  M1 w.r.t. the inverse relation R−1 ⊆ X2 × X1 . M1 and
M2 are said to be probabilistically bisimilar, which is denoted M1 ≈ M2 .
For every gMDP M: M  M and M ≈ M. This can be seen by considering the
diagonal relation Rdiag = {(x1 , x2 ) ∈ X × X | x1 = x2 } and selecting equal inputs
for the associated interfaces. The resulting equal transition kernels
T(·|x, u)R̄diag T(·|x, u)
are lifted by the measure WT (dx01 × dx02 |u, x1 , x2 ) = δx01 (dx02 )T(dx01 |x1 , u) where
δx01 denotes the Dirac distribution located at x01 .
Example 3.3 (Lifting for diagonal relations)
a. Consider the gMDP (M1 ) introduced in Ex. 3.1 and a slight variation of it (M2 ),
given as stochastic dynamic processes,
M1 : x(t + 1) = f (x(t), u(t)) + e(t),
M2 : x(t + 1) = f (x(t), u(t)) + ẽ(t) + ũ(t),

y(t) = h(x(t)),
y(t) = h(x(t)),

with variables x(t), x(t + 1), u(t), ũ(t), e(t), ẽ(t) taking values in Rn , and with dynamics
initialised with the same probability distribution at t = 0 and driven by white noise sequences e(t), ẽ(t), both with zero mean normal distributions and with variance Σe , Σẽ , respectively. Notice that if Σe −Σẽ is positive definite then M1  M2 . To see this, select the
control input pair (u2 , ũ2 ) ∈ U2 as u2 = u1 , and ũ2 according to the zero-mean normal
distribution with variance Σe − Σẽ , then the associated interface is Uv ( · |u1 , x1 , x2 ) =
δu1 (du2 )N (dũ2 |0, Σe − Σẽ ). For this interface the stochastic dynamics of the two processes are equal, and can be lifted with Rdiag .
b. Similar as above, consider two gMDP modelled as Gaussian processes
M1 : x(t + 1) = (A + BK)x(t) + Bu(t) + e(t),
M2 : x(t + 1) = Ax(t) + Bu(t) + e(t),

y(t) = h(x(t)),
y(t) = h(x(t)),

with variables x(t), x(t + 1), e(t) taking values in Rn and u(t) ∈ Rm , matrices A ∈
Rn×n , B ∈ Rn×m , K ∈ Rm×n . Then M1  M2 , since in Rdiag for every action
u1 chosen for M1 , the choice of interface u2 = u1 + Kx2 for M2 results in the same
transition kernel for the second model.
Remark 3.4 Over MY , the class of gMDP with a shared output space, the relation 
is a preorder, since it is reflexive (see Example 3.3) and transitive (see later Cor. 3.16).
Moreover the relation ≈ is an equivalence relation as it is also symmetric (see Cor. 3.7).

3.3.d

Controller refinement via probabilistic simulation relations

The ideas underlying the controller refinement are first discussed, after which it
is shown that the refined controller induces a strategy as per Def. 3.4. Finally the
equivalence of properties defined over the controlled gMDPs is shown.

3.3 Exact (bi-)simulation relations based on lifting
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Consider two gMDP Mi = (Xi , πx(0) i , Ti , Ui , hi , Y) i = 1, 2 with M1  M2 . Given
the entities Uv and WT associated to M1  M2 , the distribution of the next state x02
of M2 is given as T2 (· | x2 , Uv (u1 , x1 , x2 )), and is equivalently defined via the lifted
measure as the marginal of WT (·|u1 , x1 , x2 ) on X2 . Therefore, the distribution of
the combined next state (x01 , x02 ), defined as WT ( · |u1 , x1 , x2 ), can be expressed as
WT (dx01 × dx02 |u1 , x1 , x2 ) = WT (dx01 |x02 , u1 , x1 , x2 )T2 (dx02 |x2 , Uv (u1 , x1 , x2 )),
where WT (dx01 |x02 , u1 , x1 , x2 ) is referred to as the conditional probability given x02
(c.f. [Borkar, 2012, Corollary 3.1.2]).4 Similarly, the conditional measure for the
initialisation Wπx(0) is denoted as
Wπx(0) (dx1 (0) × dx2 (0)) = Wπx(0) (dx1 (0)|x2 (0))πx(0) 2 (dx2 (0)).
Now suppose that we have a control strategy for M1 , referred to as C1 , and we
want to construct the refined control strategy C2 for M2 , which is such that events
defined over the output space have equal probability. This refinement procedure
follows directly from the interface and the conditional probability distributions,
and is described in Algorithm 2. This execution algorithm is separated into the refined control strategy C2 and its gMDP M2 . C2 is composed of C1 , the stochastic
kernel WT , and the interface Uv , and it remembers the previous state of M2 (cf.
line 8 in Algorithm 2).
Algorithm 2 Refinement of control strategy C1 as C2
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:

set t := 0
draw x2 (0) from πx(0) 2 ,
draw x1 (0) from Wπx(0) (· | x2 (0)).
loop
given x1 (t), select u1 (t) according C1 ,
set µ2t := Uv (u1 (t), x1 (t), x2 (t)),
draw x2 (t + 1) from T2 ( · | x2 (t), µ2t ),
draw x1 (t + 1) from WT ( · |x2 (t + 1), u1 (t), x1 (t), x2 (t)),
set t := t + 1.
end loop

Theorem 3.8 (Refined control strategy) Let gMDP M1 and M2 be related as M1 
M2 , and consider the control strategy C1 = (XC1 , xC1 0 , X1 , TtC1 , htC1 ) for M1 as given.
Then there exists at least one refined control strategy C2 = (XC2 , xC2 0 , X2 , TtC2 , htC2 ),
as defined in Def. 3.4, with
• state space XC2 := XC1 × X1 × X2 , with elements xC2 = (xC1 , x1 , x2 );
• initial state xC2 0 := (xC1 0 , 0, 0);
4 Beyond Borel measurability, this also holds when the kernels are universally measurable, as corresponding universally measurable regular conditional probability measures are obtained [Edalat,
1999].
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• input variable x2 ∈ X2 , namely the state variable of M2 ;
• time-dependent stochastic kernels TtC2 , defined as
T0C2 (dxC2 |xC2 0 , x2 (0)) := T0C1 (dxC1 |xC1 0 , x1 )Wπx(0) (dx1 |x2 )δx2 (0) (dx2 ) and
TtC2 (dx0C2 |xC2 (t), x2 (t)) := TtC1 (dx0C1 |xC1 , x01 )

WT (dx01 |x02 , htC1 (xC1 ), x2 , x1 )δx2 (t) (dx02 ) for t ∈ [1, N ];

• measurable output maps htC2 (xC1 , x̃1 , x2 ) := Uv (htC1 (xC1 ), x1 , x2 ).
Both the time-dependent stochastic kernels TtC2 and the output maps htC2 , for t ∈
[0, N ], are universally measurable, since Borel measurable maps are universally
measurable and the latter are closed under composition [Bertsekas and Shreve,
1996, Chapter 7].
Since, by the above construction of C2 , the output spaces of the controlled systems
C1 × M1 and C2 × M2 have equal distribution, it follows that measurable events
have equal probability, as stated next and proved in the Appendix.
Theorem 3.9 If M1  M2 , then for all control strategies C1 there exists a control
strategy C2 such that, for all measurable events A ∈ B YN +1 ,
PC1 ×M1 ({y1 (t)}0:N ∈ A) = PC2 ×M2 ({y2 (t)}0:N ∈ A) .

3.4

New , δ-approximate (bi-)simulation relations via
lifting

3.4.a

Motivation and δ-lifting

The requirement on an exact simulation relation between two models is evidently
restrictive. Consider the following example, where two Markov processes have a
bounded output deviation.
Example 3.5 (Models with a shared noise source) Consider an output space Y :=
Rd , with a metric dY (x, y) := kx − yk (the Euclidean norm), and two gMDP expressed
as noisy dynamic processes:
M1 : x1 (t + 1) = f (x1 (t), u1 (t)) + e1 (t),
M2 : x2 (t + 1) = f (x2 (t), u2 (t)) + e2 (t),

y1 (t) = h(x1 (t)),
y2 (t) = h(x2 (t)),

where f and h are both globally Lipschitz, satisfying kf (x1 , u) − f (x2 , u)k ≤ Lkx1 − x2 k
for 0 < L < 1, and in addition kh(x1 ) − h(x2 )k ≤ Hkx1 − x2 k for an 0 < H valid
for all x1 , x2 ∈ Rn and for all u. Suppose that the probability distributions of the random
variable e1 and of e2 depend on a shared noise source ω, with ω ∈ Ω and distribution Pω ,
and are such that e1 (t) = g1 (ω(t)) and e2 (t) = g2 (ω(t)). Assume now that there exists a
value c ∈ R, such that Pω [kg1 (ω) − g2 (ω)k < c ] = 1. Then for every pair of states x1 (t)

3.4 New , δ-approximate (bi-)simulation relations via lifting
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and x2 (t) of M1 and M2 respectively, the difference between state transitions is bounded
as kx1 (t + 1) − x2 (t + 1)k ≤ Lkx1 (t) − x2 (t)k + c with probability 1. By induction it
c
c
, then for all t ≥ 0, kx1 (t) − x2 (t)k ≤ 1−L
,
can be shown that if kx1 (0) − x2 (0)k ≤ 1−L
cH
and ky1 (t) − y2 (t)k ≤ 1−L .

Even though the difference in the output of the two models is bounded by the quantity
cH
1−L with probability 1, it is impossible to provide an approximation error using either the
method in [Julius and Pappas, 2009] (hinging on stochastic stability assumptions), nor
using (approximate) relations as in [Desharnais et al., 2008, D’Innocenzo et al., 2012]:
with the former approach, for the same input sequence u(t) the output trajectories of M1
and M2 have bounded difference, but do not converge to each other; with the latter approach, the relation defined via a normed difference cannot satisfy the required notion of
transitivity.
As mentioned before and highlighted in the previous Ex. 3.5, we are interested in
introducing a new approximate version of the notion of probabilistic simulation
relation, which allows for both δ-differences in the stochastic transition kernels,
and -differences in the output trajectories. For the former prerequisite, we relax
the requirements on the lifting in Def. 3.5; subsequently, we define the resulting
approximate (bi-)simulation relation according to the latter prerequisite on the
outputs.
Definition 3.10 (δ-lifting for general state spaces) Let X1 , X2 be two sets with associated measurable spaces (X1 , B(X1 )), (X2 , B(X2 )), and let R ⊆ X1 × X2 be a relation for which R ∈ B(X1 × X2 ). We denote by R̄δ ⊆ P(X1 , B(X1 )) × P(X2 , B(X2 ))
the corresponding lifted relation (acting on ∆R̄δ Θ), if there exists a probability space
(X1 × X2 , B(X1 × X2 ), W) satisfying
1. for all X1 ∈ B(X1 ): W(X1 × X2 ) = ∆(X1 );
2. for all X2 ∈ B(X2 ): W(X1 × X2 ) = Θ(X2 );
3. for the probability space (X1 × X2 , B(X1 × X2 ), W) it holds that x1 Rx2 with probability at least 1 − δ, or equivalently that W (R) ≥ 1 − δ.
We leverage Definition 3.10 to introduce a new approximate similarity relation
that encompasses both approximation requirements, obtaining the following ε, δapproximate probabilistic simulation.
Definition 3.11 (ε, δ-approximate probabilistic simulation) Consider two gMDP Mi =
(Xi , πx(0) i , Ti , Ui , hi , Y), i = 1, 2, over a shared metric output space (Y, dY ). M1 is
, δ-stochastically simulated by M2 if there exists an interface function Uv and a relation
R ⊆ X1 ×X2 , for which there exists a Borel measurable stochastic kernel WT ( · |u1 , x1 , x2 )
on X1 × X2 given U1 × X1 × X2 , such that:
1. ∀(x1 , x2 ) ∈ R, dY (h1 (x1 ), h2 (x2 )) ≤ ;
2. ∀(x1 , x2 ) ∈ R, ∀u1 ∈ U1 : T1 (·|x1 , u1 ) R̄δ T2 (·|x2 , Uv (u1 , x1 , x2 )), with lifted
probability measure WT ( · |u1 , x1 , x2 );
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3. πx(0) 1 R̄δ πx(0) 2 .
The simulation relation is denoted as M1 δε M2 .
Definition 3.12 (ε, δ-approximate probabilistic bisimulation) Under the same conditions as before M1 is an , δ-probabilistic bisimulation of M2 if there exists a relation
R ⊆ X1 × X2 such that M1 δε M2 w.r.t. R and M2 δε M1 w.r.t. R−1 ⊂ X2 × X1 .
M1 and M2 are said to be ε, δ-probabilistically bisimilar, denoted as M1 ≈δε M2 .
In this section we have provided similarity relations quantifying the difference
between two Markov processes. The end use of the introduced similarity relations
is to quantify the probability of events of a gMDP via its abstraction and to refine
controllers: this is achieved in the next section.

3.4.b

Controller refinement via approximate simulation relations

Consider two gMDP M1 and M2 , for which M1 is the abstraction of the concrete
model M2 . The following result is an approximate version of Theorem 3.9, and
presents the main result of this paper, namely the approximate equivalence of
properties defined over the gMDP M1 and M2 .
Theorem 3.13 If M1 δε M2 , then for all control strategies C1 there exists a control
strategy C2 such that, for all measurable events A ⊂ YN +1

PC ×M {y1 (t)}0:N ∈ A−ε − γ ≤ PC ×M ({y2 (t)}0:N ∈ A) ≤ PC ×M ({y1 (t)}0:N ∈ Aε ) + γ,
1

1

2

2

1

1

with constant 1 − γ := (1 − δ)N +1 , and with the ε-expansion of A defined as

Aε := {yε (t)}0:N |∃{y(t)}0:N ∈ A : maxt∈[0,N ] dY (yε (t), y(t)) ≤ ε
and similarly the ε-contraction defined as A−ε := {{y(t)}0:N |{{y(t)}0:N }ε ⊂ A} where
{{y(t)}0:N }ε is the point-wise ε-expansion of {y(t)}0:N .
While the details of the proof can be found in the Appendix, its key aspect is the
existence of a refined control strategy C2 , which we detail next. Given a control strategy C1 over the time horizon t ∈ {0, . . . , N }, there is a control strategy
C2 that refines C1 over M2 . The control strategy is conceptually given in Algorithm 3. Whilst the state (x1 , x2 ) of C2 is in R, the control refinement from C1
follows in the same way (cf. Alg.3 line 4-9) as for the exact case of Section 3.3.d.
Hence, similar to the control refinement for exact probabilistic simulations, the
basic ingredients of C2 are the states x1 and x2 , whose stochastic transition to the
pair (x01 , x02 ) is governed firstly by a point distribution δx2 (t) (dx02 ) based on the
measured state x2 (t) of M2 ; and, subsequently, by the lifted probability measure
WT (dx01 | x02 , u1 , x2 , x1 ), conditioned on x02 .
On the other hand, whenever the state (x1 , x2 ) leaves R the control chosen by
strategy C1 cannot be refined to M2 : instead, an alternative control strategy Crec
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has to be used to control the residual trajectory of M2 . The choice is of no importance to the result in Theorem 3.13. This stage of the execution (cf. Alg. 3
line 11-15) referred to as recovery makes the choice of the overall control strategy
C2 non-unique. In practice we will only synthesise the control strategy over a
finite-time.
Algorithm 3 Refinement of C1 as C2
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:

set t := 0
draw x2 (0) from πx(0) 2
draw x1 (0) from Wπx(0) (· | x2 (0))
while (x1 (t), x2 (t)) ∈ R do
given x1 (t), select u1 (t) from C1 ,
set input µ2t := Uv (u1 (t), x1 (t), x2 (t)),
draw x2 (t + 1) from T2 ( · | x2 (t), µ2t ),
draw x1 (t + 1) from WT ( · |x2 (t + 1), u1 (t), x1 (t), x2 (t)),
set t := t + 1
end while
loop
given x2 (t), select µt (from Crec ),
draw x2 (t + 1) from T2 ( · | x2 (t), µt ),
set t := t + 1
end loop

{Start}
{Refine}

{Recover}

By splitting the execution in Algorithm 3 into a control strategy and a gMDP M2 ,
we can again obtain the refined control strategy.
Theorem 3.14 (Refined control strategy) Let gMDP M1 and M2 , with M1 δε M2 ,
and control strategy C1 = (XC1 , xC1 0 , X1 , TtC1 , htC1 ) for M1 be given. Then for any
given recovery control strategy Crec , a refined control strategy, denoted as
C2 = (XC2 , xC2 0 , X2 , TtC2 , htC2 ),
can be obtained as an inhomogenous Markov process with two discrete modes of operation, {refinement} and {recovery}, based on Algorithm 3.
The details of the tuple (XC2 , xC2 0 , X2 , TtC2 , htC2 ) are given in the Appendix, together with the proof of the theorem. They follow from Algorithm 3, in a similar
way as Theorem 3.8 follows from Algorithm 2.

3.4.c

Examples and properties

Example 3.6 (Models with a shared noise source – continued from above)
c
Based on the relation R := {(x1 , x2 ) : kx1 − x2 k ≤ 1−L
} it can be shown that
Hc
0
M1 ≈ε M2 with ε = 1−L , since, firstly, it holds that dY (h(x1 ) − h(x2 )) ≤ ε for
all (x1 , x2 ) ∈ R with dY = k · k. Additionally, for all (x1 , x2 ) ∈ R and for any input u1
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the selection u2 = u1 is such that T1 (·|x1 , u1 )R̄0 T2 (·|x2 , u1 ), note that R̄0 is equal to R̄
(the
R). The lifted stochastic kernel is WT (dx01 × dx02 |u1 , x1 , x2 ) :=
R lifted relation from
0
δ
(dx1 )δf (x2 ,u)+g2 (ω) (dx02 )Pω (dω), this stochastic kernel is Borel measω f (x1 ,u1 )+g1 (ω)
urable if f (x1 , u1 ) + g1 (ω) and f (x2 , u) + g2 (ω) are assumed Borel measurable maps.
Note that the employed identity interface is also Borel measurable.
Example 3.7 (Relationship to model with truncated noise) Consider the stochastic
dynamical process M1 : x(t + 1) = f (x(t), u(t)) + e(t) with output mapping y(t) =
h(x(t)), operating over the Euclidean state space Rn , and driven by a white noise sequence
e(t) ∈ Rn with distribution Pe . The output space y ∈ Y ⊆ Rd is endowed with the
Euclidean norm dY = k · k. Select a domain D ⊂ Rn so that, at any given time instant
t, e(t) ∈ D with probability 1 − δ. Then define a truncated white noise sequence ẽ(t),
with distribution Pe (· | D). The resulting model M2 driven by ẽ(t) is M2 : x(t +
1) = f (x(t), u(t)) + ẽ(t), with the same output mapping y(t) = h(x(t)). We show
that M2 is a 0, δ-approximate probabilistic bisimulation of M1 , i.e. M1 ≈δ0 M2 . Select
R := {(x1 , x2 ) for x1 , x2 ∈ Rn |x1 = x2 }, and choose as interface the identity one, i.e.,
Uv (u1 , x1 , x2 ) = u1 . A viable lifting measure is
R
WT (dx01 × dx02 |u1 , x1 , x2 ) := e∈D δx01 (dx02 )δt1 (e) (dx01 )Pe (de)
(3.1)
R
R
0
0
+ e∈Rn \D δt1 (e) (dx1 )Pe (de) ẽ δt2 (ẽ) (dx2 )Pe (dẽ|D)
with t1 (e) = f (x1 , u1 ) + e and t2 (ẽ) = f (x2 , u1 ) + ẽ.
Example 3.8 (Relationship between noiseless and truncated-noise models)
Consider the model with truncated noise M2 as defined in Ex. 3.7. In what sense is M2
approximated by its noiseless version M3 , namely M3 : x(t + 1) = f (x(t), u(t)), y(t) =
h(x(t))? Under requirements on the Lipschitz continuity kf (x1 , u)−f (x2 , y)k ≤ Lkx1 −
x2 k 0 < L < 1, kh(x1 ) − h(x2 )k ≤ Hkx1 − x2 k, and on the boundedness of D and
of c = maxd∈D kdk, Ex. 3.5 can be leveraged by concluding that M2 ≈0ε M3 , with
Hc 5
.
ε = 1−L
In Examples 3.7 and 3.8 we have that M1 is approximated by M2 , which is subsequently approximated by M3 . The following theorem and corollary attain a
quantitative answer on the question whether M1 is approximated by M3 .
Theorem 3.15 (Transitivity of δε ) Consider three gMDP Mi , i = 1, 2, 3, defined by
tuples (Xi , πx(0) i , Ti , Ui , hi , Y). If
• M1 is a , δa -stochastically simulated by M2 , and
• M2 is b , δb -stochastically simulated by M3 ,
then M1 is (a + b ), (δa + δb )-stochastically simulated by M3 . Equivalently, if
+δb
M1 δaa M2 and M2 δbb M3 , then M1 δaa+
M3 .
b

5 Alternatively, if M with non-deterministic input ẽ ∈ D is an ε - alternating bisimulation
a
2
[Tabuada, 2009] of M3 then M2 ≈0εa M3 .
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Next, as a corollary of this theorem, we derive properties of the notion of approximate bisimulation, and discuss the transitivity of the (exact) notions of simulation and of bisimulation relation. The latter implies that the simulation relation
(cf. Def.3.6 ) is a preorder, and that the bisimulation relation (cf. Def.3.7 ) is an
equivalence relation over the category of gMDP MY .
Corollary 3.16 (Transitivity properties) Following Theorem 3.15,
+δb
• if M1 ≈δaa M2 and M2 ≈δbb M3 , then M1 ≈δaa+
M3 , and
b

• if M1  M2 and M2  M3 , then M1  M3 , and
• if M1 ≈ M2 and M2 ≈ M3 , then M1 ≈ M3 .
Here notice that for R13 := {(x1 , x3 )|∃x2 ∈ X2 : (x1 , x2 ) ∈ R12 , (x2 , x3 ) ∈ R23 } we
show that if ∆1 R̄12δa ∆2 and ∆2 R̄23δb ∆3 , then ∆1 R̄13(δa +δb ) ∆3 , where the used
lifting measure WT is a function of the respective liftings WT12 and WT23 , i.e. for
all x1 , x3 ∈ R13 ∃x2 ∈ X2 : (x1 , x2 ) ∈ R12 , (x2 , x3 ) ∈ R23 , WT is given as
WT (dx01 × dx03 |u1 , x1 , x2 ) =
R
W23 (dx03 |x02 , Uv 12 (u1 , x1 , x2 ), x2 , x3 )W12 (dx01 × dx02 |u1 , x1 , x2 ).
X2
Furthermore, the interface Uv 13 is the composition of Uv 12 and Uv 23 . The proof of
Theorem 3.15 and Corollary 3.16 can be found in the Appendix.
Example 3.9 (Combination of Examples 3.7 and 3.8 via Corollary 3.16)
For the models in Examples 3.7 and 3.8 we can conclude that M1 ≈δε M3 . This means
that a stochastic system as in M1 in Ex. 3.7 can be approximated via its deterministic
counterpart, and that the approximation error can be expressed via the probability (i.e.
amount of truncation cf. Ex. 3.7) and the output error (i.e. Ex. 3.8). This allows for
explicit trading off between output deviation and deviation in probability.

3.5
3.5.a

Case studies
Introduction: energy management in smart buildings

We are interested in developing advanced solutions for the energy management
of smart buildings. In this work we first describe a simple example with a threedimensional model of the thermal dynamics in an office building: we consider
a simple building that is divided in two connected zones, each with a radiator
affecting the heat exchange in that zone by controlling the water temperature in
a boiler. With this case study we aim at elucidating the theory of the previous
sections. In the third subsection we work with a more realistic model of an office
building: this 5-dimensional model shows how the given approximate similarity
relations can be used for the design of controllers that verifiably satisfy properties
expressed as quantitative specifications.
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First case study

A model of the temperature dynamics in an office building with two zones to
heat [Haesaert et al., 2015a, Holub and Macek, 2013] assumes that the temperature
fluctuations in the two zones, as well as the ambient temperature dynamics, can
be modelled as a Gaussian process
M : x(t + 1) = Ax(t) + Bu(t) + F e(t),
y(t) = [ 10 01 00 ]x(t),
(3.2)
with stable dynamics characterised by matrices






0.0650 0
0.05 −0.02
0
0.8725 0.0625 0.0375
0.60, F = −0.02
0.05
0,
A = 0.0625 0.8775 0.0250, B = 0
0
0
0.9900
0
0
0
0 0.1
where x1,2 (t) are the temperatures in zone 1 and 2, respectively; x3 (t) is the deviation of the ambient temperature from its mean; and u(t) ∈ R2 is the control
input. The disturbance e(t) is a white noise sequence with standard Gaussian distributions, for all t ∈ R+ . The state variables are initiated as x(0) = [16 14 -5]T .
This stochastic process can be written as a gMDP, as detailed in Example 3.1. As
the model abstraction, we select the controllable and deterministic dynamics of
the mean of the state variables, and consequently omit the ambient temperature
and the additive noise term:

0.0625
x̃(t + 1) = Ãx̃(t) + B̃ ũ(t) ∈ R2 , with Ã := [ 0.8725
0.0625 0.8775 ],
M̃ :
(3.3)
1
0
0.0650
0 ].
ỹ(t)
= [ 0 1 ]x̃(t),
B̃ := [ 0 0.60
We then obtain that, as intuitive, M̃ δε M. In order topcompute specific values of
ε and δ, we select the relation R := {(x̃, x) ∈ R2 ×R3 | (x̃1 − x1 )2 + (x̃2 − x2 )2 ≤
ε} and the interface function Uv (ũ, x̃, x) = ũ + B̃ −1 (Ãx̃ − Āx), with


0.8725 0.0625 0.0375
Ā =
.
0.0625 0.8775 0.0250
The structure of the interface is arbitrary: in the specific instance the interface is
selected to optimally correct the difference in room temperatures at the next time
step.
A stochastic kernel WT for the lifting is
Z
0
0
WT (dx̃ × dx | ũ, x̃, x) = δf˜(dx̃0 )δf (e) (dx0 )N (de | 0, I),
e

with f˜ = Ãx̃ + B̃ ũ and f (e) = Ax + BUv (ũ, x̃, x) + F e. The lower bound on
WT (R | ũ, x̃, x) ≤ 1 − δ has been computed and traded off against the output
deviation, as in Figure 3.2.
We are interested in the goal, expressed for the model M, of increasing the likelihood of trajectories reaching the target set T = [20.5, 21]2 and staying there
thereafter. For the abstract model we have developed a strategy, as in [Haesaert
et al., 2015a], satisfying by construction the property expressed in LTL-like nota-
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Figure 3.2: Trade-off between the output error ε and the probability error δ for the δ,εapproximate probabilistic simulation M̃ δε
M.
We have selected the pair (, δ) =
(0.16, 0.073) as an ideal trade-off.

δ
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1
0.8
0.6
0.4
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tion with the formula ϕ = 32T and shrunken to ϕ−ε (as per Theorem 3.13).
This strategy is synthesised as a correct-by-construction controller using PESSOA
[Mazo Jr et al., 2010], where the discrete-time dynamics in (3.3) are further discretised over state and action spaces: we have selected a state quantisation of 0.05
2
over the range [15, 25] for the two state variables, and an input quantisation of
2
0.05 over the set [10, 30] . It can be observed that the controller regulates the abstract model M̃ to eventually remain within the target region, as shown in Figure
3.3. We now want to verify that indeed, when refined to the concrete stochastic
model, this strategy implies the reaching and staying in the safe set up to some
probabilistic error. The refined strategy is obtained from this control strategy as
discussed in Section 3.4.b, and recovers from exits out of the relation R by resetting the abstract states in the relation.
In a simulation study reported in Figure 3.3, we have executed the refined control
strategy over a time horizon of 200 steps. Observe that for the execution displayed
in the top/left plot the behaviour of the controlled concrete model M remains
close to that of M̃. Only at 4 incidents (circled) does the output error exceed the
level  = 0.16. This reflects our expectations, since at any point in time the probability that the output error exceeds the level  = 0.16 over the following X time
steps is provably less than 1−(1−δ)X ≈ Xδ = 0.073X, as per Theorem 3.13, which
leads to an upper bound of 15 occurrences. Within this case study, whenever the
state of the abstract and concrete model leave the relation R, then the recovery
strategy consists of resetting the state of the abstract model and continuing with
the refined control strategy. Thanks to the use of the ε-contraction ϕ−ε of the concrete specification ϕ, model M will still abide by ϕ with a high confidence.

3.5.c

Second case study

We consider a realistic model for an office building, with the dynamics obtained
from [Bacher and Madsen, 2011]. With a time sampling of 5 minutes, the following
model describes stochastic temperature fluctuations around a known mean value:

xb (t + 1) = Ξxb (t) + Γq(t)
 + Bp wp (t) + Bs Φs (t) + Ba Ta (t)
Moffice :
y(t)
= 0 1 0 0 xb (t),
 0.4487 0.216 0.2164 0.1186 
 2.65e-5 
 1.0939e-4 
7.45
e5
e-4
0.216
0.1778
0.3719
0.2334
Ξ = 0.09639 0.1657 0.6569 0.08082 , Γ = 2.06e-4 , Bp = 2.16
7.45e-5
0.005234 0.0103 0.008007 0.9708
0.07e-5
3.92e-6
 6.60e-4 
 2.96e-4 
1.31
e3
e-4
Bs = 4.49e-4 , Ba = 8.79
1.93e-4 .
2.36e-5
5.67e-3
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Figure 3.3: Refined control for deterministic model applied to M. The figure (top
left) evaluates the accuracy of the approximation, and gives with red circles the
instances in which the relation is left. The plot (bottom left) shows the ambient
temperature. The plots on the right display the temperature inside the two rooms.
The small blue crosses give the actual temperature in the rooms (x1 , x2 ) whereas
the deterministic simulation of (x̃1 , x̃2 ) is drawn in black and mostly covered by
the crosses.

The output y(t) models the temperature deviation of the internal air. The 4dimensional state of the model, obtained from a frequency-based identification
procedure, represents the fluctuation of internal temperatures in the building, including the building envelope and the interior [Bacher and Madsen, 2011, TiTeThTs
model], where the influence of mean values dynamics have been eliminated from
the model. The objective of this model is to capture the influence of stochastic effects acting upon the system and control them via the heater with input q(t). The
model represents the stochastic disturbances on the building temperature. We
foresee three major sources of stochastic disturbance to the system, as explained
next.
The first, wp (t) is the randomness of the heat generated by people in the building. An average person generates 100 Watt [W] under normal circumstances. We
presume that the occupancy of the office adds a random element to this average
number, which we capture as an independently and identically distributed random signal with Gaussian distribution and a standard deviation equal to 20 %
per person: when there are np := 10 people in the office this standard deviation
√
becomes np × 20 [W].
The second source of stochastic disturbance is the ambient temperature, for which
we model the stochastic deviation Ta (t) from accurate weather forecasts. As this
deviation is correlated over time, this is modelled as a first-order coloured noise,
with a time constant of 20 minutes. The choice of the time constant gives a measure of correlation in time [Therrien, 1992], so we use it to choose the time over
which there is a significant correlation between successive values of Ta (t).
 Addi
tionally, we choose it such that the stationary variance is equal to 1, i.e., E Ta (t)2 =
1. The resulting weather model is a first-order (1-dimensional) model Ta (t + 1) =
0.7788Ta + 0.6273ww (t), which is driven by a white noise source with standard
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Gaussian distribution, namely ww (t) ∼ N (0, I).
The third and final source of disturbance Φs (t) is the energy flow from solar radiation. Though measurable, this disturbance cannot exactly be predicted and has
a high impact on the temperature inside the office. The impact depends on the
effective window area of the building, which has been estimated as 6.03 [m2 ] in
[Bacher and Madsen, 2011]. Based on the measured solar radiation in [Bacher and
Madsen, 2011], we model this disturbance as a white noise source with standard
deviation of 0.1 [kW/m2 ].
Including the weather model for Ta , which requires encompassing the noise signal ww (t), leads to the following 5-dimensional model for the temperature fluctuations in the office building:

x(t + 1) = Ax(t)
+ Bw w(t)+ Bu(t)

M = (A, B, Bw , C) :
y(t)
= 0 1 0 0 0 x(t)
" 0.4487 0.216 0.2164 0.1186 2.96e-4 #
0.216
0.1778 0.3719
0.2334 8.789e-4
A = 0.09639 0.1657 0.6569 0.08082 1.928e-4 ,
0.005234 0.0103 8.007e-3 0.9708 0.005667
0
0
0
0.7788
" 00.1326 #
" 0.006918
#
0.06596 0
B=

0.3725
1.029
4.309e-3
0

,

Bw =

0.01372
0.004712
2.485e-4
0

0.1308
0.04492
0.002369
0

0
0
0
0.6273

.

In order to avoid numerical ill-conditioning issues, both the heat input q(t) (expressed in kW) and the corresponding matrix Γ have been replaced by scaled
versions, namely the input signal u(t) and the input matrix B. At full throttle the
heating input q(t) = 5[kW] corresponds to the scaled input u(t) = 1. Similarly
the three noise sources discussed above have been normalised together with the
respective system matrices, so that w(t) is the new driving noise, as a white-noise
sequence with a standard Gaussian distribution, encompassing the unpredicted
heat caused by people, solar radiation, and weather fluctuations.
We are interested in controlling the obtained stochastic system M to verify a
quantitative property over its output signal, which is the inner air temperature.
More precisely, we want to maximise the probability that the deviation of the inner air temperature stays within a 0.5 degrees difference from the nominal temperature, over an horizon of 30 minutes. This property can be encodedas a PCTL
specification for the discrete time model as follows: P≥p 26 [|y| < 0.5] , where p
is one of the parameters to be optimised over.
In order to solve this type of probabilistic safety problems we would normally employ formal abstractions, as implemented in the software tool FAUST2 [Esmaeil
Zadeh Soudjani et al., 2015]. However, a straightforward use of the tool on the
non-autonomous 5-dimensional model does not yield tight guarantees. 6 Hence,
we first obtain several reduced-order models; then, over the input range of interest, we quantify the corresponding , δ-approximate probabilistic bisimulation
relations; finally, we design a controller over the obtained formal abstractions with
FAUST2 , and refine it to the original 5-dimensional model of the office building.
6 For

this 5 dimensional model obtainable guarantees δ exceed 1.
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In the refinement step we tune the trade-off between the conservativeness with
respect to heating inputs and the accuracy of the approximation.
Model abstraction
We use model order reduction via balanced truncations, as implemented in Matlab,
to obtain lower-order approximations preserving the dynamics of interest. We
seek to obtain either first- or second-order models, from two types of concrete dynamics: firstly, the native dynamics of model M = (A, B, Bw , C), and secondly
the dynamics of model M0 = (A + BF, B, Bw , C). In the latter case, the statefeedback gain F is chosen7 so that it reduces the importance of the controllable

modes of the system: F = 0.48456 0.39865 0.85352 0.56387 0.0024252 .
As a result, we obtain four reduced-order models Mi = (Ai , Bi , Bwi , Ci )(i =
1, 2, 3, 4) of M via balanced truncation8 :

xs (t + 1) = Ai xs (t) + Bwi w(t) + Bi us (t)
Mi :
(3.4)
ys (t)
= Ci xs (t),
where the resulting matrices are given in the appendix.
Models M1 and M3 are obtained based on M = (A, B, Bw , C), whereas M2 and
M4 are based on the dynamics of M0 = (A + BF, B, Bw , C). As expected the quality of the reduced models depends on the choice of M0 or M: in the former case,
the part of the dynamics that we cannot compensate with a control is approximated best, whereas for M the most prominent dynamics are approximated best,
notwithstanding how well they can be controlled.
Approximate probabilistic simulation relations
The reduced models M1 , M2 , M3 , M4 are approximations of M and it is expected
that, even when using an interface function, the error between these reduced models and M will increase with the input us . Therefore we quantify the performance
of Mi for i = 1, 2, 3, 4 only over a bounded input set Us := {us ∈ R | u2s ≤ c1 }. To
choose a relevant c1 suppose we would take constant c1 of 0.25 = 0.52 , then this
would be equal to an allowed deviation of 50 percent of the maximal input for the
nominal heat input, which is 5[kW] for the original system. As we only want to
correct the heating with respect to stochastic fluctuations we take the more realistic value for c1 of 0.22 = 0.04.
Let us now compute the parameters pair (, δ) establishing the relationship Mi δ
M between reduced-order and concrete models. Similarly to the work [Girard
and Pappas, 2009] on hierarchical control based on model reduction we consider
a putative relation between the two state spaces as

R := (x, xs ) | (x − P xs )T M (x − P xs ) ≤ 2 ,
7 The
8 This

gain term is obtained with the dare(A, B, C T C, 0.02) command in Matlab.
results from the application of the balred function in Matlab.
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with properly-sized matrices M and P , satisfying the Sylvester equation P Ai =
AP + BQ, for a choice of Q, and Ci = CP , and so that M − C T C is positive semidefinite, namely M − C T C  0. Introduce the interface Uv : Us × Xs × X → U
as
u = Rus + Qxs + K(x − P xs ),
and notice that Uv is a function of both P and Q above, alongside the additional
design variables R and K (to be further discussed shortly). The interface function
is chosen to reduce the differences in the observed stochastic behaviours of the
two systems. It refines any choice of us to a control input u, as such it implements
any control strategy for Mi to the original model M. In this case study we have
considered a concrete model that is controllable, linear, time-invariant, and driven
by an additive stochastic noise. The chosen interface Uv , with design variables Q,
K, and R, fully parameterises the set of possible interfaces that refine controls
synthesised over a reduced model that is deterministic, linear, and time-invariant,
as suggested in [Girard and Pappas, 2009].
Let us next focus on the characterisation of the relation Mi δ M. Condition 1 in
Definition 3.11, namely ∀(x, xs ) ∈ R : dY (y(t), ys (t)) ≤ , holds since ky − ys k2 =
kCx − CP xs k2 and (x − P xs )T C T C(x − P xs ) ≤ (x − P xs )T M (x − P xs ), and the
latter is bounded by 2 for (x, xs ) ∈ R.
For condition 2, i.e., ∀(x, xs ) and ∀us ∈ Us : Ts (· | xs , us ) R̄δ T (· | x, Uv (us , xs , x)) ,
we construct a lifted probability measure WT (· | us , xs , x) based on the shared input noise w(t). From this lifting measure, the original transition kernels can easily
be recovered by marginalising over Xs and over X, respectively, as T (· | x, u) =
T
T
), and Ts (· | xs , us ) = N (·|As xs + Bs us , Bwi Bwi
).
N (·|Ax + BUv (us , xs , x), Bw Bw
0
0
The last condition requires that, with probability at least 1−δ, the pair (x , xs ) ∈ R
is distributed as (x0 , x0s ) ∼ WT (· | us , xs , x). This condition can be encoded as:
∀wT w ≤ cw , ∀(x, xs ) ∈ R, ∀us ∈ Us it holds that: (x0 − x0s ) ∈ R. Note that the
latter can be written as (x0 − P x0s )T M (x0 − P x0s ) ≤ ε2 , where
x0 − P x0s = (A + BK)(x − P xs ) + (Bw − P Bwi )w + (BR − P Bs )us .

(3.5)

The conditions above can be expressed as a single matrix inequality via the Sprocedure [Boyd and Vandenberghe, 2004]. We know that w ∼ N (0, I), wT w has
a Chi-square distribution with 2 degrees of freedom. Thus for a required level of
1 − δ, we select cw as cw = χ−1
2 (1 − δ) and solve the resulting constraints with
respect to  for given values of K, P, Q and R, for each of the reduced models
Mi using CVX [Grant and Boyd, 2014]. Note that χ−1
2 is the chi-square inverse
cumulative distribution function with 2 degrees of freedom. The gains K and R
are selected together with M by alternately optimising their choice. The chosen P
and Q follow from the Sylvester equation, for which additional freedom is used
to minimise the influence of w and us in (3.5).
Table 3.1 provides a number of , δ values, derived from the approximate probabilistic simulation relation, for each of the models Mi . Notice that for increasing
values of δ,  decreases to a positive lower bound: this lower bound is a function
of the size of the set Us . Based on these outcomes, we have decided to proceed
with M2 .
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Table 3.1: ε, δ-simulation relation trade-off for the reduced-order models. The
table gives for each model and δ the computed ε.
δ
M1
M2
M3
M4

1
0.1233
0.01445
0.05206
0.1839

1

2

4

5

7

10− 3

10− 3

10−1

10− 3

10− 3

10−2

10− 3

0.4803
0.1037
0.7612
0.3029

0.6247
0.132
0.997
0.3358

0.7347
0.1534
1.175
0.3604

0.827
0.1714
1.325
0.3809

0.9082
0.1871
1.456
0.3988

0.9816 1.049
0.2014 0.2145
1.575
1.684
0.415 0.4298

8

10− 3

10−3

1.112
0.2267
1.785
0.4435

1.171
0.2381
1.881
0.4564

Control synthesis over abstract model M2 : use of FAUST2
For a given choice of ε, δ we follow
 Theorem 3.13 and modify the given PCTL

property ψ := P≥p 26 [|y| < 0.5] to obtain ψ,δ := P≥p+γ 26 [|y| < 0.5 − ε] .
Here γ gives the accumulation of the error in the probability over the time horizon of interest: for this case we have 1 − γ := (1 − δ)6 , which is γ ≈ 6δ. We then
apply FAUST2 to obtain a grid-based approximation of the safety probability over
the six time steps of the formula (which adds up to 30 minutes in the model), with
an accuracy of 0.1.More precisely, we first quantise the input space (this on its own
generates an exact simulation), then we apply FAUST2 [Esmaeil Zadeh Soudjani
et al., 2015] over the obtained continuous space, finite action model. For this work
we have optimised the algorithms in FAUST2 to use less memory for models with
Gaussian noise: by first decoupling the noise by means of a simple state transform, the storage of the discretised probability transitions can be done in a structured and more efficient manner. This leads to perform the computations with
2.6 × 107 grid points to attain the desired accuracy of 0.1 (more precisely 0.0983)
with a 2,6 GHz Intel Core i5 with 16 GB memory within less than 20 minutes. We
finally obtain that the modified safety property is satisfied with probability of at
least 0.8412 − 0.0983 = 0.7429 for the reduced order model M2 initialised at zero.
Control refinement: simulation results
We refine the policy obtained from FAUST2 for the reduced-order model M2 to
the original model M. Recall that we expect this refined policy to have a quantifiable safety, expressed via the property ψ, which is a requirement that the inner air temperature remains within the bound ys ∈ [−0.5, 0.5] of the nominal
temperature during the next 30 minutes. The safety probability for the concrete
model M initialised at the origin is lower bounded by the computed probability
p = (0.7429 − γ) = (0.7429 − 0.0585) = 0.6844 (this is according to Theorem 3.13).
We empirically validate this result as follows. We first initialise the system and
the state of the reduced-order model (in the controller) at the origin. Then we perform 105 Monte-Carlo simulations and observe that executions of the reducedorder model remain in the modified safe set 85.81 percent of the time, whereas
they exit it 14.19 percent of the time. For the same noise sequences, the controlled
5-dimensional model, where the control is refined based on the interface introduced before, stays in the original safe set 99.9 percent of the time, and exits it in
0.10 percent of the times. The concrete model is further seen to stay within the

3.6 Connections to literature and measurability issues

51

modified safe set 86.05 percent of the times, which is much closer to the computed
probability for the reduced-order model. Notice that these empirical outcomes are
expected to be higher than indicated in the error bounds, as these bounds are conservative especially when considering states starting in the middle of the relation.
Similarly, starting at the edge of the modified safe set ys ∈ [0.2986, −0.2986] of
the reduced-order model, we have considered the initialisation as follows xs (0) =
[−0.4229 −0.2987]T and x(0) = P xs (0), where P has been discussed above. For
this initial state 0.7289 is the lower bound on the safety probability for the reducedorder model, and p = 0.6704 for the full-order model. With 105 empirical MonteCarlo runs, we obtain that the reduced-order model stays in the modified safe
set 84.30 percent of the time, whereas the concrete model with the refined control
policy stays in the safe set in 99.87 percent of the runs. Similar results were obtained upon initialising at other points on the edges of the (modified) safe set, or
on the edge of the relation.

3.6

Connections to literature and measurability issues

In this section we establish quantitative connections between the notion of approximate similarity that we have introduced for gMDPs and known and established
concepts that have been discussed in the literature for processes that are special
cases of gMDPs.
As measurability issues are key in this discussion we would like to first point out
that the results in this paper can be extended to analytical spaces with universally measurable kernels. When we allow the gMDPs to have universally measurable kernels, we need to show the existence of a conditional probability measure
WT (dx01 |x02 , u1 , x1 , x2 ): for this we refer to [Edalat, 1999] which discusses the existence of universally measurable regular conditional probabilities.

3.6.a

Early results for Markov chains with finite state spaces

From the perspective of testing, the concept of probabilistic bisimulation has been
first introduced in [Larsen and Skou, 1989], based on a relational notion, and
later used to define equivalence between Labelled Markov processes (LMPs) [Desharnais et al., 2002]. LMPs are different from gMDPs in that transition are not
governed by actions but by observable labels, and the acceptance of a label (and
the consequent transition) defines the behaviour of such a process. LMPs are
defined over a finite state space S, a set of labels L, and stochastic transition kernels Tl : S × S → [0, 1] that are finitely indexed by l ∈ L. There is a strong
relationship between LMPs and standard MDPs with labels [Abate et al., 2014a],
despite their different semantics.
Definition 3.17 (Probabilistic bisimulation (relational notion))
Let T = (S, Pl∈L , L) be a labelled Markov chain, with L the finite set of labels. Then an
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equivalence relation ≡p on S is probabilistic bisimulation if whenever s ≡p t, the following
holds:
P
P
∀l ∈ L : ∀A ∈ S/ ≡p , s0 ∈A Tl (s|s0 ) = s0 ∈A Tl (t|s0 ).
Two states s and t are said to be probabilistically bisimilar (s ∼SL t) if the pair (s, t) is
contained in a probabilistic bisimulation relation.
An extension of this definition is used to compare two separate processes by combining their state spaces (as a disjoint union) and defining the probabilistic bisimulation on the obtained extended state space [Desharnais et al., 2002]. (More details
on this operation is given in the following subsection for continuous state-space
models.)
For countable-state probabilistic processes combining probability and non-determinism,
[Segala, 1995, Segala and Lynch, 1995] has discussed probabilistic simulations
based on a lifting notion – this has inspired the extension (over more general models) that is elaborated in this work. Over finite- or countable-state sets, [Segala,
1995, Lemma 8.2.2] has shown that lifting coincides with Req -equivalence of the
corresponding probability distributions.

3.6.b

Exact bisimulation relations for models with continuous
state spaces

The early notion of bisimulation between labelled Markov chains [Larsen and
Skou, 1989] has been extended to processes (again denoted as LMPs) defined over
analytical state spaces in [Desharnais et al., 2002], by employing zigzag morphisms. This work combines and extends earlier results on zigzag-based bisimulations [Blute et al., 1997, Desharnais et al., 1998, Edalat, 1999], provides the fundamental measure theoretical results to support bisimulations over continuous
spaces, and shows their logical characterisation and their transitivity property.
Alternative but equivalent to the zigzag definition, the follow-up work in [Desharnais et al., 2003] discusses an extension of the relational notion in [Larsen and
Skou, 1989], based on the concept of measurable Req -closed sets.
Suppose that we have a LMP S = (X, B(X), Tl , L), with a finite label set l ∈ L and
with X being a Polish space. Note that, unlike in the discrete-space case, this process is defined together with a Borel σ-algebra B(X). Then based on [Desharnais
et al., 2003] an equivalence relation, denoted Req , defines a bisimulation iff for
any x1 Req x2 and for any measurable Req -closed set B (or equivalently for every
measurable set B ⊂ X/Req ) it holds that
Tl (B|x1 ) = Tl (B|x2 ), ∀l ∈ L.
As an extension, a bisimulation between two different LMPs Si = (Xi , B(Xi ), Tl,i , L),
i = 1, 2 can be constructed by working on the disjoint union of their state spaces.
More precisely, an equivalence relation Req over X1 t X2 defines a bisimulation iff
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for every x1 Req x2 (where x1 ∈ X1 and x2 ∈ X2 ) and for every Req -closed set B, it
holds that
Tl,1 (B ∩ X1 |x1 ) = Tl,2 (B ∩ X2 |x2 ), ∀l ∈ L.
An example of an equivalence relation over the disjoint union between two heterogeneous spaces, along with the induced quotient space, is given in Figure
3.4a. The discussed notion of equivalence between LMPs crucially depends on
the equivalence of the probability spaces (Xi , B(Xi ), Pi ) with probability measures
Pi := Tl,i (· | xi ), given for a fixed l and state xi . For an equivalence relation
Req over X1 t X2 , the probability spaces are equivalent if for every measurable
Req -closed set B it holds that
P1 (B ∩ X1 ) = P2 (B ∩ X2 ),
which is denoted as P1 ≡Req P2 .
This type of equivalence between probability spaces has also been used for bisimulation relations between control Markov processes [Abate, 2013], a simpler instance
of the gMDP framework discussed in this work. As such, it is a natural extension of the notion in [Desharnais et al., 2002, 2003] from LMPs to control Markov
processes.
An equivalence relation defined over the disjoint union of X1 , and X2 , i.e., Req ⊂
(X1 t X2 ) × (X1 t X2 ), can also be expressed as a relation over their Cartesian
product, namely R := {(x1 , x2 ) ∈ X1 × X2 : (x1 , x2 ) ∈ Req }. As an example,
we provide in Figure 3.4b the relation over the Cartesian product of two spaces,
corresponding to the equivalence relation defined in Figure 3.4a over their disjoint
union. This connection raises the question of whether probability spaces related
via Req are also in a lifted relation. When working with finite or countable sets, we
know that this connection holds [Segala, 1995]. On the other hand, for continuous
or uncountable spaces this depends on the absence of measure-theoretical issues,
and will be studied in depth to answer when the following claim holds.
Claim 1 Consider two measure spaces (X1 , B(X1 )) and (X2 , B(X2 )) and an equivalence
relation Req that induces a relation over X1 × X2 as R := {(x1 , x2 ) ∈ X1 × X2 :
(x1 , x2 ) ∈ Req }. Then,
• for any two probability measures ∆ ∈ P(X1 , B(X1 )) and Θ ∈ P(X2 , B(X2 )), we
have
∆R̄Θ if and only if ∆ ≡Req Θ.
• for any two universally measurable transition kernels T1 and T2 , there exists a
universally measurable kernel WT that lifts the transition kernels for R as required
in Def. 3.6.
In order to prove this claim and to construct the lifted measure based on an equivalence relation, we exploit the notion of zigzag morphism [Desharnais et al.,
2002, Edalat, 1999] and its properties. More precisely, consider a tuple (X, B(X), T),
with X a Polish space and T : X × B(X) → [0, 1] a transition probability function.
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(a) An equivalence relation Req over the
disjoint union X1 t X2 , where two elements
from each set are in the relation if they share
the same colour.

(b) Relation R over the Cartesian product
of X1 ⊂ R2 and X2 = {q1 , q2 , q3 }, induced
by the equivalence relation Req . Elements
of the relation are coloured.

Figure 3.4: Example of an equivalence relation over the disjoint union of two heterogeneous spaces, and the corresponding relation over their Cartesian product.
Definition 3.18 (Morphism) A function f : (X, B(X), T) → (X0 , B(X0 ), T0 ) is a morphism if it is a continuous surjective map f : X → X0 , such that for all s ∈ X and for all
B ∈ B(X),
T(f −1 (B)|s) = T0 (B|f (s)),
i.e., it is preserving transition probabilities.
Consider two labelled Markov processes Si = (Xi , B(Xi ), {kl,i |l ∈ L}) with a
shared finite set of labels L, then a morphism f is a zigzag morphism if it preserves the two transition probability functions for all l ∈ L. Two LMPs S1 and
S2 are probabilistically bisimilar if there is a generalised span of zigzag morphisms
between them [Desharnais et al., 2002]; namely, if there exists a labelled Markov
process T (with universally measurable transition kernels) and zigzag morphisms
f and g from T to S1 and S2 , respectively (see Figure 3.5 (a)). In order to prove

g1

f
S1

T

g
S2

f1
S1

T12

T∗
f2 f3
S2

g2
T23 f
4
S3

∗
f1 ◦g1 T f4 ◦g3

S1

S3

(a) Generalised span of (b) Construct T∗ as a semi-pullback (c) Transitive bisimulation
of co-span T12 → S2 ← T22 .
zigzag morphisms
based on semi-pullback

Figure 3.5: Probabilistic bisimulation between S1 and S2 established by zigzag
morphism. Transitivity of probabilistic bisimulations S1 and S2 and S2 and S3
follows as a semi-pullback.
that this notion of probabilistic bisimulation is transitive, [Edalat, 1999] has shown
that
• the category of Markov processes with universally measurable transition

3.6 Connections to literature and measurability issues
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probability functions T on Polish spaces and with surjective and continuous transition probability preserving maps has semi-pullbacks [Edalat, 1999,
Corollary 5.3];
• the category of probability measures P on Polish spaces and measure-preserving surjective maps has semi-pullbacks [Edalat, 1999, Corollary 5.4].
By adding a labelling to the transition probability function T, one can trivially
show the existence of semi-pullbacks on an LMP. Moreover, the transitivity of
probabilistic bisimulations follows based on semi-pullbacks: if S1 is probabilistically bisimilar to S2 , which is also bisimilar to S3 , then S1 and S3 are bisimilar, as
in Figure 3.5b.
Let us go back to Claim 1. Firstly recall that, as depicted in Figure 3.4a, an equivalence relation Req over X1 t X2 induces a quotient space, denoted by Q :=
(X
S 1 t X2 )/Req , and partitions the unionised state space by disjoint sets, namely
q∈Q q = X1 t X2 , and q1 ∩ q2 = ∅ for q1 6= q2 , q1 , q2 ∈ Q. Thus starting from the
Markov processes S1 = (X1 , B(X1 ), T1 ) and S2 = (X2 , B(X2 ), T2 ), we show that
the claim holds under either of the following two conditions.
Condition 1 (Polish quotient space) The equivalence relation of interest Req induces
a quotient space (Q, F) that is Polish and the maps from X1 and X2 to the quotient space
f1 : X1 → Q and f2 : X2 → Q are measurable and surjective.
Condition 2 (Analytic Borel quotient space) The equivalence relation of interest Req
induces a quotient space that is analytical as in [Desharnais et al., 2002, Edalat, 1999] and
the maps from X1 and X2 to the quotient space f1 : X1 → Q and f2 : X2 → Q are measurable and surjective.
Notice that condition 1 implies condition 2, and further note that f1 and f2 are
constructed based on the injection ι1 and ι2 , i.e., ιi : Xi → X1 t X2 for i = 1, 2,
composed with q : X1 t X2 → Q.
Then we can construct the quotient Markov process as the tuple S := (Q, F, T)
such that (Q, F) is a Borel measurable space with Q = (S1 t S2 )/Req , and F is
defined as F := {E ⊂ Q : q −1 (E) ∈ B(S1 t S2 )}. The stochastic transition kernel
T is constructed as in [Desharnais et al., 2002, Proof of Proposition 9.4]. For any
B ∈ F it holds that
T(B|t) = T1 (f1−1 (B)|s) with s ∈ f1−1 (t)

(3.6)

and T(B|·) is Borel measurable.
Then f1 and f2 are zigzag morphisms from, respectively, S1 and S2 to S, and they
form a co-span. Based on [Edalat, 1999] we now know that there exists a Markov
process W := ((X1 × X2 ), B(X1 × X2 ), W), which is a semi-pullback, and where
W lifts the relation over X1 × X2 and defines a universally measurable stochastic
kernel. If S1 , S2 and S have analytical Borel spaces (this includes Polish spaces)

56

Chapter 3 Approximate similarity relations and controller refinement

and universally measurable transition kernels, then W : R × B(×) is defined as
Z
W (dx01 × dx02 | (x1 , x2 )) =
T1 (dx01 | x1 , q 0 )T2 (dx02 | x2 , q 0 )T(dq 0 | f1 (x1 )),
q 0 ∈Q

(3.7)
where Ti (dx0i | xi , q 0 ) for i = 1, 2 are universally measurable regular conditional
probability distributions, such that for measurable subsets Xi ⊂ Xi and Q ⊂ Q it
holds that
Z
−1
Ti (dx0i | xi , q 0 )T(dq 0 | f1 (x1 )).
Ti (Xi ∩ f1 (Q) | xi ) =
Q

The details of this reasoning follow from [Edalat, 1999] together with the existence
proof for the regular conditional probability distributions.
Remark 3.10 (Measurability assumptions) The measurability assumption above is a
nontrivial but natural assumption, since, as proven for LMPs, any equivalence relation
on X1 t X2 based on logics induces a quotient LMP that has an analytical Borel space and
measurable canonical maps [Desharnais et al., 2002, Proposition 9.4].

3.6.c

Approximate probabilistic bisimulation relations

A relaxation of exact equivalence relations in a probabilistic context has been first
introduced for (finite-state) labelled Markov chains in [Desharnais et al., 2004],
and later employed in [D’Innocenzo et al., 2012].
Definition 3.19 A relation R ⊆ S × S is an (probabilistic) -simulation if whenever
sRt, then for all labels l ∈ L, and sets in the event space X ∈ Σ, it holds that
Tl (R(X)|t) ≥ Tl (X|s) − .
Note that the relation is not required to be an equivalence relation, hence it does
not induce a partitioning of the state space. For continuous-space systems, [Abate,
2013] has discussed an approximate (bi-)simulation notion derived from the finitestate definition. This definition relates to an approximate equivalence of the probability spaces (Xi , B(Xi ), Pi ) i = 1, 2 as follows. For an equivalence relation Req
over X1 tX2 the probability spaces are approximately equivalent if for every measurable Req -closed set B it holds that
|P1 (B ∩ X1 ) − P2 (B ∩ X2 )| ≤ δ,
which is denoted as P1 ≡δReq P2 .
Theorem 3.20 Consider two measure spaces (X1 , B(X1 )) an (X2 , B(X2 )) and an equivalence relation Req satisfying condition 1. Then for any two probability measures ∆ ∈
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P(X1 , B(X1 )) and Θ ∈ P(X2 , B(X2 )) we have that
∆ ≡δReq Θ if and only if ∆R̄δ Θ,
with as standard R := {(x1 , x2 ) ∈ X1 × X2 : (x1 , x2 ) ∈ Req }.
Proof: 1. ∆R̄δ Θ =⇒ ∆ ≡δReq Θ
If ∆R̄δ Θ then for each C ⊂ (X1 t X2 )/Req with subsets S̃ = X1 ∩ C ∈ B(X1 ) and
T̃ = X2 ∩ C ∈ B(X2 ), then |∆(S̃) − Θ(T̃ )| ≤ δ because W(S̃ × (X2 \ T̃ )) ≤ δ and
W((X1 \ S̃) × T̃ ) ≤ δ. This can be shown as follows
∆(S̃) ≤ ∆(S̃) + W((X1 \ S̃) × T̃ ) = Θ(T̃ ) + W(S̃ × (X2 \ T̃ )) ≤ Θ(T̃ ) + δ
and repeating the reasoning starting from Θ(T̃ ) we get Θ(T̃ ) ≤ ∆(S̃) + δ, and
hence |∆(S̃) − Θ(T̃ )| ≤ δ.
2. ∆ ≡δReq Θ =⇒ ∆R̄δ Θ
Under Condition 1 we have that the quotient space has the Borel measure space
(Q, F) where Q is Polish. Additionally we have measurable mappings fi : X1 →
Q. We denote the induced probability measures f1 ∗ ∆ ∈ P(Q, F) and f2 ∗ Θ ∈
P(Q, F). Denote a measure that lifts these over the diagonal relation as WQ ∈
P(Q2 , F 2 ). This is equivalent to maximal coupling of f1 ∗ ∆ and f2 ∗ Θ. Specifically for Polish spaces we take the γ-coupling given as WQ := γ(f1 ∗ ∆, f2 ∗ Θ) ∈
P(Q2 , F 2 ) [Abate et al., 2014b] based on [Lindvall, 2002, Section 1.5] and given as
follows
Definition 3.21 Let Z be a Borel space and let ν, ν̃ ∈ (Z) be two probability measures
on it. The γ-coupling of (ν, ν̃) is a measure γ ∈ (Z 2 ) given by
γ(ν, ν̃) := ΨZ (ν ∧ ν̃) + 1[0,1) (kν ∧ ν̃k).

(ν − ν̃)+ ⊗ (ν − ν̃)−
1 − kν − ν̃k

where ΨZ : Z → Z 2 is the diagonal map on Z given by ΨZ : z 7→ (z, z).
The lifted measure over W ∈ P(X1 × X2 , B(X1 × X2 )) is given as
Z
W :=
∆(dx1 | q1 )Θ(dx2 | q2 )WQ (dq1 × dq2 ).
Q×Q

2

3.7

Conclusions

In this work we have discussed new and general approximate similarity relations
for general control Markov processes, and shown that they can be effectively employed for abstraction-based verification goals as well as for controller synthesis
and refinement over quantitative specifications. The new relations in particular
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allow for a useful trade-off between the deviations in probability distribution
on states and the deviations between model outputs. We have extended results
on control refinement for deterministic LTI systems to construct interface functions effectively. For this and other model classes within the set of gMDPs the
algorithmic construction of appropriate interface functions together with the optimal quantification of the ε, δ-approximate similarity relation is topic of further
research. Alongside practical applications of the developed notions, current efforts focus on further generalisation of Theorem 3.13 to specific quantitative properties expressed via temporal logics. We are moreover interested in further expanding our understanding of the properties of similarity relations.

List of symbols
General
dY
metric on the space Y
B(Y)
is the Borel σ-algebra on space Y
N (0, Σ) Zero-mean Gaussian distribution with co-variance matrix Σ.
Markov processes
M
πx(0)
X
U
T

Y
h
MY

Markov decision process (MDPs) or general Markov decision process (gMDP) cf. Definitions 3.1 and 3.2
Initial probability distribution
State space (restricted to Polish spaces) of MDP or gMDP
Set of possible actions (restricted to Polish space) of MDP or
gMDP
Borel measurable, conditional stochastic kernel of an MDP
Defines probability distribution of next state x(t + 1) ∈ X conditional on (x(t), u(t)) ∈ X × U.
Output space
Measurable output mapping; h : X → Y
class of all gMDPs with output space Y

Control
µu
µ
C
Uv
C×M
PC×M

Stochastic control input µu : B(U) → [0, 1]
Markov policy µ := (µ0 , µ1 , µ2 , . . .) with µi : X → P(U, B(U)) cf.
Definition 3.3
Control strategy, modelled as a time-inhomogeneous Markov decision process cf. Definition 3.4
Interface function introduced in Section 3.3.c
Uv : U1 × X1 × X2 → P(U2 , B(U2 ))
Feedback composition of C with M
Probability measure associated to the composed stochastic process
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Relations and preorders
R
R̄
R̄δ
≡Req
≡δReq

≈
δε

Relation over R ⊆ X1 × X2 .
Relation over R̄ ⊆ P(X1 , B(X1 )) × P(X2 , B(X2 ) obtained via lifting from R, as per Def. 3.5.
Relation over R̄ ⊆ P(X1 , B(X1 )) × P(X2 , B(X2 ) obtained via the
approximate lifting with a deviation in probability bounded with
δ obtained from R, as per Def. 3.10.
Relation between two probability spaces (X1 , B(X1 )) and
(X2 , B(X2 )) based on the equivalence relation Req ⊆ (X1 t X2 ) ×
(X1 t X2 ), à la [Desharnais et al., 2003], as reviewed in Section 3.6.
Approximate relation between two probability spaces (X1 , B(X1 ))
and (X2 , B(X2 )) based on the equivalence relation Req ⊆ (X1 t
X2 ) × (X1 t X2 ), à la [Abate, 2013], as reviewed in Section 3.6.
Probabilistic simulation relation, see Def. 3.6 .
Probabilistic bisimulation relation, see Def. 3.7.
ε, δ-approximate probabilistic simulation relation, see Def. 3.11.

List of definitions
• A metric on Y is a function dY : Y × Y → R+ satisfying the following conditions ∀y1 , y2 , y3 ∈ Y:
1. dY (y1 , y2 ) = 0 ⇔ y1 = y2 ;

2. dY (y1 , y2 ) = dY (y2 , y1 );

3. dY (y1 , y3 ) ≤ dY (y1 , y2 ) + dY (y2 , y3 ).
• A topological space is called separable if it contains a countable, dense subset.
• A Polish space is separable and completely metrisable topological space.
• A Borel set is any set that can be generated from open sets based on countable
unions, intersections and complements.
• A σ-algebra on the space Y FY is a collection of of subsets of Y that includes
the empty subset, is closed under complement, countable unions and intersections.
• A Borel σ-algebra over a topological space Y is the smallest class of sets that is
closed under countable unions and intersections and contains every closed
(open) set, see [Bertsekas and Shreve, 1996, Prop. 7.11].
• A complete measure space is a measure space in which evert subset of every
null set is measurable (with measure zero). As an example the completion
of the Borel measure gives the complete Lebesgue measure.
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• A subset of A of a Polish space Y is universally measurable if it is measurable w.r.t. every complete probability measure on Y that measures all Borel
subsets of Y
• FY1 ⊗FY2 is the σ-algebra on Y1 ×Y2 generated by sets F1 ×F2 with F1 , F2 ∈
FY1 , FY2

3.A

Details on case study and use of FAUST2

The model reduction procedure via balanced truncation9 yields four reducedorder models Mi = (Ai , Bi , Bwi , Ci ) i = 1, 2, 3, 4:

xs (t + 1) = Ai xs (t) + Bwi w(t) + Bi us (t)
Mi :
ys (t)
= Ci xs (t),
which are characterised by the following constant matrices


 −0.5343 
 −5.916e-3 −0.0564 8.62e-3 
M1 : A1 = 01 −0.8572
6.138e-3 0.05852 −6.739e-3 , C1 = [ 0 1 ];
1.857 , B1 =
0.5523 , Bw1 =
0

0.01925 0.1835 0.002356
0.8917
M2 : A2 = 0.125 −0.05267
−0.1081 , B2 = [ 0.3725 ], Bw2 = [ 0.01372 0.1308 3.229e-5 ], C2 = [ 0 1 ];
M3 : A3 = [ 0.9951 ], B3 = [ 0.1194 ], Bw3 = [ 0.001497 0.01427 0.01467 ], C3 = [ 1 ];
M4 : A4 = [ 0.1203 ], B4 = [ 0.3829 ], Bw4 = [ 0.01257 0.1198 0.0002907 ], C4 = [ 1 ].
Models M1 and M3 are obtained from M = (A, B, Bw , C), whereas M2 and M4
are based on the dynamics of M0 = (A + BF, B, Bw , C). We have synthesised F
to be [ 0.4846 0.3986 0.8535 0.5639 0.002425 ]. As expected the reduced models depend
on the choice of M0 or M: in the former case, the part of the dynamics that we
cannot compensate with a control is approximated best, whereas for M the most
prominent dynamics are approximated best.
Approximate probabilistic simulation relation
We quantify the performance of Mi for i = 1, 2, 3, 4 only over a bounded input set
Us := {us ∈ R | u2s ≤ c1 }.
Subsequently solving the Sylvester equations for Q, P and R, tuning a stabilising interface gain K, and then using the S-procedure as described in [Boyd
and Vandenberghe, 2004] to compute ε, δ and M , we finally obtain the following matrices for the reduced-order models. For M1 we take R := 1.403, and we
obtain
Q := [ −0.08954 −0.07712 ],
" −1.061 0.09045 #
P :=
9 This

0
1
−2.295 −0.9696
9.064
8.775
0
0

,

K := [ −0.5717 −0.4705 −0.9859 −0.6213 −0.002364 ],
" 0.4797
0.1476
0.3298
0.1397 −0.001306 #
M :=

0.1476
1.104
0.1592
0.3298
0.1592
0.2862
0.1397
0.06704
0.1207
−0.001306 −0.00359 −0.001327

is obtained from the application of the balred function in Matlab.

0.06704
0.1207
0.1744
0.003174

−0.00359
−0.001327
0.003174
0.003676

.
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Note that the latter is optimised for δ = 10−2 .
For M2 we take R := 1.004, and obtain
Q := [ −1.857 1.406 ],
" −0.6186 0.2348 #
P :=

0
1
2.562
−2.314
−0.009378 0.001329
0
0

K := [ −0.3553 −0.2931 −0.65 −0.4739 −0.002547 ],
" 0.2416 0.06342 0.3159 0.1299 0.00106 #

,

M :=

0.06342
1.772
0.07267
0.3159 0.07267
0.4191
0.1299 0.02663
0.1728
0.00106 0.0007664 0.001395

0.02663
0.1728
0.08168
0.000351

0.0007664
0.001395
0.000351
0.0001456

.

Again M is chosen based on the S procedure to optimise ε for δ = 10−2 . For M3 ,
take R := 0.3074 and obtain
Q := −0.0008755,
" 1.004 #
P :=

1
1.006
0.9713
0

K := [ −0.5796 −0.477 −0.9978 −0.6265 −0.00236 ],
" 8.584 −4.974 4.929 2.078 0.1158 #

,

M :=

−4.974 3.944
−3.106
4.929 −3.106
3.917
2.078
−1.31
1.653
0.1158 −0.05919 0.06135

−1.31
1.653
0.7024
0.02595

−0.05919
0.06135
0.02595
0.01179

.

Note that M is chosen based on the S-procedure to optimise ε for δ = 10−2 .
For M4 , we take R := 0.8996 and
Q := −0.6961,
" −1.191 #
P :=

δ
M1
M2
M3
M4

1
1.242
−0.01296
0

1
0.1233
0.01445
0.05206
0.1839

"

,

M :=

1

2

K := [ −0.5307 −0.4366 −0.9241 −0.5946 −0.002391 ],
1.999e−05 #

0.03949
−0.01465
0.06076
0.02542
−0.01465
1.788
0.1162
0.05143
0.06076
0.1162
0.128
0.05469
0.02542
0.05143
0.05469
0.04108
1.999e−05 −0.0005164 −2.765e−05 −0.0004062

4

5

−0.0005164
−2.765e−05
−0.0004062
0.0003725

7

8

.

10− 3

10− 3

10−1

10− 3

10− 3

10−2

10− 3

10− 3

10−3

0.4803
0.1037
0.7612
0.3029

0.6247
0.132
0.997
0.3358

0.7347
0.1534
1.175
0.3604

0.827
0.1714
1.325
0.3809

0.9082
0.1871
1.456
0.3988

0.9816
0.2014
1.575
0.415

1.049
0.2145
1.684
0.4298

1.112
0.2267
1.785
0.4435

1.171
0.2381
1.881
0.4564

Table 3.6: Trade-off for parameters ε, δ in the simulation relation.

3.A.a

FAUST2 computations on a 2-dimensional model

For a given x, u pair the probability distribution of the next state is distributed
with the following stochastic density kernel tx (x̄ | x, u) ∼ N (·; Ai x + Bi u, Σ),
T
where Σ := Bw2 Bw
.
2
We resort to the algorithms implemented in [Esmaeil Zadeh Soudjani et al., 2015]
to maximise the probability of a stochastic event. We set up a stochastic dynamic
programming scheme, leading to a final value function providing the probability
of the property as


V0 (x) = P 26 (|y(t)| ≤ 0.5 − ε) .
2
Define the safe set A := R × [−0.5 + ε, 0.5
 6− ε]
 ⊂ X = R , then the property to be
maximised can be written as V0 (x) = P 2 A .
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The error computation

Assume there are constants H1 , H2 , such that
Z
|tx (x̄ | x, u) − tx (x̄ | x0 , u)|dx̄ ≤ H1 |x01 − x1 | + H2 |x02 − x2 |.

(3.8)

R2

This gives a linearly increasing error N (H1 ∆1 +H2 ∆2 ), where ∆i is the grid size in
the i-th coordinate direction of the state space. Let us compute the two constants
next. Starting from


1
1
T −1
p
tx (x̄ | x, u) =
exp − (x̄ − Ai x − Bi u) Σ (x̄ − Ai x − Bi u) ,
2
(2π)2 det(σ)
 


m1
d11 d12
−1
define m =
= Ai x + Bi u and Σ =
= LT L. Then
m2
d21 d22


1
exp −kLx̄ − Lmk2 .
tx (x̄ | x, u) = p
2
(2π) det(σ)
Define a change of variables with v = Lx̄ → dv = | det(L)|dx̄. Then the error
computation follows from the maximal difference between the probability density
distributions [Esmaeil Zadeh Soudjani et al., 2015] as given in (3.8) and can be
rewritten as follows:





Z
1
1
1
dv
2
0 2
p
.
exp − kv − Lmk − exp − kv − Lm k
2
2
2
det(L)
2
(2π) det(Σ)
R
Note that Σ−1 = LT L, hence | det(L)| = √ 1
and consequently
det(Σ)





Z
1
1
1
2
0 2
=
exp − kv − Lmk − exp − kv − Lm k
dv.
2
2
R2 2π
Now we can transform a two-dimensional integral into two one-dimensional integrals:





Z
1
1
1
√
≤
exp − kv1 − L1 m1 k2 − exp − kv1 − L1 m01 k2
dv1
2
2
2π
R





Z
1
1
1
√
exp − kv2 − L2 m2 k2 − exp − kv2 − L2 m02 k2
+
dv2
2
2
2π
R
2
2|L1 m − L1 m0 | 2|L2 m − L2 m0 |
√
√
+
≤ √ (|L1 Ai (x − x0 )| + |L2 Ai (x − x0 )|) .
≤
2π
2π
2π


ā
ā12
Define 11
= LAi . Then for (3.8) we have H1 = √22π (|ā11 | + |ā21 |), H2 =
ā21 ā22
√2 (|ā12 | + |ā22 |).
2π
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Proofs of Theorems and Corollaries

3.B.a

Control refinement proofs, Theorem 1- 4
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Let us consider the controller refinement for exact simulation relations first. The
execution {(x2 (t), xC2 (t))|t ∈ [0, N ]}, is defined on the canonical space Ω = (X2 ×
XC2 )N +1 , and has a unique probability measure PC2 ×M2 . Therefore in Alg. 1, in
order to write the execution of the refined control C2 and of the gMDP M2 , we
have included the state of M2 for one transition in the state of the refined control
strategy. Therefore, while the execution of Alg. 1 ranges over XC1 × X1 × X2 , the
execution of the controlled system with C2 ranges over XC2 × X2 = (XC1 × X1 ×
X2 ) × X2 . The marginal of PC2 ×M2 on XC1 × X1 × X2 defines the measure for the
execution in Alg.1.
Since, by the above construction of C2 , the output spaces of the closed loop systems C1 × M1 and C2 × M2 have equal distribution, it follows that measurable
events have equal probability, as stated next.
Proof: [of Theorem 3.9] If {h1 (x1 (t))|t ∈ [0, N ]} ∈ A and (x1 (t), x2 (t)) ∈ R ∀t ∈
[0, N ] then {h2 (x2 (t))|t ∈ [0, N ]} ∈ A.
Let us rewrite the stochastic kernel of the combined transition of C2 and M2 for
t = 0 as10
T0C2 ×M2 (dxC2 ×dx2 ) = T0C1 (dxC1 |xC1 0 , x1 )Wπx(0) (dx1 |x2 )δx2 (0) (dx2 )πx(0) (dx2 (0)).
Marginalised on XC1 × X1 × X2 , this becomes (by definition of Wπx(0) )
T0C2 ×M2 (dxC1 × dx1 × dx2 ) = T0C1 (dxC1 |xC1 0 , x1 )Wπx(0) (dx1 |x2 )πx(0) (dx2 )

= T0C1 (dxC1 |xC1 0 , x1 )Wπx(0) (dx2 |x1 )πx(0) (dx1 ).

Further marginalised on XC1 × X1 , this becomes
T0C2 ×M2 (dxC1 × dx1 ) = T0C1 (dxC1 |xC1 0 , x1 )πx(0) (dx1 ) = T0C1 ×M1 (dxC1 × dx1 ).
For t ∈ [1, N ], the stochastic kernel marginalised on XC1 × X1 × X2 is
TtC2 ×M2 (dx0C1 × dx01 × dx02 ) = TtC2 (dx0C1 |xC1 , x01 )

WT (dx01 |x02 , htC1 (xC1 ), x2 , x1 )T2 (dx02 |x2 , htC2 (xC2 ))

= TtC1 (dx0C1 |xC1 , x01 )WT (dx01 × dx02 |htC1 (xC1 ), x2 , x1 )

and can be further marginalised on XC1 × X1 to obtain TtC1 ×M1 . Note that since
WT (R|htC1 (xC1 ), x2 , x1 ) = 1 for (x1 , x2 ) ∈ R it holds with probability 1 that
(x1 (t), x2 (t)) ∈ R for t ∈ [0, N ]. Therefore we can deduce that
PC1 ×M1 ({y1 (t)}0:N ∈ A) = PC2 ×M2 ({y2 (t)}0:N ∈ A) .
10 For

brevity a part of the argument of the stochastic kernel has been omitted.
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2
To prove Theorem 3.14 and 3.13 we leverage their exact versions (Theorem 3.8 and
3.9). We first show the existence of a refined control strategy in case of approximate simulation relation, c.f. Theorem 3.14. Then we leverage these results to prove
Theorem 3.13.
Theorem 3.14 states the following. Let gMDP M1 and M2 , with M1 δε M2 , and
control strategy C1 = (XC1 , xC1 0 , X1 , TtC1 , htC1 ) for M1 be given. Then for every
given recovery control strategy Crec , a refined control strategy
C2 = (XC2 , xC2 0 , X2 , TtC2 , htC2 )
can be obtained as an inhomogenous Markov process with two discrete modes of
operation, {refinement} and {recovery}, based on Algorithm 2. More specifically
a possible choice of a refined control strategy is build up as follows
• state space XC2 := {XC1 × X1 × X2 × {refine}} ∪ XCrec × {recover} with
elements xC2 = (xC1 , x1 , x2 , refine) and xC2 = (xCrec , recover);
• initial state xC2 0 := (xC1 0 , 0, 0, refinement);
• accepting as control inputs x2 ∈ X2 ;
• time dependent stochastic kernel TtC2 , defined for t = 0 as
0
T0C2 (dxrefine
C2 |xC2 0 , x2 (0)) :=TC1 (dxC1 |xC1 0 , x1 )1R (x1 , x2 )
× Wπx(0) (dx1 |x2 )δx2 (0) (dx2 )

T0C2 (dxrecover
|xC2 0 , x2 (0)) :=T0init,rec (dxCrec |x2 )1(X1 ×X2 )\R (x1 , x2 )
C2
× Wπx(0) (dx1 |x2 )δx2 (0) (dx2 )

and for t ∈ [1, N ] over the {refine} operating mode
0

t
0
0
0
0
TtC2 (dxrefine
|xrefine
C2
C2 (t), x2 (t)) := TC1 (dxC1 |xC1 , x1 )1R (x1 , x2 )

× WT (dx01 |x02 , htC1 (xC1 ), x2 , x1 )δx2 (t) (dx02 );

0

t
0
0
0
0
TtC2 (dxrecover
|xrefine
C2
C2 (t), x2 (t)) := Tinit,rec (dxCrec |x2 )1(X1 ×X2 )\R (x1 , x2 )

× WT (dx01 |x02 , htC1 (xC1 ), x2 , x1 )δx2 (t) (dx02 );

defined based on a stochastic kernel Ttinit,rec t ∈ [0, N ] initiates the recovery
strategy on the fly and is contained in the choice of recovery strategy. And
for t ∈ [1, N ] for the recover operating mode
0

TtC2 (dxrecover
|xrecover
(t), x2 (t)) := TtCrec (dx0Crec |xCrec (t), x2 (t));
C2
C2
• universally measurable output map

Uv (htC1 (xC1 ), x1 , x2 )
htC2 (xC2 ) :=
htCrec (xCrec )

for refine ,
for recover .
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The refined control strategy is composed of the control strategy C1 , the recovery strategy Crec , the stochastic kernel WT , and the interface Uv . Both the timedependent stochastic kernels TtC2 and the output maps htC2 , for t ∈ [0, N ], can be
shown to be universally measurable, since Borel measurable maps (and kernels)
are universally measurable and the latter are closed under composition [Bertsekas
and Shreve, 1996, Ch.7].
Now we need to use this control strategy to prove Theorem 3.13.
Proof: [of Theorem 3.13] Given Crec consider an auxiliary recover strategy C∗rec
such that it has stochastic kernels over XCrec × X1 × XC1 :
TtC∗rec (dx0C∗rec |xC∗rec (t), x2 (t)) = TtCrec (dx0Crec |xCrec (t), x2 (t))

TtC1 ×M1 (dx0C1 ×M1 |xC1 ×M1 (t))

where TtC1 ×M1 (dx0C1 ×M1 |xC1 ×M1 (t) is the stochastic kernel over XC1 ×M1 := X1 ×
XC1 . Due to the independence of this kernel the probability distribution PC∗2 ×M2
of M2 controlled by C∗2 is, when marginalised on the canonical sample space
(XC2 × XM2 )N +1 , equal to PC2 ×M2 .
Now using the same arguments as in the proof of Theorem 3.9 we know that for
all measurable sets L ⊂ YN +1
PC1 ×M1 ({h1 (x1 (t))}0:N ∈ L) = PC∗2 ×M2 ({h1 (x1 (t))}0:N ∈ L).
The probability
PC∗2 ×M2 ((x1 (t), x2 (t)) ∈ R for t ∈ [0, N ]) ≥ (1 − δ)N +1 .
This can be shown by induction starting from t = 0, and by showing that at every
time step and for every pair of states the probability of staying in R is at least
1 − δ. Now note that if {h1 (x1 (t))} ∈ A−ε and (x1 (t), x2 (t)) ∈ R for t ∈ [0, N ] then
{y(t)}0:N ∈ A. As a consequence
PC∗2 ×M2 ({h1 (x1 (t))}0:N ∈ A−ε ∧ (x1 (t), x(t)) ∈ R for t ∈ [0, N ])

≤ PC∗2 ×M2 ({h2 (x2 (t))}0:N ∈ A) = PC2 ×M2 ({h2 (x2 (t))}0:N ∈ A).

Now using the union bounding argument we also have that
PC∗2 ×M2 ({h1 (x1 (t))}0:N ∈ A−ε ) − (1 − δ)N +1

≤ PC∗2 ×M2 ({h1 (x1 (t))}0:N ∈ A−ε ∧ (x1 (t), x(t)) ∈ R for t ∈ [0, N ])

1 − PC∗2 ×M2 ({h1 (x1 (t))}0:N ∈ A−ε ∧ (x1 (t), x(t)) ∈ R for t ∈ [0, N ])
≤ (1 − PC∗2 ×M2 ({h1 (x1 (t))}0:N ∈ A−ε ))

+ (1 − PC∗2 ×M2 (((x1 (t), x(t)) ∈ R for t ∈ [0, N ]))

≤ (1 − PC∗2 ×M2 ({h1 (x1 (t))}0:N ∈ A−ε )) + (1 − (1 − δ)N +1 ).
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We have deduced that
PC1 ×M1 ({h1 (x1 (t))}0:N ∈ A−ε ) − (1 − (1 − δ)N +1 ) ≤ PC2 ×M2 ({h2 (x2 (t))}0:N ∈ A).
If {h2 (x2 (t))}0:N ∈ A and (x̃(t), x(t)) ∈ R then {h1 (x1 (t))}0:N ∈ Aε . Thus via
similar arguments it can be deduced that
PC2 ×M2 ({h2 (x2 (t))}0:N ∈ A) ≤ PC1 ×M1 ({h1 (x1 (t))}0:N ∈ Aε ) + (1 − (1 − δ)N +1 ).
2

3.B.b

Proof of transitivity statements

Proof: [of Theorem 3.15 and Corollary 3.16] Since M1 δaa M2 and M2 δbb M3
there exist
• relations R12 ⊂ X1 × X2 and R23 ⊂ X2 × X3 that satisfies the required
conditions in Def. 3.11.
• Interface Uv 12 : U1 × X1 × X2 → P(U2 , B(U2 )), and Uv 23 : U2 × X2 × X3 →
P(U3 , B(U3 )),
• and corresponding stochastic kernels WT12 and WT23 .
Define the relation R13 ⊂ X1 × X3 as R13 := {(x1 , x3 ) ∈ X1 × X3 | ∃x2 ∈ X2 :
(x1 , x2 ) ∈ R12 , (x2 , x3 ) ∈ R23 }. Then ∀(x1 , x3 ) ∈ R13 there exists a x2 ∈ X2 :
(x1 , x2 ) ∈ R12 , (x2 , x3 ) ∈ R23 . More specifically define a Borel-measurable function F : X1 × X3 → X2 such that ∀(x1 , x3 ) ∈ R13 for the mapping x2 = F (x1 , x3 )
it holds that (x1 , x2 ) ∈ R12 , (x2 , x3 ) ∈ R23 .
We have ∀(x1 , x3 ) ∈ R13 and x2 = F (x1 , x3 ) :

1. d (h1 (x1 (t)), h3 (x3 )) ≤ d (h1 (x1 (t)), h2 (x2 (t))) + d (h2 (x2 (t)), h3 (x3 )) ≤ a + b ;
2. ∀u1 ∈ U1 : T1 (·|x1 , u1 ) R̄12,δa T2 (·|x2 , Uv 12 (u1 , x1 , x2 )) and for all u2 ∈ U2 :
T2 (·|x2 , u2 ) R̄23,δb T3 (·|x3 , Uv 23 (u2 , x2 , x3 )) and WT23 ∈ P(X2 × X3 , B(X2 ×
X3 )) lifted with WT12 (·|u1 , x1 , x2 ) and WT23 (·|u2 , x2 , x3 ).
Let us derive the stochastic kernel WT13 by combining WT12 and WT23 and marginalising over X2
Z
WT13 (dx01 × dx03 |u1 , x1 , x2 , x3 ) =
WT23 (dx03 | x02 , Uv (u1 , x1 , x2 ), x2 , x3 )
X2

× WT12 (dx01 × dx02 |u1 , x1 , x2 ).
Composed with the mapping F we get a Borel-measurable stochastic kernel WT13 (dx01 ×
dx03 |u1 , x1 , x3 ) := WT13 (dx01 × dx03 |x1 , F (x1 , x3 ), x3 ). In the sequel we drop the argument of the stochastic kernel. Note that T2 (dx2 |x2 , µu,2 ) = WT12 (X1 × dx2 ) =
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WT23 (dx2 × X3 ). For lifting we have to proof that WT13 (R13 ) ≥ 1 − δa − δb or
equivalently that WT13 (X1 × X3 \ R13 ) ≤ δa + δb , namely
Z Z Z
WT13 (X1 × X3 \ R13 ) =
WT23 (dx3 | x2 )WT12 (dx1 × dx2 )
X1 X2 X3 \R13 (x1 )
Z
Z
=
WT23 (dx3 | x2 )WT12 (dx1 × dx2 )
R12 X3 \R13 (x1 )
Z Z
Z
+
WT23 (dx3 | x2 )WT12 (dx1 × dx2 )
X1

X2 \R12 (x1 )

X3 \R13 (x1 )

for all (x1 , x2 ) ∈ R12 : R23 (x2 ) ⊆ R13 (x1 )
Z
Z Z
WT12 (dx1 | x2 )WT23 (dx2 × dx3 )
≤
R−1
12 (x2 )

X3 \R23 (x2 )

X2

Z

Z

Z

+
X1

≤

Z

X2 \R12 (x1 )

Z
Z

Z

X2 \R12 (x1 )

Z

=
X2

X1

WT23 (dx3 | x2 )WT12 (dx1 × dx2 )

WT12 (dx1 | x2 )WT23 (dx2 × dx3 )

Z

+
X1

Z

X3 \R23 (x2 )

X2

Z

X3 \R13 (x1 )

X3 \R23 (x2 )

WT23 (dx3 | x2 )WT12 (dx1 × dx2 )
Z Z
WT12 (dx1 × dx2 )
WT23 (dx2 × dx3 ) +
X3

X1

X2 \R12 (x1 )

≤ δa + δb .
In addition it has to hold that WT13 (X1 × X3 ) = T1 (·|x1 , µu,1 ), namely
Z Z Z
WT13 (X1 × X3 ) =
WT23 (dx3 | x2 )WT12 (dx1 × dx2 )
X1 X 3 X 2
Z Z Z
=
WT23 (dx3 | x2 )WT12 (dx1 × dx2 )
X1

X2

X3

= WT12 (X1 × X2 ) = T1 (·|x1 , µu,1 ).
The condition WT13 (X1 × X3 ) = T3 (·|x3 , µu,3 ) can be proven via similar arguments. In conclusion T1 (·|x1 , µu,1 )R̄13,δa +δb T3 (·|x3 , µu,3 ). To complete the proof
we can show, using the same arguments as before, that if πx(0) 1 R̄12,δa πx(0) 2 and if
πx(0) 2 R̄23,δb πx(0) 3 then πx(0) 1 R̄13,δa +δb πx(0) 3 .
2
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Old words are reborn with new faces.
Terri Guillemets

4

Output-based controller synthesis:
a correct-by-design approach for
Gaussian LTI systems
or partially observable LTI systems subject to measurement noise and
stochastic disturbances on state transitions we give a methodology to
F
obtain correct-by-design controllers. We show that available correct-bydesign state-based controllers can be extended to an output-based controller with quantified loss in accuracy. For this we give a design methodology that hinges on the design of a state-observer and interface, and
for which the accuracy bound can be given by matrix inequalities. Additionally this expected loss of accuracy can be computed a-priori and
can be taken into account in the preceding state-based controller design.
In a case study from smart buildings we evaluate the new output-based
correct-by-design controller on a physical system with limited sensor information.

4.1
4.1.a

Introduction: correct-by-design control
Introduction

Computer-aided tools for the verification and synthesis of controllers for (cyber-)
physical systems are demanded by domains dealing with complex new applic69
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ations. The development of such tools supporting formal specification and systems evolving over continuous spaces, obtained by [Tabuada and Pappas, 2006,
Tabuada, 2009, Mazo Jr et al., 2010], focusses on the correct-by-design automatic
synthesis of controllers. Current results cover deterministic systems including linear and stabilisable non-linear systems for a multitude of temporal logics such as
linear temporal logic [Ding et al., 2014, Tabuada, 2009], and signal temporal logic [Farahani et al., 2015]. Generally, these correct-by-design controllers are incompatible with systems for which exact knowledge of the dynamics and full
state measurements are not available. Nevertheless when considering physical
systems, measurements often do not contain the full state and are disturbed by
sensor noise. Additionally the exact state evolutions can usually not be defined
fully, instead they are modelled subject to some stochastic disturbances.
In this work, we target the development of automised correct-by-design synthesis.
For this we consider properties expressed over linear-time temporal logics (LTL)
that have been shown to be impactful for the design and verification of software
and hardware systems [Clarke, 2008]. The properties expressed in LTL have a
syntax and semantics, that extend upon the basic logical operations with temporal modalities (next, until, always), and allow for complex and realistic task specifications. We start on the premise that when full state-information is available
a correct-by-design controller can be designed semi-automatically that provably
satisfies any required specification. The objective is to extend this correct-bydesign controllers [Tabuada and Pappas, 2006] for the set of linear time invariant
(LTI) models to output-based controllers that employ sensor outputs or partial
state measurements. For the prerequisite formal properties, these new control architectures should come with quantitative certificates guaranteeing the required
functionality. Further, since dynamics of physical systems are often disturbed in
a probabilistic sense and associated sensors are noisy, we require that the new
output-based controllers show quantifiable robustness with respect to stochastic
disturbances on state transitions and output measurements.
Solutions to classical optimal control problems [Franklin et al., 1990] of models
with (noisy) output measurements can be distinguished in direct designs based
on the input-output behaviour of the system, and in methods exploiting the separation of estimation and control. The former class includes frequency-domain
and robust control methods; alternatively, whenever applicable (as in the optimal
linear quadratic Gaussian problem) the separation theorem [Witsenhausen, 1971]
allows for the distinct design of an observer estimating the state and of a statefeedback controller, yielding a combined output feedback controller.
Within the deterministic framework, the synthesis of state-based controllers over
continuous spaces for properties expressed via LTL relies on decidability resulting
from the abstraction of the model to a (stochastic) finite state model. More precisely, the synthesis generally starts with abstracting the dynamics of the model
evolving over the continuous space to a discrete state model. The latter then represents the behaviour of the physical system symbolically in such a way that the
control problem is decidable and can be solved in a certifiable manner. Using an
equivalence relation between the symbolic abstraction and the continuous model,
the synthesised controller for the symbolic abstraction can then be automatically
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refined to the continuous model.
For non-stochastic hybrid systems with partly observable dynamics, the work in
[Mickelin et al., 2014] synthesises correct-by-design controllers by combining a
robust interpretation of the temporal logic formulas and a super-stable hybrid observer. Alternatively the work in [Ghaemi and Vecchio, 2014] leverages partial
orders to deal with imperfect information.
For the control synthesis of models with stochastic transitions, safety and reachability objectives represent fundamental design specifications. For stochastic hybrid
systems, [Lesser and Oishi, 2014] solves the probabilistic reachability problem formulated as a dynamics programming problem for partially observable states via
sufficient statistics. Similarly controller synthesis with respect to safety is solved
via the design of an observer and the quantification of error bounds in [Lesser
and Abate, 2015]. Beyond these basic properties, already some efforts have targeted the synthesis of controllers for stochastic finite state models without state
observations. This includes the in PRISM implemented synthesis method of [Giro
and Rabe, 2012], which studies the synthesis for partially observable models by
searching the space of output-feedback controllers via counter-example-guided
refinements. A heuristic algorithm in [Chatterjee et al., 2014] finds controllers satisfying LTL properties almost surely over partially-observable Markov decision
processes. In contrast, the work of [Zhang et al., 2005] extends PCTL∗ to target
hidden Markov models and proposes a model checking algorithm.
For fully observable Markov processes with general state spaces, verification and
controller synthesis problems are reviewed in [Abate, 2013], and generally tackled
over a simplified model that can be formally related to the original one. The accuracy of the approximate relation used for the control refinement then defines
the accuracy of the refinement. These relations can be quantified either via metrics defined over the marginals of the conditional kernels [Esmaeil Zadeh Soudjani
and Abate, 2011], or via metrics bounding the distance between the output trajectories [Julius and Pappas, 2009]. Instead [Zamani et al., 2014] defines an approximate (bisimulation) relation based on the expected deviation of noisy trajectories.
In this chapter we will use the definition of approximate similarity relations like
those defined [Zamani et al., 2014] to quantify the expected deviation of noisy trajectories affected by stochastic disturbances. This will give a quantification of the
accuracy loss that is very similar to the performance of LQG control design and
the H2 -performance norm. First, we extend correct-by-design controllers for LTI
systems to the output feedback case. Secondly, we show that this approach is also
viable for systems subject to stochastic disturbances. For both the stochastic case
and the non-stochastic case, we give a comprehensive design method, verifiable
via matrix inequalities. In the next chapter, we consider in detail the resulting
structured matrix inequalities and we seek a reformulation of the design problem
to a convex optimisation defined over linear matrix inequalities. This reformulated problem is solvable in polynomial time an can be used with the dual objective of performance and accuracy loss.
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Models and control

We intend to synthesise a certifiable output-based controller for a physical system.
First, consider an Linear Time Invariant (LTI) model not affected by noise on the
transitions or measurements

 x(t + 1) = Ax(t) + Bu(t)
y(t)
= Cx(t)
M:
(4.1)

z(t)
= Cz x(t),
where x(t) ∈ Rn is the state, initialised by x(0) ∈ X0 ⊂ Rn , the control input is
u(t) ∈ Rm , and y(t) ∈ Rp is the measured output available for control. A, B, C are
real matrices of appropriate dimensions. The signals z(t) ∈ Rq , mapped from the
state space via the linear map Cz x, are used to define performance and properties.
This in unlike [Zhang et al., 2005], which defines specifications over the signals
y(t). In contrast to the measured output y(t), the structure of which is physically
specified by the sensors attached to the system, the choice of Cz can be adapted to
the design requirements, and include Cz = C and Cz = I as special cases.
State evolutions of the model and sensor data are often affected by disturbances;
these disturbances can be modelled stochastically. Therefore it is of interest to
consider the more complex case where the physical system M is disturbed by
stochastic noise. We work with random variables, denoted bold faced x, and refer
to their realisations as x ∼ x. An additive noise source w(t) ∼ w(t), taking values
in Rd , affects both the state transitions and the sensor measurements. The noise
source is independent and identically distributed over time, with zero mean and
unit variance. This assumption holds for a typical Gaussian process noise with
distribution w(t) ∼ N (0, Id×d ). The resulting stochastic model is

 x(t + 1) = Ax(t) + Bu(t) + Bw w(t)
y(t)
= Cx(t) + Dw w(t)
M:
(4.2)

z(t)
= Cz x(t),
where the matrices Bw , Dw , are again real-valued matrices of appropriate dimenT
sions. If Dw Bw
= 0 then the noise affecting the sensor and the state transitions are
T
independent. To simplify the notation we will generally assume that Dw Bw
= 0,
but all results presented can be carried over to the case with a correlation between
T
the noise on the measurements on the transitions, that is Dw Bw
6= 0. The system
is initialised as x(0) ∼ x(0) := N (x0 , P0 ).
At every time instant a control input u(t) has to be selected. An allowable control
strategy consists of an algorithmic way of choosing u(t) based on the available
information at that moment. More precisely, at every time instant t1 , u(t1 ) can
be selected based on the available information about initial state x(0), the measurements y(t) and the inputs from u(t) from t = 0 until t1 . The satisfaction of
properties of interest defined over z(t) depends on the chosen strategy. We consider the strategy to be embedded into a controller C, that is a system with an
internal state that updates the state based on the output measurements and applies a control action to the physical system accordingly. It is the behaviour of the
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resulting controlled (or equivalently closed-loop) system, denoted MC that we
want to verify.
Let us clarify this for the deterministic model (4.1) first. Controlled by C the model
generates a set of possible trajectories x : T → Rn , denoted Bx . x is a trajectory of
the controlled system MC if it is initialised, that is x(0) ∈ X0 , and if for every time
instant x(t) the control action is chosen based on C. At every time instant x(t) is
mapped to the specification space as z(t) = Cz x(t), as such the signal z : T → Rq
is generated. We refer to z as a trace of system, and the collection of all possible
traces form the behaviour and is denoted as Bz (MC ). For the deterministic model
we want to verify that this set of behaviours satisfies the required formal properties defined next. Similarly, the stochastic model (4.2) generates traces z(t) when
controlled. But now the set of traces is associated to a probability measure. For
this the goal is to find a controller such that properties defined over z(t) are satisfied with a high likelihood.

4.1.c

Formalising properties

We consider system properties expressed in Linear-time Temporal Logic [Baier
and Katoen, 2008] over a finite set of atomic propositions pi ∈ AP , i = 1, . . . , |AP |.
Any LTL formula ψ is built recursively via the syntax
ψ ::= true | pi | ¬ψ | ψ ∧ ψ |

ψ | ψ U ψ.

Examples of LTL formulae are p1 ∧ p2 , p1 ∧ ( p2 ), and p1 U ( p2 ) for p1,2 ∈ AP .
This syntax allows to extend the study to more complex propositional formulae
such as disjunction (∨). Of special interest to us is the k-bounded and unbounded
Vk
invariance (or safety) operator as 2k ψ := i=0 i ψ and 2ψ := ¬(true U ¬ψ),
respectively.
+

Let π = π(0), π(1), π(2), . . . ∈ ΣN be a string composed of letters from the alphabet Σ := 2AP , and let πt = π(t), π(t + 1), π(t + 2), . . . be a subsequence (postfix) of
π. The satisfaction relation between π and a property ψ, expressed via LTL, is denoted as π  ψ (or equivalently π0  ψ). The semantics of the satisfaction relation
are defined recursively over πt and the syntax of the LTL formula ψ as described
in Chapter 2.
LTL formulae can be used to define properties of dynamical model, this means
that any LTL formula relates to the behaviour of a dynamical model over a given
time horizon for t ≥ 0. Let the output z(t) ∈ Rq be labeled by a map Lab :
Rq → Σ. Generally, letters of Σ defined by sets of atomic propositions in AP are
associated to polyhedra over Rp . A given signal z defines a word π as π := Lab(z).
If the signal is generated by a model, then also the word π is generated by this
model. If all words generated by an initialised model satisfy a LTL property ψ
then the property is satisfied by the model. More precisely we say a set of traces Bz
generated by a model satisfies a property, if for all z ∈ Bz : Lab(z)  ψ. Consider a
distance measure d : Rq ×Rq → R+ , d(z1 , z2 ) and define for a given precision ε the
point-wise expansion of Bz as Bzε := {z̃ | ∃z ∈ Bz , ∀t ≥ 0, d(z̃(t), z(t)) ≤ ε}. Then
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we say that a property ψ is satisfied ε-robustly by Bz if for all z ∈ Bzε : Lab(z)  ψ.
A practical solution to this based on the shrinking of polyhedra associated to the
atomic propositions is referenced in [Mickelin et al., 2014].

4.1.d

Problem statement: Output-based and correct-by-design
control

Is it possible to semi-automatically synthesise a correct-by-design controller for
high-level temporal logic properties and for systems subject to stochastic disturbances? More precisely, can we find
• a controller C such that once composed with the model (4.1), denoted MC ,
it holds that MC  ψ, or
• a controller C for the stochastic disturbed M (4.2) such that MC satisfies ψ
with quantified accuracy?

4.2
4.2.a

State-based correct-by-design controller synthesis
Symbolic models & simulation relations

For a deterministic system decidability of the controller synthesis problem follows
from the abstraction of its model to a finite state model. As such the control problem is first solved symbolically over the finite state system before it is refined back
to the continuous state model. We introduce the notion of symbolic models or
transition systems as follows.
Definition 4.1 (Transition system [Tabuada, 2009]) The tuple TS = (X , X0 , A, →,
Z, H) defines a transition system for which
• X is a (possibly infinite) set of states;
• X0 is a (possibly infinite) set of initial states;
• A is a (possibly infinite) set of actions, with elements u ∈ A;
• →⊆ X × A × X is a transition relation;
• Z is a (possible infinite) set of observations;
• H : X → Z is a map assigning to each x ∈ X an observation H(x) ∈ Z.
A metric transition system is a transition system endowed with a metric over the observation space Z.
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As mentioned before, we will consider an observation space Z := Rq mapped to
the alphabet Σ with the labelling map Lab.
Not only a finite abstraction of the model can be interpreted at a transition system.
Also the LTI model (4.1) can be described as a transition system characterised by
a tuple (Rn , X0 , Rm , →, Rq , Cz ), with a state space x ∈ Rn , a set of initial states
x(0) ∈ X0 , and transitions →:= {x, u, x0 |x0 = Ax + Bu}. Additionally, Cz assigns
observation z ∈ Rq to x ∈ Rn : z = Cz x. Note that again for a given labelling map
from Z to a finite alphabet Σ the labelling of the signal z(t) for t ≥ 0 defines a word
π as π := Lab(z0 ), Lab(z1 ), Lab(z2 ), .... As such the system can be verified over the
labelled properties. Note that the given transition system (Rn , X0 , Rm , →, Rq , Cz )
has uniquely defined transitions, since for every state-action pair there is a unique
state transition. Such a transition system is called deterministic. In this case, it is
also a non-blocking transition systems, since every state x ∈ X is associated to a
non empty transition relation.
The verification of models can be attained by abstracting the dynamics of a model
to a simplified representation, pairs of such concrete and abstract models can be
related as follows.
Definition 4.2 (Simulation relation [Tabuada, 2009])
Let TSa = (Xa , Xa0 , Aa , →a , Za , Ha ) and TSb = (Xb , Xb0 , Ab , →b , Zb , Hb ) be transition systems with the same output sets Za = Zb . A binary relation R ⊂ Xa × Xb is said
to be a simulation relation from TSa to TSb if the following conditions are satisfied:
• Equivalence: for every (xa , xb ) ∈ R we have Ha (xa ) = Hb (xb );
u

a
0
• Invariance: for every (xa , xb ) ∈ R we have that xa −→
a xa in TSa implies the
ub
existence of xb −→b xb 0 in TSb satisfying (xa 0 , xb 0 ) ∈ R.

We say that TSa is simulated by TSb , or that TSb simulates TSa , denoted as TSa S
TSb , if there exists a simulation relation from TSa to TSb and if
• for every xa0 ∈ Xa , there exists xb0 ∈ Xb with (xa0 , xb0 ) ∈ R.
The models TSa and TSb are bisimilar, i.e., TSa ∼B TSb , if there exists relation R that
is a simulation relation from TSa to TSb (such that TSa S TSb ) and for which R−1 is
also a simulation relation from TSb to TSa and TSb S TSa .
The simulation relation over the set of transition system implies a relation over the
behaviour of the transition systems [Tabuada, 2009], more precisely if TSa S TSb
then Bz (TSa ) ⊆ Bz (TSb ), and if TSa ∼B TSb then Bz (TSa ) = Bz (TSb ).
Approximate versions of simulation relations allow for a more robust interpretation. Defined for metric transitions systems, they hinge on a relaxation of the
output equivalence relation. Instead of an exact equivalence a small error ε quantified over the metric output space is allowed [Tabuada, 2009] . Consider two
given metric transition systems with a shared output space Z and a metric d then
an ε-approximate simulation relation is defined as follows.
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Definition 4.3 (Approximate simulation relation [Tabuada, 2009])
Let TSa = (Xa , Xa0 , Aa , →a , Za , Ha ) and TSb = (Xb , Xb0 , Ab , →b , Zb , Hb ) be transition systems with the same output space Za = Zb with metric d. For ε ∈ R+ , a relation
R ⊂ Xa × Xb is said to be an ε-approximate simulation relation from Xa to Xb if the
following conditions are satisfied
• Accuracy: for every (xa , xb ) ∈ R we have d(Ha (xa ), Hb (xb )) ≤ ε;
u

a
0
• Invariance: for every (xa , xb ) ∈ R we have that xa −→
a xa in TSa implies the
ub
0
0
0
existence of xb −→b xb in TSb satisfying (xa , xb ) ∈ R.

We say that TSa is approximately simulated by TSb , or that TSb approximately simulates TSa , denoted by TSa εS TSb , if there exists an ε-approximate simulation relation
from TSa to TSb and if
• for every xa0 ∈ Xa0 , there exists xb0 ∈ Xb0 with (xa0 , xb0 ) ∈ R.
The models TSa and TSb are approximately bisimilar, i.e., TSa ∼εB TSb , iff there exists
a relation R that is an ε-approximate simulation relation from TSa to TSb such that
TSa εS TSb and for which R−1 is an ε-approximate simulation relation from TSb to TSa
such that TSb εS TSa .
This implies that if TSa εS TSb then Bz (TSa ) ⊆ Bzε (TSb ), and if TSa ∼εB TSb then
Bz (TSa ) ⊆ Bzε (TSb ) and Bz (TSb ) ⊆ Bzε (TSa ).

Thus if ψ is ε-robustly satisfied by TSb and if TSa εS TSb , then TSa satisfies ψ.
Additionally if TSa ∼εB TSb and if TSb does not satisfy the property ψ, then we
know that TSa does not ε-robustly satisfy the property.
This explains the use of simulation relation with respect to the verification of systems. In practice, the simulation relations can also be used for the control synthesis problem. That is, they can be used to first solve the synthesis problem on
a simplified, and possibly finite, abstraction (TSa ), before refinement over a concrete, complex model (TSb ). Normally this type of controller refinement is best
introduced via the alternating notion of simulation relation. Since we will mainly
consider deterministic models it is possible to use the non-alternating notion of
simulation relation [Tabuada, 2009], as it coincides under these circumstances.
If R is a simulation relation (cf. Def. 4.2) from the state space of TSa to the state
space of TSb and if both are deterministic transition systems, then for every pair of
paths starting in R it holds that for every sequence of actions for TSa , there exists
a corresponding sequence for TSb such that the observed behaviour is the same
[Girard and Pappas, 2009]. More precisely, for the action deterministic models we
consider definition 4.2, which suggests the refinement of a controller for TSa to
TSb via the invariance condition: for ever choice of ua , picked by the controller
for TSa , there exists a suitable input ub . To allow for an actual refinement of the
controller we cannot assume that the initialisation of the concrete system can be
freely chosen. Instead we need to add the requirement that for the initial states the
concrete system are in the simulation relation R. This condition is characterised
as the requirement that
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• for every xb0 ∈ Xb0 , there exists xa0 ∈ Xa0 with (xa0 , xb0 ) ∈ R.
The actual control refinement is formalised by introducing a specific type of interconnection relation [Tabuada, 2009] next. Referred to as interface function it maps
actions of one model to actions for another model based on the current states.
Interface functions originate from the work in [Girard and Pappas, 2009] on hierarchical control design based on (approximate) simulation relations: the construction of a controller over a simplified model is refined to a concrete model while
maintaining the same guarantees over the controlled behaviour. The definition is
as follows.
Definition 4.4 (Interface function ) Let TSa = (Xa , Xa0 , Aa , →a , Za , Ha ) and TSb
= (Xb , Xb0 , Ab , →b , Zb , Hb ) be deterministic transition systems with the same output
sets Za = Zb . A relation R ⊂ Xa × Xb is an ε-approximate simulation relation from Xa
to Xb , and F : Aa × Xa × Xb → Ab is its related interface, if the following conditions are
satisfied:
• Accuracy: for every (xa , xb ) ∈ R, d (Ha (xa ), Hb (xb )) ≤ ε;
u

a
0
• Invariance: for every (xa , xb ) ∈ R we have that xa −→
a xa in TSa implies
ub
0
0
0
xb −→b xb in TSb with ub = F(ua , xa , xb ), satisfying (xa , xb ) ∈ R.

If in addition for every xb0 ∈ Xb0 , there exists xa0 ∈ Xa0 with (xa0 , xb0 ) ∈ R, then the
feedback composition of TSa and TSb exists and is denoted as TSa ×F TSb .
In practice Definition 4.4 entails that the dynamics corresponding to the feedbackcomposed models TSa ×F TSb do not differ more than ε. Hence, a controller
composed on TSa can be refined to TSb via the interface F, without affecting its
closed-loop accuracy more than ε.

4.2.b

State-based correct-by-design controller synthesis

Suppose that an LTI model M̄: x̄(t + 1) = Ax̄(t) + B ū(t) is given, and that it
has a finite-valued observation map that induces a partition over the observation
space Rq . Under assumptions on the controllability of the model, on the linear
independence of the columns of its input matrix B, and on the observation map
[Tabuada and Pappas, 2006, Tabuada, 2009], the LTI model can be bisimulated by a
finite transition system. Alternatively, under less stringent conditions it is possible
to synthesise a finite approximate bisimulation of the given model [Tabuada, 2009,
Mazo Jr et al., 2010]: further, for every controller synthesised on the finite-state
abstraction there exists a refined controller for the original model, with the same
closed-loop behaviour. For a more extensive treatment of this subject please refer
to [Tabuada and Pappas, 2006, Tabuada, 2009].
Let us make this more concrete. Suppose that given a model M and a specification
ψ, we have obtained a controlled model M̄C satisfying ψ (ε-robustly). More precisely, M̄C := C × M denotes the state-based composition of model M with the
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correct-by-design controller C, where C takes as input the state of M and returns
an action to M. This controlled model has hybrid states (x̄, q) with x̄ ∈ Rn and
q ∈ Q, where Q is a finite set. Its dynamics are defined as

x̄(t + 1) = Ax̄(t) + B ūq (x̄(t))
M̄C :
(4.3)
q(t + 1) = δ(x̄(t), q(t)).
For the initialisation of this controlled model, let us remark that the discrete states
q follow from the states of a finite transition system, approximately bisimilar to the
continuous-state model M, and from the specification ψ. Hence the initialisation
of the discrete state q is dependent on the specification ψ and
S the initial state x̄(0).
More precisely, the initialisation is denoted as (x̄(0), q(0)) ∈ q0 ∈Q0 ({q0 } × X0 (q)).
Note that ūq (x̄(t)) is a function that maps the current state to an action.

4.3

The idea: output-based correct-by-design control

We approach the design of correct-by-design controller for partially observable
systems by building further on the idea of separation of estimation and control,
where a state-based controller is used on a partially observable system by including a state observer in the control design. We leverage available results for
full state information by constructing a controller that automatically embeds both
the state estimates and the state-based controller into an output-based correct-bydesign controller. Thus the controller for the partially observable system M is designed as a combination of the following elements state-based controller synthesis,
based on state-of-the-art correct-by-design controller synthesis given in Section
4.2.b; and control refinement to the concrete system via state-estimation and feedback correction of the state-deviations. In Figure 4.1 a schematic representation
of the approach is given, the controller is build up from a hierarchical refinement,
given bottom up, where
3. The observer-based implementation, depicted in the bottom layer, starts
with the original physical system M either deterministic (4.1) or stochastic
(4.2). For the given concrete model an observer O(M) estimates the state of
this system, based on which the control action dictated by the layer above
is refined to the physical system. We show the existence of a-priori computable bounds on the accuracy loss incurred by additive disturbances on the
state transitions and on measurements.
2. In the secondary layer “Control refinement”, a state-based control action
ū(t) is computed for the noiseless state-observable LTI model M̄. For this
the model M̄ is abstracted to a symbolic model evolving over a finite state
space. This finite state model is shown to be (approximately) (bi-)similar
to M̄, such that any control for the finite state model can be refined to the
continuous state model.
1. The top-layer consists of the control of this symbolic model with respect to
specifications over a finite alphabet.
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1. Finite alphabets
Symbolic models, control, and speciﬁcations
over ﬁnite alphabets

Accepting
language

Interface
2. Control reﬁnement

Interface
3. Observer-based
implementation

Figure 4.1: The figure gives a schematic representation of the hierarchical control
refinement used for correct-by-design control. We contribute to this with a novel
third layer.
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The first two layers (1. and 2.), given in reverse order, are standard layers within
the correct-by-design controller synthesis. A short recap on the ideas behind them
has been given in the previous section, i.e., Section 4.2. We newly add the bottom
layer in Figure 4.1 in such a way that the design problem really becomes separated
into the estimation and control problem. In Section 4.4 we give the methodology
for both the noiseless model (4.1) and the noisy model (4.2), and we quantify the
accuracy of this implementation layer a-priori. The latter enables us to take into
account the expected loss in accuracy when constructing the upper two layers.

4.4
4.4.a

Output-based correct-by-design control
Introduction

In this section, we first consider a Linear Time Invariant (LTI) model M not affected by noise on the transitions or measurements as given in (4.1). For this
we question whether it is possible to semi-automatically synthesise a correct-bydesign controller. Afterwards we consider the case of M given in (4.2) subject to
stochastic disturbances on measurements and state transitions.

4.4.b

Observer-based control refinement: noiseless case

Consider the model M as given in (4.1) and suppose that there exists a state-based,
correct-by-design controller when full state measurements are available, as is the
case with closed-loop dynamics denoted by M̄C as in (4.3). This control problem
is solved in a higher layer of the hierarchical control refinement, now we need to
refine the solution of this control problem to the real model. In case we can use full
state information the refinement of the controller applied to M̄C to the real model
M̄ would be very simple, and the error quantification would only be dependent
on the difference in initialisation between M̄C and M̄. Since we cannot use full
state information, we first define a specific class of allowable interfaces for the
control refinement denoted as sensor-based interfaces.
Definition 4.5 Let Fg be an interface function according to Definition 4.4 for TSa and
TSb , then it is a sensor-based interface if control actions applied to TSa are refined to TSb
exclusively based on sensor information of TSb , namely Fg : Aa × Xa × g(Xb ) → Ab ,
where g is the sensor function. And if in addition for every g(xb0 ), with xb0 ∈ Xb0 , there
exists xa0 ∈ Xa0 with (xa0 , xb0 ) ∈ R, then the feedback composition of TSa and TSb
exists and is denoted as TSa ×Fg TSb .
In the particular instance of (4.1), a choice of sensor function is g(x(t)) := Cx(t).
These structures are of interest to us, as they define the set of interfaces that can be
practically implemented for controller refinement on partially observable systems.
Instead of taking the obvious choice of sensor function Cx(t) we design an observer that extends this sensor output with state estimates as in Fig 4.2. Consider
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O
u(t)

M̄

y(t)

x̂(t)
z(t)

Figure 4.2: Interconnection model/observer, M̄kO(M̄)

a Luenberger observer denoted as O(M):
x̂(t + 1) = Ax̂(t) + Bu(t) + L (ŷ(t) − y(t)) ,
ŷ(t) = C x̂(t),

(4.4)

with gain matrix L such that A + LC is stable if (A, C) is detectable [Franklin et al.,
1990]. The observer is initialised as x̂(0), and uses the outputs from M to estimate
its internal state. The composition of M with its observer O(M) is denoted as
MkO(M) and portrayed in Figure 4.2. We define a linear, sensor-based interface
function between M̄C (the state-based, correct-by-design controlled model) and
the model/observer interconnection from Figure 4.2 as
Fg (ū, x̄, x̂) = ū + F (x̂ − x̄),

(4.5)

where ū is the action selected by M̄C (this role is played by ūq in (4.3)). For this
linear interface we demand that matrix A + BF is stable. Note that the interface
is sensor-based (as defined in Section 4.2), since the state estimate x̂ of x can be
obtained from the sensor function of MkO(M), thus g(x, x̂) = x̂.
The overall controlled model M̄C ×Fg (MkO(M)), denoted as MC , is the result of
interfacing the two structures discussed above, as depicted in Figure 4.3. This has
dynamics evolving over the continuous state space R3n as:
x̄(t + 1) = Ax̄(t) + B ūq (x̄(t))
x̂(t + 1) = (A + LC)x̂(t) + Bu(t) − LCx(t)
x(t + 1) = Ax(t) + Bu(t)
u(t)
= Fg (ūq (x̄(t)), x̄(t), x̂(t))

(4.6)

in combination with the discrete transitions q(t + 1) = δ(x̄(t), q(t)) from (4.3).

Remark 4.1 As depicted in Figure 4.3, we have designed an output-based controller by
combining a given state-based controller with an observer. However, unlike classical results where a state-based controller is employed over estimated states from an observer, in
this work we have interfaced the state-based controlled model M̄C with the model/observer
interconnection MkO(M), as in Figure 4.2. This allows one to reason explicitly about the
accuracy of the overall output-controlled system, based on the accuracy of the sensor-based
interface function. In special cases the proposed architecture is equivalent and can hence
be reduced to the classical structure.
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ūq (x̄(t))

M̄C

z̄(t)

State-based controlled model
M̄C , as in (4.3)

x̄(t)
Fg (ū, x̄, x̂)

Sensor-based interface, as in
(4.5)

x̂(t)
u(t)

MkO(M)

y(t) Model M of the system interconnected with a Luenberger

z(t) observer O(M), as in (4.4)

Figure 4.3: Observer-based correct-by-design controller synthesis. The overall
interconnection is denoted as MC .

4.4.c

Quantification of the accuracy loss: noiseless case

A loss in accuracy is induced by not knowing exactly the state of M; while the
state-based controlled model will exactly satisfy the property it is synthesised for,
the observer-based extension introduced in the previous subsection will not have
the same output by construction and could hence falsify the property of interest.
In this section we will bound the difference between the output of the state-based
controlled system and the observer-based controlled system. For this we use the
notions of ε-approximate simulation relations and sensor based interface.
The controlled model M̄C , with trajectories x̄(t) as in (4.3)-(4.6), maps to the specification space as z̄(t) = Cz x̄(t). Let a metric over this space Rq be defined as
k · k2 . Of interest is the distance between the system output z(t) as in (4.1) and
z̄(t), when the system is controlled via the interconnection of Figure 4.3.
Consider the transformed dynamics of (4.6) given as

  
 
x̄(t)
x̄(t + 1)
B
A
0
0
x̂(t + 1) − x̄(t + 1) =  0 (A + BF )
−LC  x̂(t) − x̄(t) +  0  ū(t)
0
0
(A + LC) x(t) − x̂(t)
0
x(t + 1) − x̂(t + 1)


x̄(t)



z(t) − z̄(t) = 0 Cz Cz x̂(t) − x̄(t) .
x(t) − x̂(t)


Notice that the error dynamics z(t) − z̄(t) only depend on the difference states
x̂(t) − x̄(t) and x(t) − x̄(t) and not on x̄(t) or on the input ū(t). For ease of notation
we introduce the following notation for the evaluation of the error dynamics






x̂(t + 1) − x̄(t + 1)
x̂(t) − x̄(t)
x̂(t) − x̄(t)
=A
, z(t) − z̄(t) = C
(t)
x(t + 1) − x̂(t + 1)
x(t) − x̂(t)
x(t) − x̂(t)
with A and C defined as


(A + BF )
−LC
A :=
,
0
(A + LC)


C := Cz


Cz .

(4.7)
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Now we can show that the relation
(
R :=

)


T
x̂ − x̄ x̂ − x̄
((q, x̄), (x̂, x)) |
X
x − x̂ x − x̂

(4.8)

and (4.5) define, respectively, a simulation relation and (sensor-based) interface
function for the models M̄C and MkO(M). More precisely, we can state the following.
Theorem 4.6 The function in (4.5) and the relation (4.8) define a sensor-based interface
and approximate simulation relation between M̄C and MkO(M), as given in (4.1),(4.3),
(4.4), with precision ε, if X is a symmetric positive matrix such that
q

(4.9)
ε ≥ tr CXC T


T
x̂(0) − x̄(0) x̂(0) − x̄(0)
s.t.
− X ≺ 0 ∀x(0) ∈ X0 ,
(4.10)
x(0) − x̂(0) x(0) − x̂(0)
and

AXAT −X ≺ 0.

(4.11)

Thus the distance between z̄(t) and z(t) is bounded by ε if there exists a X for
which (4.10) and (4.11) are satisfied. Note that the inequalities (4.9)-(4.11) could
also be given in their non-strict form as we did in [Haesaert et al., 2015a], the used
strict formulation has the additional benefit that it enforces the refinement to be
stabilising. A stability assumption on matrices A + BF and A + LC guarantees
the existence of such X [Franklin et al., 1990]. Further note that since both x̄(0)
and x̂(0) are included in the design space, it would not make much sense to select
x̄(0) 6= x̂(0) for the initialisation. Hence, the accuracy depends on the initial states
of the models only via x(0) − x̂(0). The second inequality (4.10) in Theorem 4.6
needs to hold for all x(0) ∈ X0 in case the initial state x(0) is only known up to a
set X0 . The proof of the theorem is given as follows.
Proof: [Theorem 4.6] To show that the relation (4.8) is an ε-approximate simulation
relation and that the function (4.5) is sensor-based interface function between the
state space of M̄C and MkO(M) we need to show that the accuracy condition, the
invariance condition and the initialisation condition are satisfied. For the accuracy
consider the output deviation for a given combination of states
z − z̄ = Cz (x̂ − x̄) + Cz (x − x̂)
!

T




T
x̂
−
x̄
x̂
−
x̄
x̂
−
x̄
x̂
−
x̄
kz − z̄k22 =
CT C
= tr C
CT .
x − x̂
x − x̂
x − x̂ x − x̂

Therefore if (x̄, x̂, x) ∈ R then kz − z̄k22 ≤ tr CXC T ≤ ε2 and kz − z̄k2 ≤ ε. Further,
to show invariance, suppose that (x̄(t), x̂(t), x(t)) ∈ R then

 




x̂(t + 1) − x̄(t + 1)
x̂(t) − x̄(t)
x̂(t) − x̄(t)
A + BF
−LC
=
=A
0
A + LC x(t) − x̂(t)
x(t + 1) − x̂(t + 1)
x(t) − x̂(t)
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thus (x̄(t+1), x̂(t+1), x(t+1)) ∈ R if AXAT  X, which holds due to (4.11). Since
A implicitly includes the control refinements given by (4.5), we now have shown
that R is an approximate simulation relation for which the inputs can be refined
with the function (4.5). Furthermore, given that both systems evolve deterministically, we can show that (4.5) is an interface if for all initialisations of MkO(M)
the initialisation of M̄C satisfies the relation. This condition is represented by
inequality (4.10).
2
As a result of Theorem 4.6, if M̄C ε-robustly satisfies ψ, then the sensor-based
interface (4.5) is such that composed model M̄C ×Fg (M||O(M)) satisfies ψ.

4.4.d

Observer-based control refinement: stochastic disturbances

We now consider the case with stochastic disturbances, that is, the systems are
given as (4.2). With reference to the previous section, the control design strategy
is as follows:
1. Let M̄ be a noiseless version of M in (4.2), and M̄C be the composition of M̄
with its correct-by-design controller as in (4.3);
2. Design a state observer O(M) for M, cf. (4.4);
3. Design a linear interface function Fg stabilising A + BF ;
4. Implement the control structure in Figure 4.3, and denote the resulting controlled stochastic model as MC := M̄C ×Fg (MkO(M)).
The initial conditions for MC , namely x̄(0), x̂(0), are selected as part of the control
design problem: as discussed earlier, S
we pick x̄(0) = x̂(0). Further, let q(0) be any
discrete state such that (x̄(0), q(0)) ∈ q0 ∈Q0 ({q0 } × X0 (q)).

In order to analyse the behaviour of the controlled stochastic model MC with
respect to a metric of interest, let us embed MC into the formalism of deterministic transition systems (cf. Definition 4.1) as in [Zamani et al., 2014]. The model
can be represented as a symbolic transition system TS∗ (MC ), with states encompassing random variables xC (t) representing the distribution of xC (t) ∼ xC (t),
with xC (t) ∈ R3n as in (4.6). Consider the metric output space Z, to which the
states are mapped as zC (t) = Cz xC (t). Further consider the metric d∗ (z1 , z2 ) =
E(kz1 − z2 k2 ), with k · k2 the Euclidean norm. Denote the set of all transition
systems with the metric output space Z as T ∗ . The correct-by-design controlled
model M̄C can be trivially embedded in T ∗ via singleton distributions: we denote
the corresponding symbolic transition system TS∗ (M̄C ). We can now show that
TS∗ (MC ) is approximately bisimilar to TS∗ (M̄C ).
Theorem 4.7 Transition system TS∗ (MC ) is approximately bisimulated by TS∗ (M̄C )
with precision , subject
to
q

(4.12)
ε ≥ tr CXC T
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s.t.


0
0

 

0
0 0
+
−X≺0
0 P0
(x0 − x̂(0))(x0 − x̂(0))T
AXAT + BB T − X ≺ 0
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(4.13)
(4.14)


with B :=


−LDw
and X  0.
Bw + LDw

Note that (4.14) is known to admit positive matrices X for which ε is finite if A +
BF and A + LC are both stable matrices [Franklin et al., 1990].
Proof: [Theorem 4.7] The composition of M̄C with MkO(M) over the interface
(4.5) gives the continuous dynamics of as TS∗ (MC )
x̄(t + 1) = Ax̄(t) + B ūq (x̄(t))
x̂(t + 1) = (A + LC)x̂(t) + Bu(t) − LCx(t) − LDw w(t)
x(t + 1) = Ax(t) + Bu(t) + Bw w(t)
u(t)
= ūq (x̄(t)) + F (x̂(t) − x̄(t))
with output z(t) = Cz x(t). Consider the relation R, between the state spaces of
TS∗ (M̄C ) and TS∗ (MC ), defined as

R := ((q0 , x̄0 ), (q, x̄, x̂, x))
"

T #
 0  
x̄
(x̂ − x̄) (x̂ − x̄)
x̄
∧E
X
=
q
(x − x̂) (x − x̂)
q0
T

where x̄0 is the continuous state of TS∗ (M̄C ) and xC := x̄T x̂T xT the continuous state of TS∗ (MC ). The outputs z0 and z are similarly defined. Now we want
to show that TS∗ (MC ) is approximately bisimulated by TS∗ (M̄C ) with precision
 with respect to R. Applying the congruence transform with ∆x (t) = x̂(t) − x̄(t)
and e(t) = x(t) − x̂(t) on the continuous dynamics of TS∗ (MC ) gives :
x̄(t + 1)
= Ax̄(t) + B ūq (x̄(t))
∆x (t + 1) = (A + BF )∆x (t) − LCe(t) − LDw w(t)
e(t + 1)
= (A + LC)e(t) + (Bw + LDw )w(t)
z(t)
= Cz x̄(t) + Cz ∆x (t) + Cz e(t).
This is needed to show next that R and R−1 are approximate simulation relations
for, respectively, the state spaces of TS∗ (M̄C ) and TS∗ (MC ) and for TS∗ (MC ) and
TS∗ (M̄C ). For all ((q0 , x̄0 ), (q, x̄, x̂, x)) ∈ R : the metric E [kz0 − zk2 ] can be written
as
q
E [kCz x̄0 − Cz xk2 ] ≤ E [(Cz x̄0 − Cz x)T (Cz x̄0 − Cz x)]
q

.
= tr E Cz (x̄0 − x)(x̄0 − x)T Cz T
The inequality follows from the fact that the square root is a concave function.
Note that (x̄0 − x) = ((x̄0 − x̄) − (x̂ − x̄) − (x − x̂)), and since x̄0 − x̄ = 0 (due to

86

Chapter 4 Output-based controller synthesis

the relation R), the metric is bounded from above by
"

T # ! 21
1
x̂ − x̄ x̂ − x̄
tr C E
≤ tr CXC T 2 .
CT
x − x̂ x − x̂
The above holds for both R and R−1 .

For the next condition we have to prove invariance of R (and R−1 ). More specifically if ((q0 (t), x̄0 (t)), (q(t), x̄(t), x̂(t), x(t))) ∈ R then for every transition of
M̄C : (q0 (t), x̄0 (t)) → (q0 (t + 1), x̄0 (t + 1)) there exists a transient in MC for which
((q0 (t + 1), x̄0 (t + 1)), (q(t + 1), x̄(t + 1), x̂(t + 1), x(t + 1))) ∈ R. Note that, since
both models are controlled, all non-determinism in the control actions have been
resolved. Therefore showing that this holds for R also leads to the conclusion that
this holds for R−1 .
Since MC is composed of M̄C ×Fg (MkO(M)) we know that for every transition (q0 (t), x̄0 (t)) → (q0 (t + 1), x̄0 (t + 1)) in M̄C there is an equivalent transition
(q(t), x̄(t)) → (q(t + 1), x̄(t + 1)) in MC . Based on the continuous dynamics we
also know that the other states evolve as follows
"

T #
(x̂(t + 1) − x̄(t + 1)) (x̂(t + 1) − x̄(t + 1))
E
(x(t + 1) − x̂(t + 1)) (x(t + 1) − x̂(t + 1))
"

T #
(x̂(t) − x̄(t)) (x̂(t) − x̄(t))
= AE
AT + BB T ≺ X,
(x(t) − x̂(t)) (x(t) − x̂(t))
where the latter inequality follows from (4.14). Therefore every transition of M̄C
can be mimicked by MC . The proof that every transition in MC has an equivalent
transition in M̄C goes along the same lines.
We have shown that R and R−1 are simulation relations. By considering the initialisation, we can now additionally show that both R and R−1 define an approximate simulation between the systems. For this observe that the initialisation is
deterministic
within the frame iwork of T ∗ and : x̄0 (0) = x̄(0), x̂(0) − x̄(0) = 0 and
h
T
E (x(0) − x̂(0)) (x(0) − x̂(0)) = (x0 −x̂(0))(x0 −x̂(0))T +P0 . Therefore based on
(4.13) it follows that TS∗ (M̄C ) and TS∗ (MC ) are in an approximate bisimulation
relation.
2

4.4.e

A first note on the choice of design variables

Thus far we have assumed that L and F are chosen so that they stabilise A − LC
and A + BF . As long as the model is detectable and stabilisable these gains exist
[Franklin et al., 1990]. In general we would like to choose F and L such that  is
minimal. A direct implementation of an optimisation of  subject to (4.9)-(4.11)
is difficult since the matrix inequalities are nonlinear in F and L. Omitting the
initialisation, the computation of the precision level defined
in (4.12) together with
p
(4.14) for given L and F is equivalent to ε = limt→∞ Ek∆z(t)k22 for a given white
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noise sequences w(t). As such the optimisation problem leading to L and F can
be recast in the familiar LQG stochastic control problem [Witsenhausen, 1971] for
which it is known that the optimal observer gain L and the optimal state-feedback
gain F can be computed separately.
Note that since there is no trade-off between the state error and the magnitude
of the control gain, the state-feedback gain will push the control to deadbeat control [Franklin et al., 1990]: this behaviour can be easily remedied by extending the
observation space z = Cz x with Dz u, such that the extended performance sig
T
nal becomes ze (t) = z T (t) zuT (t) , with zu (t) = Dz u(t), or equivalently with
zu (t) = Dz (u(t) − ū(t)). We remark that by defining the refinement with strict inequalities (marginal) stability of both (A + LC) and (A + BF ) is guaranteed. The
use of non-strict inequalities both on (4.14) and on the X in (4.13) would allow for
non-stabilising choices of F .
In the next chapter, we will show that there exists a set of separated matrix inequalities replacing (4.14) that enable the computationally constructive design of
the correct-by-design control via linear matrix inequalities.

4.5

Case study in smart buildings

We are interested in the advanced energy management of an office building. As
a motivation for output-based controllers, consider a building that is divided in
two connected zones, each with a radiator regulating the heat in each zone via the
controlled boiler water temperature [Holub and Macek, 2013]. Due to a sensor
fault in the second zone, only the temperature in the first zone and the ambient
(outside) temperatures are measured. The temperature fluctuations in the two
zones and the ambient temperature are modelled via M as [Holub and Macek,
2013]
x(t + 1) = Ξx(t) + Γu(t) + Bw w(t)


1 0 0
y(t) =
x(t) + Dw w(t),
0 0 1


1 0 0
z(t) =
x(t),
0 1 0
with stable dynamics


0.8725 0.0625 0.0375
Ξ = 0.0625 0.8775 0.0250 ,
0
0
0.9900

(4.15)
(4.16)


0.0650
Γ= 0
0


0
0.0600 ,
0

where x1,2 (t) are the temperatures in zone 1 and 2, respectively; x3 (t) is the deviation of the ambient temperature from its mean; and u(t) ∈ R2 is the control
input.


1 0 0
Note that since Ξ is stable, it follows that (Ξ, Γ) is stabilisable and (Ξ,
)
0 0 1
is detectable. The constants in matrix Ξ are selected to represent the heat exchange
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rate between the individual zones and the heat loss rate of each zone to the ambient; those in Γ represent the rate of heat supplied by the radiators to the two
zones, respectively. The disturbance is modelled as independent and identically
distributed standard normal distributions w(t), rescaled by




.05 −.02 0 0 0
0 0 0 .05 0


0 0 0 and Dw =
Bw = −.02 .05
.
0 0 0 0 .05
0
0
0.1 0 0
The upper block in Bw represents random heat transfers, caused for example by
people moving within and between zones, whereas the lower element in the third
column represents the stochastic nature of the fluctuation in the outside temperature. The values in Dw define the standard deviation of the additive disturbance on
the temperature sensors in the first zone and in the ambient. y(t) is the stochastic
signal that can be measured, whereas the specification is defined over z(t) (zone
temperatures). Note that the noise acting on the measurements is independent of
T
= 0.
the noise on the state transitions, because Dw Bw
We consider the realistic situation where a sensor failure in zone 2 is discovered.
At time t = 0 the initial state variables is not known to the control system but can
be modelled as x(0) ∼ N (x0 , P0 ) with x0 = [16 16 0]T and


0 0
0
P0 = 0 1 .3 .
0 0.3 2
The objective is to design an output-based, correct-by-design controller, such that
the temperature trajectories z(t) = (x1 (t), x2 (t)) eventually both take values in the
2
interval [20.5, 21] , and remain within this interval thereafter.1 The controller is
T
initialised with x̄(0) = x̂(0) = [16 16 0] .
The dynamics of the noiseless model M̄ are solely governed over the first two
states, where the correct-by-design controller for the given specification is designed. We synthesise M̄C by PESSOA [Mazo Jr et al., 2010], where the discretetime dynamics are further discretised over state and action spaces: we have selec2
ted a state quantisation of .05 over the range [15, 25] , and an input quantisation of
2
.05 over [10, 30] . Figure 4.4 displays (continuous blue line) the state trajectory of
the obtained correct-by-design system M̄C : it can be observed that the controller
regulates the model to eventually remain within the target region.
Next, we are interested in refining the designed controller to the concrete (noisy)
model of the system based on noisy output measurements of the first zone and of
the ambient. As a first attempt we implement the controller based on a feedforward architecture, where Ff f := ū(t). This is what we would obtain applying the
results in [Zamani et al., 2014]. It can be observed in Figure 4.4 (circled red realisation) that a trajectory (x1 (t), x2 (t)) in M̄C ×Ff f M deviates substantially from the
desired temperature range. In Table 4.1 the accuracy of this feedforward interface
is given. As a second design, we implement the structure in Figure 4.3, where the
1 This

property can be formally expressed as an “eventually always” specification in LTL.
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21
21.25

Temperature 2

Temperature 2

20
19
18
17
16

21
20.75
20.5
20.5 20.75 21 21.25

14
16

17

18

19

20

Temperature 1

21

Temperature 1

M̄C

MC

Feedforward

Figure 4.4: Simulation outcomes for controlled models: M̄C denotes state-based
control of the noiseless model realisation [Mazo Jr et al., 2010]; MC is the outputbased control of the Gaussian process model (4.15); Feedforward denotes feedforward design using M̄C .

1

−1

−1

x1
x2
x3

−3

−5

x3 (t)

x(t) − x̂(t)

1

−3

−5
0
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time

0

30 60 90 120 150 180 210

time

Figure 4.5: (Left plot) Error in state estimation for MC ; (Right plot) Deviation
from mean ambient temperature.
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Table 4.1: Error Bounds – Accuracy of the controlled systems based on the interface. With respect to the given initialisation the accuracy is defined by εx0 and for
t√ → ∞ the accuracy is
given as ε∞ . The estimates ε̂x0 ,100 and ε∞ are computed as
q
Ê1:100 kz(t)−z̄(t)k22 and Ê102 :4×103 kz(t)−z̄(t)k22 respectively, with the empirical mean comPj
1
puted as Ei:j x=j−i
k=i x(k).

M̄C ×Ff f M
MC

εx0

ε∞

ε̂x0 ,100

ε̂∞

3.9618
2.1194

0.4890
0.1284

1.9961
0.5184

0.4845
0.1240

gains F, L, are selected as detailed Section 4.4.e to be the Kalman gain and the optimal gain F , respectively. The resulting F is equal to the optimal LQ gain. Since
we presume in the design that the initialisation is optimal, the observer gain is the
Kalman gain. The resulting design values are




−0.5201 −0.0333
−13.42 −0.964 −0.5759


0.2239
−0.0262
and F =
.
L=
−1.044 −14.63 −0.414
−0.0022 −0.8196
A trajectory (crossed grey line in Figure 4.4) realised from
MC := M̄C ×Fg (MkO(M))
and based on the previous noise realisation ends up close to the desired temperature range. This substantial improvement with respect to the feedforward interface
is also quantified in Table 4.1 . Figure 4.5 displays the error of the state estimation
x(t) − x̂(t) of MC (upper plot): it can be observed that the estimated state converges to a region close to the exact state. The lower plot in Figure 4.5 provides a
simulation of the deviation of the ambient temperature from its mean.

4.6

Conclusions

In this work, we have shown that correct-by-design controllers can be extended to
work on stochastic partially-observable LTI systems, as long as the LTI system is
detectable and stabilisable. We have developed a hierarchical design method that
hinges on the design of a state-observer and interface, verified with matrix inequalities. Bounds on the accuracy loss within the hierarchical control refinement
have been expressed via the expected 2-norm. The computation of the accuracy
loss has been defined based on matrix inequalities. These inequalities have been
shown to be similar to those for LQG control problems. The next chapter focusses
on this type of matrix inequalities, and develops new theoretical results that enable the constructive synthesis of correct-by-design control.

4.6 Conclusions
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List of Symbols
General
d

Distance measure or metric, d : Z × Z → [0, ∞)

LTI models
M
Z
Bz
Bzε
Σ

LTI model as in (4.1) or (4.2).
Observation space where specifications are defined
Set of traces in Z
Point-wise expansion of Bz
Finite alphabet with Σ := 2AP

Lab
g
C
MC
M̄
M̄C
TSa ×F TSb

Labelling map Lab : Z → Σ; induces partitioning of Z
The sensor function, generally y(t) = Cx(t) + [Dw w(t)]
Controller
Controlled model
State-observable and deterministic abstraction of M
Controlled M̄
Feedback composition over interface F

O(M)
L

Luenberger observer for M
Observer gain

F
Fg
F

Interface function, cf. Definiton 4.4
Sensor-based interface function
State-feedback gain in interface

Transition systems
TS
Z
R
S
∼B
εS
∼εB

Transition system
Observation space for transition system
Relation over Cartesian product of the state spaces of two models
Preorder over the class of transition systems sharing an observation space. TSa S TSb : TSa is simulated by TSb
Equivalence relation over the class of transition systems sharing
an observation space. TSa ∼B TSb : TSa and TSb are bisimilar
Preorder over the class of transition systems sharing an observation space. TSa εS TSb : TSa is approximately simulated by TSb
Equivalence relation over the class of transition systems sharing
an observation space. TSa ∼εB TSb : TSa and TSb are approximately bisimilar
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Temporal logic
ψ
π
true
AP
pi
¬
∧
∨
U
2

2k

LTL specifications
word (or string) composed of letters of the alphabet Σ
True
Set of atomic propositions
Atomic proposition in AP
Negation
And operator
Or operator
Temporal modality for next
Temporal modality for until
Temporal modality always, referring to the unbounded invariance (or safety)
Temporal modality referring to the k bounded invariance

When asked what it was like to set about proving something, the mathematician likened proving a theorem to seeing the peak of a mountain and trying to climb to the top.
One establishes a base camp and begins scaling the mountain’s sheer face, encountering obstacles at every turn, often
retracing one’s steps and struggling every foot of the journey. Finally when the top is reached, one stands examining
the peak, taking in the view of the surrounding countryside
and then noting the automobile road up the other side!
Robert J. Kleinhenz

5

A separation theorem for guaranteed
performance through matrix
inequalities

The usage of convex optimisation programs that leverage linear matrix
inequalities allows for numerical solutions to the design of an outputfeedback controller with respect to H2 performance. As decreed by the
classical separation theorem for the related LQG control problem, the H2
control problem admits an optimal solution in terms of optimal solutions
to the separate optimal state-estimation and state-feedback design problems. This chapter details a new and alternative proof of this separation
theorem. Developed for the H2 output-feedback control problem, the
proof is built up using only techniques for (linear) matrix inequalities.
Additionally, sub-optimal solutions to the output-feedback control problem are analysed. We show that feasible but sub-optimal solutions of the
state-feedback and the state-estimation problem yield a complete solution with guaranteed H2 performance. Further, we briefly touch upon the
implications of these results on the potential reduction in computational
complexity and their usage for multi-objective control design. We extend
the applicability of these results to output-based hierarchical control refinement. As such we present a constructive approach to the output-based
controller refinement.
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Introduction

In control theory, the separation principle usually refers to a controller synthesis
methodology in which a state estimator is designed independently from a statefeedback regulator so as to result in a controller that processes measurements to
control inputs. A classical example is the linear quadratic Gaussian control problem for a linear time invariant plant in which an optimal controller is obtained as
the interconnection of a Kalman filter that minimises the asymptotic covariance of
a state-estimation error and the optimal solution of the linear quadratic regulator
problem. Or alternatively, consider the design of an output-feedback controller
minimising the H2 -norm of the closed-loop system. In these cases, the separation
principle leads to an optimal controlled system and one refers to the separation
theorem instead of a principle.
There has been a consistent trend to perform computations for optimal control
design problems in the realm of convex optimisation programs defined through
the feasibility conditions of linear matrix inequalities. Such a phrasing in the context of convex optimisation is well known for the H2 output-feedback control
design problem, but until today it has been restricted to yield a full, that is unseparated, parameterisation of the controller design. In this chapter, we show that
the feasibility conditions of the fully parameterised H2 output-feedback problem
can be replaced by separated feasibility conditions related to the estimator and
state-feedback designs for a control structure parameterised with the estimator
and feedback gains. In particular, we establish separable feasibility conditions related to estimator and state-feedback designs expressible as matrix inequalities.
As a result of this, we obtain a new and alternative proof of the classical separation theorem newly phrased and proven within the realm of matrix inequalities
and convex optimisation. As a part of this proof, we also show that any pair of
suboptimal solutions to the state estimator and feedback problems gives a suboptimal solution to the output-feedback problem.
These results have particular relevance for multi-objective design problems where
upper-bounds on achievable or realised performance are explored to meet additional design specifications. Separation of feasibility tests of underlying convex
optimisation problems may provide substantial insight and simplify the design
process for structured and multi-objective controllers. This is also shown in the
secondary part of this chapter. Where we show leverage the separation results
for the automatised or algorithmically implementable hierarchical control refinement in the output-based setting introduced in the previous chapter. We tackle the
design as a lexicographic optimisation problem. This is a type of multi-objective
optimisation that relies on an ordering of objectives. More precisely, we prioritise
the accuracy loss, but we allow for a small deviation from its optimal to yield a
better performance.
The separation theorem was first proven for continuous-time models in the late
1960 by Wonham [1968]. For discrete-time models the separation theorem can be
proved by using dynamic programming; early work on this topic includes the
work of Joseph and Tou [1961] and Striebel [1965]. An excellent survey paper that
followed the different proofs of the separation theorem was written by Witsen-
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hausen [1971]. A more recent proof, given by Davis and Zervos [1995], exploits
Lagrange multipliers to prove the separation theorem for quadratic performance
objectives in the discrete-time case.
The solution of the H2 optimal control problem is related to the non-negative
solutions of discrete-time algebraic Riccati equations. Analysis of these associated discrete-time algebraic Riccati equations can be found in [Caines and Mayne,
1970b, Ionescu and Weiss, 1993] (with a correction of [Caines and Mayne, 1970b]
in [Caines and Mayne, 1970a]), which provides sufficient conditions for minimality, convergence, uniqueness and stability of solutions to the discrete-time matrix
Riccati equations.
Structure of the chapter In the next section, we elucidate the problem statement
with respect to the H2 -performance bounds. Based on the background review of
optimal observer and state-feedback design in Section 5.3, Section 5.4 contains the
main result and proves the separation theorem via matrix inequalities. Section
5.5 discusses a number of corollaries of the main results. Then, in Section 5.6
we give the control refinement problem present in case of hierarchical controller
design. As specific cases of this problem the computational problems present in
the previous chapter are recovered.
Subsequently, in Section 5.7 results for the control refinement problem are given.
Conclusions are summarised in Section 5.8.

5.2
5.2.a

Problem statement for guaranteed H2 performance
The H2 norm

The H2 norm of a discrete-time stable system is given by
s
Z π
1
tr [T (ejω )T (ejω )∗ ] dω
kT kH2 =
2π −π
where T (z) = C(zI − A)−1 B is the transfer function and A, B, C are real matrices
of appropriate dimension. If this realisation is minimal, then it is well known that
kT k2H2 = tr(CYC T )
where Y  0 is the positive-definite solution of the Lyapunov equation Y −
AYAT − BBT = 0. Upper-bounds on the H2 norm are characterised as follows.
Proposition 5.1 The following statements are equivalent:
1. kT kH2 < λ and all the eigenvalues of A are in the open unit disk;
2. there exists a Y  0 such that
Y − AYAT − BBT  0,

tr(CYC T ) < λ2 ;

(5.1a)
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3. there exists an X  0 such that
X − AT X A − C T C  0,
4. there exists a Y and a Z such that


Y YC T
 0,
CY
Z

tr(B T X B) < λ2 ;

tr Z < λ2 ,

(5.1b)

(5.1c)

Y − AYAT − BBT  0;

5. there exists an X and a Z such that


X
XB
 0,
BT X
Z

tr Z < λ2 ,

(5.1d)

X − AT X A − C T C  0.

5.2.b

System description

Let there be a system M whose dynamics are given by the mathematical model
x(t + 1) = Ax(t) + Bu(t) + Bw w(t)
y(t) = Cx(t) + Dw w(t)
z(t) = Cz x(t) + Dz u(t)

(5.2)

where x(t) ∈ Rn is the state, u(t) ∈ Rm is the control input, y(t) ∈ Rp is the measured output available for control, and z(t) ∈ Rq is the (unmeasured) performance
output. A, B, C are real matrices of appropriate dimensions. The system is subject
to stochastic disturbances w(t) ∈ Rwn on its state transitions and on its measurements, modelled via a white noise sequence with a standard Gaussian distribution, i.e., N (0, Iwn ). The signals z(t) ∈ Rq are used to define performance. In
contrast to the measured output y(t), the structure of which is physically specified
by the sensors attached to the system, the choice of Cz and Dz can be adapted to
the design requirements.
Throughout this chapter, we will make the following assumptions.
Assumption 5.1
1. (A, B) is stabilisable and (C, A) is detectable;
T
2. Dw Bw
= 0 and DzT Cz = 0.

The last condition, targeting both the independence of the noise terms and of the
performance indices, is used throughout the chapter for notational brevity. Additionally, the results on optimality are proven via Riccati equations under the
following additional hypotheses.
Assumption 5.2
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T
1. DzT Dz  0 and Dw Dw
 0;

2. (Cz , A) is observable and (A, Bw ) is controllable.

5.2.c

Controller and controlled system

Consider the set of possible controllers K for which a given element K ∈ K is
defined as
xK (t + 1) = AK xK (t) + BK y(t)
uK (t) = CK xK (t).

(5.3)

The interconnection of system (5.2) with controller (5.3) is defined by setting uK =
u and yields the controlled system

with

ξ(t + 1) = Aξ(t) + Bw(t)
z(t) = Cξ(t)


5.2.d

A
C

B
0





A

B
=
KC
Cz

BCK
AK
D z CK

(5.4)

Bw
BK D w  .
0

(5.5)

Controller design

Consider the objective to choose the control parameters (AK , BK , CK ) such that
the controlled system (5.4) is stable and has minimal H2 norm:
λinf :=

inf

λ,Y,K∈K

subject to:

λ
q

tr(CYC T ) < λ

Y  0,

(5.6)

Y − AYAT − BBT  0.

By Proposition 5.1, the equivalent dual problem is formulated as
λinf =

inf

λ,X ,K∈K

subject to:

λ
q

tr(B T X B) < λ

X  0,

(5.7)

X − AT X A − C T C  0.

Generally the objective is twofold: one aims to compute the optimal value λinf and
to find, if it exists, an optimal controller K∗ such that, for each λ > λinf , there exists
a Y (respectively X ) for which the inequalities in (5.6) (respectively (5.7)) are satisfied. Viewed as a synthesis problem in the controller parameters (AK , BK , CK ) for
some fixed λ > 0, the H2 optimal control problem admits a numerically efficient
solution through polynomial time methods [Boyd et al., 1994, Scherer et al., 1997]
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by conversion to a convex optimisation problem with constraints given as linear
matrix inequalities.
Considering the optimal control problem, we first notice that the formulation of
the linear quadratic Gaussian (LQG) problem for linear time-invariant systems
reduces to this H2 control problem, and is solvable via linear matrix inequalities
(LMI’s). Surprisingly, the separation theorem for the stochastic interpretation of
the LQG problem, c.f. [Witsenhausen, 1971], has not yet been deduced using a
formulation with matrix inequalities.
Following the separation principle, the optimal solution of the H2 control problem
is the composition of the Kalman filter (which represents the mean of the sufficient
statistic and the optimal state estimator) and an optimal static state-feedback controller. In this work we want to prove that this principle also holds for the separation
of matrix inequalities. More precisely, we want to develop a separation theorem
on the basis of matrix inequalities in which feasibility of the separated matrix inequalities defines a controller, which yields guaranteed H2 performance as it is
also feasible with respect to the associated matrix inequalities (5.6), or equivalently (5.7). We note that feasible solutions of the separated matrix inequalities
define sub-optimal solutions to the state-estimation and state-feedback problems.
As such, we relate both feasible (i.e. sub-optimal) solutions and optimal solutions
of the separate design problems to the original output-feedback control problem.
Thus, we analyse under which conditions (sub-)optimal solutions of the stateestimation problem
inf

Q0,L

tr Cz QCzT

(5.8)

s.t. Q − (A + LC)Q(A + LC)T − (Bw + LDw )(Bw + LDw )T  0

(5.9)

and of the state-feedback problem
inf

F,P 0

T
tr Bw
P Bw

(5.10)

s.t. P − (A + BF )T P (A + BF ) − (Cz + Dz F )T (Cz + Dz F )  0

(5.11)

can be used to find a (sub-)optimal solution to the output-feedback problems of
(5.6) and (5.7). These two problems will be detailed in the next section.

5.3

Background: optimal control and linear matrix inequalities

5.3.a

State-estimation problem

Extracted from system (5.2), we consider the following equations
x(t + 1) = Ax(t) + Bu(t) + Bw w(t)
y(t) = Cx(t) + Dw w(t).

(5.12)

5.3 Background: optimal control and linear matrix inequalities
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For this system we design a state observer as
x̂(t + 1) = Ax̂(t) + Bu(t) + L (ŷ(t) − y(t)) ,
ŷ(t) = C x̂(t).

(5.13)

The objective is to find the observer gain L that minimises the asymptotic variance
of the estimation error


lim E Cz (x(t) − x̂(t))(x(t) − x̂(t))T CzT
t→∞

for
that the state-error covariance matrix Qt :=
 some given choice of Cz .Recall

E (x(t) − x̂(t))(x(t) − x̂(t))T then evolves according to
Qt+1 = (A + LC)Qt (A + LC)T
+ (Bw + LDw )(Bw + LDw )T .
At each time instance choosing the estimator gain as Lt = −AQt C T (CQt C T +
T −1
) yields the smallest variance. Of interest to us is the choice of a conDw Dw
stant L leading to the smallest asymptotic variance. The latter is computed as the
positive semi-definite solution of the fixed point equation
Q = (A + LC)Q(A + LC)T + (Bw + LDw )(Bw + LDw )T ,
and it exists for any L for which (A + LC) is stable (Schur). We refer to matrices as
Schur when all eigenvalues are in the open unit disk. To find the optimal gain, we
consider the positive semi-definite solutions of the corresponding discrete-time
algebraic Riccati equation (DTARE)
T
T −1
AQAT − Q + Bw Bw
− AQC T (CQC T + Dw Dw
) CQAT = 0 .

(5.14)

T
We say that Q is a solution to (5.14) if Q = QT , (CQC T + Dw Dw
) is invertible
and if Q satisfies the equation (5.14). Of interest are the solutions that give (semi)stabilising dynamics, referred to as strong solutions [Bitmead et al., 1985] and
defined next.

Definition 5.2 (Strong solution) A real symmetric positive semi-definite solution Q∗
of the DTARE (5.14) is called a strong solution if the corresponding closed loop matrix
T −1
A − L∗ C with L∗ := −AQ∗ C T (CQ∗ C T + Dw Dw
)

has all its eigenvalues in the closed unit disk. A strong solution is called a stabilising if
A − L∗ C has all its eigenvalues in the open unit disk (i.e. Schur).
Let Q∗ be the strong solution of the DTARE. Then the optimal value of the estimation problem (5.8)-(5.9) is given by tr(Cz Q∗ CzT ). If Q∗ is the stabilising solution
of the DTARE, the optimum is actually attained and the optimal observer gain
yielding the minimal asymptotic variance is given as L∗ := −AQ∗ C T (CQ∗ C T +
T −1
Dw Dw
) , the well known Kalman gain.
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T
Recall that the strong solution Q∗ exists if (C, A) is detectable and if Dw Dw
0
T
and Dw Bw = 0 hold (cf. Assumptions 5.1- 5.2.1); we emphasise that the last propT
erty, i.e. Dw Bw
= 0, just serves to simplify notations all throughout the paper. If,
in addition, (A, Bw ) is stabilisable, then the strong solution is actually stabilising
and can be characterised as the unique positive semi-definite solution of (5.14). In
case that (A, Bw ) is controllable then Q∗ is positive definite. We refer to [Bitmead
et al., 1985, Caines and Mayne, 1970b] for details on this Riccati equation. Results
T
on existence of (stabilising) strong solutions, not dependent on Dw Dw
 0 can be
found inter alia in [Ionescu and Weiss, 1993, Stoorvogel and Saberi, 1998].

In summary, the relation of Q∗ with problem (5.8)-(5.9) can be expressed as follows.
Proposition 5.3 Under Assumption 5.1- 5.2.1 the DTARE (5.14) admits a strong solution Q∗ and
inf
tr(Cz QCzT ) = tr(Cz Q∗ CzT ).
Q0, L s.t. (5.9)

Thus, instead of employing the Riccati equation (5.14) the optimal estimator gain
can also be found through the feasibility of inequalities in (5.9). For this we can
leverage efficient numerical solution techniques based on interior point methods.
These polynomial time algorithms [Boyd et al., 1994] allow us to obtain stabilising
estimator gains that achieve performance levels arbitrary close to the optimal one.
Further, we introduce the following properties of interest for the derivation in the
T

next section under the standing Assumption 5.1 and for DzT Dz  0 and Dw Dw
0.
Proposition 5.4 Let Assumptions 5.1- 5.2.1 hold. Let Q∗ be the strong solution of
(5.14). Then the following properties hold
1. if Q and L satisfy (5.9), then Q  Q∗ ;
2. for any ε > 0 there exists Q and L satisfying (5.9) such that Q∗ + εI  Q;
3. if Q and L satisfy (5.9), then also Q and the updated gain
T −1
L+ := −AQC T (CQC T + Dw Dw
)

satisfy (5.9).

5.3.b

Optimal state-feedback controller

The case that the full state is available for control can be distilled from system (5.2)
by taking y = x and results in the equations
x(t + 1) = Ax(t) + Bu(t) + Bw w(t)
z(t) = Cz x(t) + Dz u(t).

5.3 Background: optimal control and linear matrix inequalities
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For a linear static state-feedback u(t) = F x(t) the closed-loop dynamics are
ξs (t + 1) = (A + BF )ξs (t) + Bw w(t)
z(t) = (Cz + Dz F )ξs (t) .
In this setting the objective is to minimise limt→∞ E[z(t)T z(t)]. Note that limt→∞
E[z(t)T z(t)] can be written as


tr (Cz + Dz F ) lim E[ξs (t)ξs (t)T ](Cz + Dz F )T .
t→∞

If (A + BF ) is stable (Schur, i.e., has all eigenvalues in the open unit disk) then
lim E[ξs (t)ξs (t)T ] = W

t→∞

where W  0 satisfies
T
W = (A + BF )W (A + BF )T + Bw Bw
.

The state-feedback problem amounts to minimising the output variance
limt→∞ E[z(t)T z(t)] and is equal to

inf tr (Cz + Dz F )W (Cz + Dz F )T
W 0,F

T
s.t. W − (A + BF )W (A + BF )T − Bw Bw
 0.

(5.15)

By Proposition 5.1 this is reformulated to (5.10)-(5.11) as
inf

P 0,F

T
tr Bw
P Bw

s.t. P − (A + BF )T P (A + BF ) − (Cz + Dz F )T (Cz + Dz F )  0 .
From the similarity with the previous subsection, under Assumptions 5.1 and 5.2,
this problem admits an optimal gain F ∗ = −(B T P ∗ B + DzT Dz )−1 B T P ∗ A where
P ∗ denotes the stabilising solution of the DTARE
AT P A − P + CzT Cz

− AT P B(B T P B + DzT Dz )−1 B T P A = 0.

(5.16)

In parallel with the state-estimation problem, if (A, B) is stabilisable and DzT Dz 
0 as well as DzT Cz = 0 (cf. Assumption 5.1-5.2.1) then the strong solution of (5.16)
exists. If, in addition, (Cz , A) is detectable then the strong solution is stabilising
(i.e. A + BF ∗ has its eigenvalues in the open unit disk) and can be characterised as
the unique positive semi-definite solution of (5.16). Under the conditions of both
Assumption 5.1 and 5.2, the stabilising solution P ∗ is positive definite.
Similar to Proposition 5.3, under the standing Assumption 5.1 and DzT Dz  0,
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(5.16) admits a strong solution P ∗ , and
inf

F, P 0 s.t. (5.11)

5.3.c

T
T ∗
tr(Bw
P Bw ) = tr(Bw
P Bw ).

(5.17)

Solving the separate problems with linear matrix inequalities

As mentioned before the individual state-estimation and state-feedback problems
can be rewritten as convex optimisations subject to linear matrix inequalities. Consider first the state-feedback problem. The state-feedback problem, cf. (5.11)-(5.10),
can be rewritten as a convex optimisation problem with linear matrix inequalities,
that is
inf

W,R,Z,γ

γ


Z
subject to
Bw



T
Bw
 0,
W

tr(Z) ≤ γ,

W
(AW + BR)T
 (AW + BR)
W
(Cz W + Dz R)
0

(5.18)

(Cz W + Dz R)T
  0.
0
I

The last inequality is derived from (5.11) as follows




 P 0
(A + BF )
T
T
(Cz + Dz F )
P − (A + BF )
0
0 I (Cz + Dz F )


P
(A + BF )T (Cz + Dz F )T
 (A + BF )
  0.
P −1
0
(Cz + Dz F )
0
I
Define W := P −1 and R := F W and do a congruence transform with


diag( W I I ). This gives


W
(AW + BR)T (Cz W + Dz R)T
 (AW + BR)
  0,
W
0
(Cz W + Dz R)
0
I

T
that is, a linear matrix inequality in W and R. We introduce Z − Bw
P Bw  0 and
rewrite it as


T
Z Bw
 0,
Bw W

to obtain the formulation in (5.18).
In the same way, the state-estimation problem can now be rewritten with M := Q−1
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and S = M L̃ as
inf

γ

Z
subject to T
Cz

(5.19)

M,S,Z,γ



Cz
,
M



tr(Z) ≤ γ

M
(M A + SC)
 (M A + SC)T
M
(M Bw + SDw )
0

(5.20)

(M Bw + SDw )
  0.
0
I

(5.21)

The aforementioned problems are feasible under the assumption of detectability
of the system matrices (C, A) for (5.18) and the stabilisability of (A, B) for (5.19).
Optimal solutions can be found under Assumptions 5.1-5.2.

5.4
5.4.a

Separation theorem via matrix inequalities
Introduction

In this section, we derive the separation theorem via matrix inequalities. More
precisely, we prove that optimal solutions of the separate problems (5.8)-(5.9) and
(5.10)-(5.11) yield, once combined, an optimal solution to the H2 problem. As an
important side result, we relate feasible solutions of the separate problems (5.8)
and (5.10) to output-feedback controllers with bounded H2 performance by showing how solutions of (5.8) and (5.10) define feasible solutions of the H2 problem
(5.6). We start from the standard H2 -controller design problem in (5.6), that is, a
minimisation of λ (quantifying the performance) over the set of allowed controllers K subject to a set of strict matrix inequalities.
Firstly, we determine a lower bound on the infimum of the controller design problem by loosening the matrix inequalities to necessary conditions (cf. Section 5.4.b).
The obtained lower bound is a function of the separate control problems in estimation and feedback. The results are built upon a transformation of the matrix
inequalities in (5.6) that yields a structurally more beneficial set of constraints.
Secondly in Section 5.4.c, starting again from these new matrix inequalities, we
quantify performance λ of controllers composed from feasible solutions of the
separated state-estimation and feedback problems.
The combination of the above results allows us to recover optimality (cf. Section 5.4.d), and yields a new separation theorem. Under assumptions on the
solution of the corresponding Riccati equations we show that the combination of
the optimal solutions of the state-estimation problem (5.8) and the state-feedback
problem (5.10), defines the optimal controller K∗ .
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Lower bound

As a first step to the separation principle via LMIs, we determine a lower bound
for the infimum in the H2 -controller design problem in (5.6).
Theorem 5.5 Let Q∗ and P ∗ be strong solutions of the DTARE for the filtering problem
(5.14) and for the feedback problem (5.16), respectively. Define
λ20 := tr(Cz Q∗ Cz )
T −1
+ tr(AQ∗ C T (CQ∗ C T + Dw Dw
) CQ∗ AT P ∗ ).

(5.22)

Then for any K ∈ K, Y, λ > 0 subject to (5.6), i.e.
q
tr(CYC T ) < λ, Y − AYAT − BBT  0 and Y  0
λ is lower bounded by λ0 , that is, λ > λ0 .
The above theorem is newly proven via matrix inequalities and uses a transform
that will also be crucial in the subsequent results in Section 5.4.d and Section 5.4.c.
Proof: Suppose λ > λinf and let K ∈ K be a controller that achieves (5.6). By
expanding the controller realisation (AK , BK , CK ) with stable uncontrollable or
stable unobservable modes we can assume that dim(AK ) ≥ dim(A). Let Y  0
satisfy (5.6) and partition Y accordingly with A as


Y
U
.
Y=
U T Ȳ
Then U is wide and we can assume that U has full row rank (possibly after a small
perturbation of Y, since the inequalities in (5.6) are strict). Define V := −Ȳ −1 U T
and X := Y + U V . Then




I VT
X
0
S :=
and R :=
Y −X U
0 −V T
satisfy SY = R and

RS T = SRT =


X
0


0
.
Y −X

Since V has full column rank, S will have full row rank. By congruence, this
means that Y  0 implies that SYS T = RS T  0, and thus also that Y − X  0.

Part I: Keeping equivalence.
Based on Proposition 5.1 we can expand the matrix inequalities in (5.6), from the
form of (5.1a) to (5.1c) with auxiliary Z, subject to tr Z < λ2 . Note that Y −AYAT −
BB T  0 can be written as


Y − BB T − AY Y −1 (AY)T  0
and expanded further with a Schur complement. Pre- and post-multiplying the
resulting inequalities with the appropriate full rank matrices of S, specifically
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diag(S, Iq ) and diag(S, S) and their respective transposes, gives




RS T RC T
RS T − SBBT S T SART

0
,
 0.
CRT
Z
RAT S T
RS T
Written out we obtain, respectively,
"

X
0
XCzT
T
0
Y −X
(Y −X)CzT +U CK
DzT
Cz X Cz (Y −X)+Dz CK U T
Z

#
 0,

and


T
T
T
X−Bw Bw
−V T BK Dw Dw
BK
V
∗
T
T
T
T
T
V
B
D
D
B
V
Y −X−V T BK Dw Dw
BK
V
K w w K

T
T
XAT +XC T BK
V
−XC T BK
V
T
T
T
T
T
T
T
(Y −X)AT +U AT
K V +U CK B +(Y −X)C BK V −U AK V −(Y −X)C BK V

(5.23)

∗
∗
∗
∗
X
∗
0 Y −X


  0.
(5.24)

We now introduce the following abbreviations
∆ := Y − X,

L := V T BK ,

F := CK U T ∆−1 ,
and,

ATδ := ∆−1 U ATK V − (A + BF + LC)T .

As such (5.23) and (5.24) are simplified and given, in order, as follows


X
0
XCzT
0
∆
∆CzT +∆F T DzT
Cz X Cz ∆+Dz F ∆
Z


 0.

(5.25)

and
T
T T
X−Bw Bw
−LDw Dw
L
∗
T T
T T
LD
D
L
∆−LDw Dw
L
w w

X(A+LC)T
−XC T LT
∆AT
∆(A−Aδ +BF )T
δ



∗
∗
X
0



∗
∗ 
∗
∆

0

By taking a Schur complement over the latter inequality, we obtain an (n + n) ×
(n + n) matrix inequality,


(block 1)
(off diag.)
0
(5.26)
T
(off diag.)

(block 2)

with
T
T T
(block 1) := X − (A + LC)X(A + LC)T − Bw Bw
− LDw Dw
L − Aδ ∆ATδ ,

T T
(off diag.) := −Aδ ∆(A − Aδ + BF )T + LDw Dw
L + (A + LC)XC T LT ,

T
(block 2) := ∆ − (A + BF − Aδ )∆(A − Aδ + BF )T − L(Dw Dw
+ CXC T )LT .

Feasibility of (5.6) for a given (Z, Y, AK , BK , CK ) implies that the obtained inequalities (5.25) and (5.26) are feasible. Hence the inequalities derived in this part
represent necessary conditions for (5.6). For the solutions with a square invertible
U , (5.25) and (5.26) represent both necessary and sufficient conditions for (5.6).
Part II: Extracting necessary conditions from (5.26)
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We consider (5.26) and obtain two necessary conditions. The first allows us to
argue that X  Q∗ is guaranteed. This follows by looking at the upper diagonal
block element of (5.26), which implies
T
T T
X − (A + LC)X(A + LC)T − Bw Bw
− LDw Dw
L  0.

(5.27)

Both (5.27) and X  0 are necessary conditions of X. Therefore based on ProposT
ition 5.4 it follows that X  Q∗ . Remark that, as mentioned before, Bw Dw
= 0 is
assumed for notational brevity.

A second necessary condition with respect to state-feedback is recovered next. We
distill from (5.26) a necessary condition as
 T 
 
(block 1) (off diag.)
I
I
 0,
(off diag.)T (block 2)
I
I

(5.28)

and obtain the following inequality
T
∆ + X − A(∆ + X)AT − Bw Bw

− (A∆F T B T ) − (A∆F T B T )T − (BF )∆(BF )T  0 .

With as goal the replacement of X by Q∗ in this inequality, we now re-introduce
Y , CK and U via F = CK U T ∆−1 and ∆ = Y − X, this gives
T T
Y − AY AT − BCK U T (Y − X)−1 U CK
B

T T
T T T
T
− (AU CK
B ) − (AU CK
B ) − Bw Bw
 0.

Since Y − X  0, this is equivalent to


Y −X
∗
T T
T T
T T T
T  0.
U CK
B
Y − AY AT − (AU CK
B ) − (AU CK
B ) − Bw Bw
We add the following positive semi-definite matrix


X − Q∗
0
T
T −1
0
AQ∗ AT − Q∗ + Bw Bw
− AQ∗ C T (CQ∗ C T + Dw Dw
) CQ∗ AT
and get


Y − Q∗
∗
U C T B T
T T
T T T 
K
(Y − Q∗ ) − A(Y − Q∗ )AT − (AU CK
B ) − (AU CK
B )   0.

T −1
−AQ∗ C T (CQ∗ C T + Dw Dw
) CQ∗ AT
T T
With the substitutions ∆∗ := Y − Q∗ and F∗ := CK
U ∆∗ −1 and taking the Schur
complement, we obtain the second necessary inequality
T −1
∆∗ − (A + BF∗ )∆∗ (A + BF∗ )T− AQ∗ C T (CQ∗ C T + Dw Dw
) CQ∗ AT  0. (5.29)
T −1
Since AQ∗ C T (CQ∗ C T + Dw Dw
) CQ∗ AT is positive semi-definite, we can ex-
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T
press this matrix as B̃w B̃w
and obtain
T
∆∗ − (A + BF∗ )∆∗ (A + BF∗ )T − B̃w B̃w
 0.

(5.30)

We emphasise the relevant fact that (5.29) assumes the form of the inequality
(5.15).
Part III: Extracting necessary conditions from (5.25)
To compute the lower bound λ0 on the H2 controller design problem we now
also consider the inequality (5.25) related to performance. Again we want to get
inequalities for F∗ and ∆∗ . Therefore we re-introduce Y , CK and U via F =
CK U T ∆−1 and ∆ = Y − X, which gives


X
∗
∗
 0
Y −X
∗  0 .
T
Cz X −Cz (Y − X) − Dz CK U
Z
Via subsequent Schur complements, this is equivalent to
T
T
T
Z − Cz Y CzT − Cz U CK
DzT − (Cz U CK
DzT )T − Dz CK U T (Y − X)−1 U CK
DzT  0,

and


(Y − X)
Dz CK U T


T
U CK
DzT
 0.
T
T
Z − Cz Y CzT − Cz U CK
DzT − (Cz U CK
DzT )T

Since we assured that X  Q∗ is a necessary condition, we infer


(Y − Q∗ )
∗
 0.
T
T
DzT )T
DzT − (Cz U CK
Dz CK U T Z − Cz Y CzT − Cz U CK
Taking the Schur complement and substituting ∆∗ and F∗ gives
Z − (Cz + Dz F∗ )∆∗ (Cz + Dz F∗ )T − Cz Q∗ CzT  0 .
Thus Z  (Cz + Dz F∗ )∆∗ (Cz + Dz F∗ )T + Cz Q∗ CzT and since the trace operation
(tr) is a monotonic operation with respect to () it follows that any feasible λ is
bounded from below as


λ2 > tr (Cz + Dz F∗ )∆∗ (Cz + Dz F∗ )T + tr Cz Q∗ CzT
for the given choices of F∗ and ∆∗ . Given the necessary constraint (5.29) a lower
bound on λ2 is found by solving the following optimisation problem
inf

∆∗ 0,F∗

tr (Cz + Dz F∗ ) ∆ (Cz + Dz F∗ )

T

s.t. (5.29): ∆ − (A + BF∗ )∆∗ (A + BF∗ )T

T −1
− AQ∗ C T (CQ∗ C T + Dw Dw
) CQ∗ AT  0.

The above infimum is equal to the optimal value of a state feedback controller
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design problem with gain F and a disturbance input matrix B̃w . As iterated in
Section 5.3.b and (5.15), this state-feedback problem can rewritten into its dual
form based on Proposition 5.1

T −1
inf tr AQ∗ C T (CQ∗ C T + Dw Dw
) CQ∗ AT P
P 0,F∗

s.t. P − (A + BF∗ )T P (A + BF∗ )

− (Cz + Dz F∗ )T (Cz + Dz F∗ )  0 .

Since P ∗ is the strong solution of the related DTARE, (5.17) shows that the optimal
T
T ∗
T ∗
, we end
P ). By recalling the definition of B̃w B̃w
P B̃w ) = tr(B̃w B̃w
value is tr(B̃w
up with
T )−1 CQ∗ AT P ∗ ) = λ
tr (AQ∗ C T (CQ∗ C T + Dw Dw
0

being a lower bound on λ2 , as was to be shown.

5.4.c

2

Sufficiency and controller construction

Theorem 5.6 Let us be given feasible solutions P, F and Q, L̃ of the inequalities
P  0,

Q  0,

P − (A + BF )T P (A + BF ) − (Cz + Dz F )T (Cz + Dz F )  0 ,
T

T

Q − (A + L̃C)Q(A + L̃C) − (Bw + L̃Dw )(Bw + L̃Dw )  0 .

(5.31)
(5.32)

Then for any λ subject to
T −1
tr(AQC T (CQC T + Dw Dw
) CQAT P ) + tr(Cz QCzT ) < λ2

(5.33)

there exists an Y such that the matrix inequalities
q
tr(CYC T ) < λ
Y  0,

Y − AYAT − BBT  0

are satisfied with the controller K ∈ K composed as

 
AK BK
A + BF + LC
=
CK
0
F


−L
0

(5.34)

(5.35)

T −1
for the updated gain L := −AQC T (CQC T + Dw Dw
) .

This theorem is one of the two key novel contributions of this section. It introduces
a way to use the sub-optimal solutions to the separate state-estimation and statefeedback problems. More precisely, it shows that feasible but sub-optimal solutions to the separate problems can be combined and that the combined solution
will give guarantees on the obtained H2 -performance. This setting avoids conditions on uniqueness of solutions of Riccati equations. Specifically, only require-
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ments on the stabilisability and detectability of, respectively, (A, B) and (C, A)
are necessary for Theorem 5.6. Thus for these limited conditions the above theorem provides a complete and explicit synthesis procedure with guaranteed H2
performance based on the separate designs of the state-feedback and the stateestimator gains. We note that the inequalities (5.31) and (5.32) are not linear in
the design variables (P, F ) and (Q, L̃). In combination with the nonlinear objective (5.33), these inequalities cannot immediately be employed to simultaneously
compute F and L̃ via the convenient use of linear matrix inequalities and convex optimisation. The actual computation of the designs of F and L̃ subject to
(5.31) and (5.32) with respect to (5.33) is tackled in detail in the second part of this
chapter.
Let us note that the update of the state-estimation gain L is chosen such that it
decouples the effect of the state-estimation and the state-feedback. To observe this
consider first that the proof is built on the same transform as in Theorem 5.5. This
yields a block-diagonal matrix which is For the chosen controller structure, there
exists a Y such that the inequality Y − AYAT − BB T  0 once transformed into
(5.26) the off diagonal block equates to zero (cf. off.diag = 0) due to the update of
L. Thus (5.26) can be given as a block diagonal matrix. The remaining blocks on
the diagonal represent the filtering and feedback inequalities.
Proof: Similar to before, we choose Y ∈ S2n×2n to be partitioned accordingly with
A as


Y
U
Y=
.
U T Ȳ
We will first apply a transform to Y, then we define the appropriate values in
the transformed problem. We again obtain (5.25) and (5.26) from (5.34) with the
transforms of the proof of Theorem 5.5. For this we select L and F as introduced
in Theorem 5.6. We note that this indeed reflects the chosen controller K (5.35) for
U = (Y − X), and V = −I, that is BK = −L, CK = F and AK = A + BF + LC. We
note that for this choice of U, V , the applied transform is a congruence transform
and we can construct Y satisfying (5.34), if we can find X,∆, and Z satisfying the
inequalities (5.25) and (5.26). Note in (5.26) that the auxiliary variable Aδ equates
to zero by the choice of AK , that is Aδ = 0. Thus (block 1), (block 2) and (off diag.)
become,
T
T T
(block 1) : X − (A + LC)X(A + LC)T − Bw Bw
− LDw Dw
L ,

T
(block 2) : ∆ − (A + BF )∆(A + BF )T − L(Dw Dw
+ CXC T )LT ,

T
(off diag.) : L CXAT + (CXC T + Dw Dw
)LT .



By choosing X = Q, the off diagonal term disappears, due to the specific structure
of L. The matrix inequality is now decoupled


(block 1b)
0
 0.
(5.36)
0
(block 2b)
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with (block 1b)  0 and (block 2b)  0 given as
T
T T
(block 1b) := Q − (A + LC)Q(A + LC)T − Bw Bw
− LDw Dw
L ,

T
(block 2b) := ∆ − (A + BF )∆(A + BF )T − L(Dw Dw
+ CQC T )LT .

The choice of Q and L implies that (block 1b)  0. This can be shown as follows.
Given (5.32), i.e.,
T
T T
Q− (A − L̃C)Q(A − L̃C)T − Bw Bw
− L̃Dw Dw
L̃  0
T T
and given that the matrix (A + LC)Q(A + LC)T + LDw Dw
L as a function of L
T
T
T −1
is smallest for L = −AQC (CQC + Dw Dw ) it also follows that
T
T T
Q − (A + LC)Q(A + LC)T − Bw Bw
− LDw Dw
L 0

holds (c.f. Proposition 5.4) and that (block 1b)  0 is satisfied.
For the given controller structure in (5.35), we only need to prove the existence of
∆, Z  0 such that (5.25), (block 2b)  0 and tr(Z) < λ2 are satisfied. Via a Schur
complement, (5.25) can be written equivalently as
Z  (Cz + Dz F )∆(Cz + Dz F )T + Cz QCzT .

(5.37)

Introducing Z1 , the inequalities can be trivially rewritten as
tr(Z1 ) + tr(Cz QCzT ) < λ2
Z1  (Cz + Dz F )∆(Cz + Dz F )T

 T
T
∆  0, ∆ − (A + BF )∆(A + BF )T − L CQC T + Dw Dw
L  0.
Based on Proposition 5.1 the conditions on Z1 , ∆ and BK can be expressed equivalently as
 T
T
λ2 > tr(L CQC T + Dw Dw
L R) + tr(Cz QCzT ))
R  0,

R − (A + BF )T R(A + BF ) − (Cz + Dz F )T (Cz + Dz F )  0 .

This holds for R = P . We have shown the existence of X, U, ∆ and Z subject to the
inequalities (5.25) and (5.26) with tr(Z) < λ2 . Based on the definition of S with
V = −I we can now recover Y as Y = S −1 R.
The author would like to acknowledge features of the non commutative algebra package
NCAlgebra [Helton et al., 2015] developed for mathematica for the discovery of this separation of matrix inequalities.
2

T
Remark 5.1 For notational brevity results in this paper assume that Dw Bw
= 0 and
T
Dz Cz = 0. All theorems and proofs can be adapted to account for Dw Bw 6= 0 and
Dz Cz 6= 0. Specifically, in Theorem 5.5 the condition DzT Cz = 0 is not necessary.
T
Additionally, the theorem can be extended to the case that Dw Bw
6= 0 by changing to the
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appropriate gain update
T
T
L := −(AQC T + Bw Dw
) CQC T + Dw Dw

−1

.

In (5.26) of the proof, the off-diagonal block matrices will have an additional term. Again
the off-diagonal matrices will equate to zero with this adapted gain update. Note that
this again decouples the inequality in in (5.26) into its blocks on the diagonal, that is, the
filtering block and the state-feedback block on the diagonal.

5.4.d

Optimality: the separation theorem

As a consequence of Theorem 5.5 and Theorem 5.6, we now prove the separation
theorem. More precisely, we show that an optimal controller K∗ can be constructed based on the optimal observer gain of the estimation problem (5.8) and the
optimal feedback gain for the feedback problem (5.10).
Theorem 5.7 (Separation theorem) Let Assumption 5.1 and Assumption 5.2.1 hold.
Consider P ∗ and Q∗ as strong solutions of the DTARE (5.14) and (5.16). Then infimum
λinf of the H2 control design problem (5.6) is given as λinf = λ0 with λ0 defined in (5.22).
If, in addition, Assumption 5.2.2 holds, then the controller (5.35) constructed with F =
T −1
)
F ∗ := −(B T P ∗ B+DzT Dz )−1 B T P ∗ A and L = L∗ := −AQ∗ C T (CQ∗ C T +Dw Dw
∗
is the optimal controller K .
Note that the optimal controller K∗ , is required to be stabilising. Assumptions 5.15.2 define a sufficient condition for this. The proof follows a standard Lyapunovbased perturbation argument.
Proof: Note that λinf ≥ λ0 follows trivially from Theorem 5.5. To prove the
reversed inequality λ0 ≥ λinf we choose any λ > λ0 and show that λ > λinf is
true. For this purpose we exploit item (2) in Proposition 5.4 and its dual version.
Due to the definition of λ0 in (5.22) and since λ > λ0 , there exist P , F with (5.31)
and Q, L̃ with (5.32) such that (5.33) is valid. By Theorem 5.6 we hence conclude
λ > λinf as was to be shown.
To show that K∗ is the optimal controller, we need to show that given K∗ for each
λ > λinf there exists a Y for which the inequalities in (5.6) are satisfied.

Conditional on assumptions 5.1 and 5.2 we have that Q∗  0 and A is stable. This
follows from the stabilising estimator and feedback gain obtained based which,
once combined into
pA as given in (5.35), yield stabilising dynamics. For Y =
∗
Y + Yε and λε := λ2 − λ2inf the inequalities in (5.6) hold if
q
tr(CYε C T ) < λε
(5.38)
Yε  0, Yε − AYε AT  0
and
q
Y ∗  0,

tr(CY ∗ C T ) ≤ λinf

Y ∗ − AY ∗ AT − BBT  0.

(5.39)
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Since A is stable, for any λε there exists a Yε such that (5.38) holds. Thus K∗ is
optimal if it is stabilising and if (5.39) holds for some Y ∗ . Similarly to the proofs
of Theorem 5.5 and Theorem 5.6 we pick a congruence transform with S and we
pick Y ∗ as follows


 ∗

∆ + Q∗ ∆
Q
0
Y ∗ :=
such that RS T =
.
∆
∆
0 ∆
We assume that ∆  0, this allows us to repeat the first steps of the proof of Theorem 5.6. Since the subsequent Schur-decompositions therein and simplifications
can be trivially extended to the current non-strict inequality as long as Q∗  0 and
∆  0. The resulting inequalities, equivalent to (5.39) are
tr((Cz + Dz F )∆(Cz + Dz F )T ) + tr(Cz Q∗ CzT ) ≤ λ2inf


(block 1b∗ )
0
 0.
0
(block 2b∗ )

(5.40)
(5.41)

with (block 1b∗ )  0 and (block 2b∗ )  0 given as
T
T T
(block 1b∗ ) := Q∗ − (A + LC)Q∗ (A + LC)T − Bw Bw
− LDw Dw
L ,

T
(block 2b∗ ) := ∆ − (A + BF )∆(A + BF )T − L(Dw Dw
+ CQ∗ C T )LT .

The former, (block 1b∗ )  0, holds by construction since (block 1b∗ ) = 0. For the
latter we choose ∆  0 such that (block 2b∗ ) = 0; this choice also satisfies (5.40). If
the Lyapunov equation (block 2b∗ ) = 0 does not give a positive definite ∆, a simple
Lyapunov argument can be used to get ∆  0 together with an additional slack
variable εδ on (5.39).
2

5.5

Corollaries for H2 performance

This section provides the dual versions of the results for the H2 controller problem
defined via (5.7). As a corollary of Theorem 5.6 and 5.7 we have the following
result.
Corollary 5.8 Let us be given feasible solutions P, F and Q, L̃ such that (5.31) and
(5.32), then there exists a matrix ∆  0 such that (5.6) is satisfied with the controller
K ∈ K composed as (5.35) and with


∆
Y := Q+∆
.
∆ ∆
Corollary 5.9 Let Q∗ and P ∗ be positive semi-definite, strong solutions of the DTARE
for the filtering problem (5.14) and for the feedback problem (5.16), respectively. Consider
T ∗
λ20 := tr(Bw
P Bw ) + tr(AT P ∗ B(B T P ∗ B + DzT Dz )−1 B T P ∗ AQ∗ ).

(5.42)
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Then for any K ∈ K, X  0, λ > 0 subject to (5.7):
q
tr(B T X B) < λ, X  0 and X − AT X A − C T C  0
λ is lower bounded by λ0 , that is, λ > λ0 .
Proof: The result follows by repeating the proof of Lemma 5.9 for the dual optimisation problem.
2
Corollary 5.10 Given feasible solutions P, F̃ and Q, L such that
P  0,

Q  0,

P − (A + B F̃ )T P (A + B F̃ ) − (Cz + Dz F̃ )T (Cz + Dz F̃ )  0 ,

Q − (A + LC)Q(A + LC)T − (Bw + LDw )(Bw + LDw )T  0 .

Then for any λ subject to
T
tr(AT P B(B T P B + DzT Dz )−1 B T P AQ) + tr(Bw
P Bw ) < λ2

there exists an X such that (5.7) is satisfied with the controller K composed as

 

AK BK
A + BF + LC −L
=
CK
0
F
0

(5.43)

with the updated gain F := −(B T P B + DzT Dz )−1 B T P A .
Additionally, we can again make a statement on the structure of X satisfying (5.7)
in the above corollary.
Corollary 5.11 Under the same conditions as in Corollary 5.10 there exists a matrix
∆  0 such that (5.7) is satisfied with the controller K ∈ K composed as (5.43) and with
 +∆ ∆ 
X := P ∆
∆ .
Note that ∆ in the above statement, is obtained via solving the dual of the stateestimation problem.
Theorem 5.12 (Separation theorem) Let Assumption 5.1 and Assumption 5.2.1 hold.
Consider P ∗ and Q∗ as strong solutions of the DTARE (5.14) and (5.16). Then infimum
λinf of the H2 control design problem (5.6) is given as λinf = λ0 with λ0 defined in
(5.22).
If, in addition, Assumption 5.2 holds then the controller (5.43) constructed with F :=
T −1
F ∗ = −(B T P ∗ B +DzT Dz )−1 B T P ∗ A and L := L∗ = −AQ∗ C T (CQ∗ C T +Dw Dw
)
∗
is the optimal controller K .
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Problem statement for hierarchical control
System description & hierarchical controller design

System description. Consider again the system M whose dynamics are given
by the mathematical model (5.2), that is,
x(t + 1) = Ax(t) + Bu(t) + Bw w(t)
y(t) = Cx(t) + Dw w(t)
z(t) = Cz x(t) + Dz u(t).

(5.44)

The system is subject to stochastic disturbances w(t) ∈ Rwn on its state transitions and on its measurements,
modelled as a white noise sequence with unit

covariance, i.e., E w(t)w(t)T = Iwn . We still assume that the noise on state and
measurement is decoupled, that the criteria on u and x are decoupled, and that we
have dynamics that are stabilisable and detectable (cf. Assumption 5.1 ). Unlike
the previous part of this chapter, we generalise the results beyond Assumption
5.2. When necessary a perturbation term can be used to achieve Assumption 5.2.
The choice of Cz and Dz is related to the design requirements. Of interest to us is
the case of correct-by-design control (see Chapter 4) for which these matrices are
chosen based on the temporal logic properties of interest. Alternatively, as standard, they can also define a performance metric that weights the control versus
state deviations.

Hierarchical controller design. Consider a deterministic version of M, denoted
M̄, given as
x̄(t + 1) = Ax̄(t) + B ū(t)
y(t) = C x̄(t)
z(t) = Cz x̄(t) + Dz ū(t).

(5.45)

Let {(x̄(t), ū(t))}t≥0 be a trajectory of the behaviour of M̄ that is {(x̄(t), ū(t))}t≥0 ∈
B(M̄). For this deterministic model the control task may be solved in a first step.
This yields a planned trajectory within B(M̄). Figure 5.1, depicts how such a
trajectory can then be refined to yield a full hierarchical control implementation
for the original system M.
The goal of the control refinement is to follow the deterministic (pre-planned)
trajectory with the trajectory of the noisy system M, that is, {(x(t), u(t))}t≥0 . We
are interested in a-priori bounds on the accuracy loss, expressed via Cz and Dz ,
that hold for any trajectory in B(M̄). More precisely, we question how to design a
control refinement, such that for any trajectory in B(M̄), the controlled trajectory
of M follows with quantified precision.
As in Figure 5.1, we define a controller K parameterised in L and F , which are,
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The planned trajectory

Interface
State-estimator

System

Figure 5.1: The figure portrays the control refinement problem within a hierarchical control setup. The top part of the figure depicts the behaviour of the deterministic abstraction of M. The control task at hand is first solved on M̄ and yields a
planned trajectory within BM̄ . Then, as a next step in the hierarchy, this is refined
to the real system based on a state-estimator and an interface function.

respectively, the state-estimator gain and the state-feedback gain as
x̂(t + 1) = Ax̂(t) + Bu(t) + L(C x̂(t) − y(t)),
u(t)
= ū(t) + F (x̂(t) − x̄(t)).
Note that we can write the controller explicitly as a function of its inputs (x̄, ū, y)
and output u, that is
x̂(t + 1) = (A + BF + LC)x̂(t) − Ly(t) + B(ū(t) − F x̄(t)),
u(t)
= ū(t) + F (x̂(t) − x̄(t)).

(5.46)

The performance of the controller is now quantified with respect to z(t) − z̄(t)
where z̄(t) = Cz x̄(t)+Dz ū(t). Denote the parameterised set of possible controllers
Kp indexed by L and F with elements K ∈ Kp defined as (5.46). We assume,
without loss of generality, that we are free to choose the initialisation of x̄(0) equal
to the initial state of the observer x̂(0).

To analyse the performance, we analyse the interconnection of the controlled system (5.44)-(5.46) together with the transitions of M̄ over the trajectory of interest.
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This yields
x̄(t + 1)
x̂(t + 1)
x(t + 1)

=Ax̄(t)
+ B ū(t)
= − BF x̄(t) + (A + LC + BF )x̂(t) − LCx(t) + B ū(t) − LDw w(t)
= − BF x̄(t) + BF x̂(t) + Ax(t)
+ B ū(t) + Bw w(t)

z(t) − z̄(t)= − (Cz + Dz F )x̄(t) + Dz F x̂(t) + Cz x(t).
We use z(t) − z̄(t) to quantify the deviation of the trajectory tracking based on the
implemented control refinement.
Similarly to the state transform of the specific case presented in Chapter 4, we can
again take a state transform and separate
 the state
 (x, x̂, x̄) into the transitions of
x̂ − x̄
x̄ based on M̄, and error dynamics ξe =
. More precisely
x − x̂
x̄(t + 1)
ξe (t + 1)

= Ax̄(t) + B ū(t)
= Ae ξe (t) + Be w(t)

z(t) − z̄(t) = Ce ξe (t)



Ae Be
=
with
Ce 0

A + BF
0
Cz + Dz F

(5.47)
−LC
A + LC
Cz


−LDw
Bw + LDw .
0

(5.48)

We note that (5.47) consists of the dynamics of the deterministic system driven
by ū(t), composed with the error dynamics ξe . The latter dynamics are solely
governed by the noise w(t). Thus we have separated the deterministic control
problem of x̄, which could be for example a navigation problem, from the noise
rejection problem of ξe .
Next, we quantify the accuracy and performance of a controller K ∈ Kp as a function of the expected difference in z(t) − z̄(t). Consecutively, we seek a constructive
formulation of the criteria, such that we can automatically constructs a controller
K ∈ Kp .
Accuracy. We want to quantify how close the controlled system will stay to the
trace over the whole time horizon. Similarly to Chapter 4 and for a given choice
of F and L, we quantify the accuracy loss with respect to the expected deviation
q
E [kz(t) − z̄(t)k22 ]
for all {(x̄(t), ū(t))}t≥0 and uniformly over time1 . For the quantification of the
accuracy loss, we need to take into account the potential scenarios for the initialisation of M. More precisely, we could know the initial state of M exactly; or if we
do not know it exactly we can either assign a Gaussian distribution to it or we can
define a bounded set X0 to which it belongs.
1 Remark that in the previous chapter the accuracy expressed as E[kz(t) − z̄(t)k ] was bounded
2


based on E kz(t) − z̄(t)k22 .
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Firstly, when the initial state of M, that is x(0), is known exactly, then the accuracy
loss is upper bounded with ε, if there exists an X ∈ S2n subject to
q

tr Ce XCeT ≤ ε,
(5.49a)
X  0,
X−

Ae XATe

(5.49b)
−

Be BeT

 0.

(5.49c)

This follows by initialising the observer as x̂(0) = x(0), which thereby also yields
an initialisation of the error dynamics ξe (0) = 0. The derivation of the matrix
inequalities trivially follows the line reasoning given in Chapter 4.
When the initial state of M is not known exactly, then we need to also take into account the transient behaviour. Firstly, suppose
the initial state of M can be defined

as a random variable x(0) ∼ N x0 , P0 . The accuracy loss is upper bounded uniformly over time with ε, if there exists a X ∈ S2n subject to (5.49a), (5.49c) and

 

0
0
0 0
X
+
.
(5.50)
0 P0
0 (x0 − x̂(0))(x0 − x̂(0))T
Inequality (5.50) replaces the weaker positive definiteness condition (5.49b). Suppose that the initialisation of M is known up to a set X0 , that is x(0) ∈ X0 . Then
the accuracy is at least ε, if there exists a X ∈ S2n subject to (5.49a), (5.49c) and


0
0
X
, ∀x0 ∈ X0 .
(5.51)
0 (x0 − x̂(0))(x0 − x̂(0))T
Remark 5.2 Remark that for Dz = 0, we recover the set of conditions represented by
matrix inequalities in Theorem 4.7 of Chapter 4. As such these conditions equivalently
represent the accuracy of an approximate bisimulation. Similarly, for Dz = 0, Bw = 0,
and Dw = 0, we recover the Lyapunov-like matrix inequalities in Theorem 4.6 of Chapter
4.
Even though accuracy with respect to the state deviation, or the loss thereof, is key
in the control refinements, a design that solely optimises with respect to this metric
is impractical. In fact, considering an accuracy metric with respect to the weighted
deviation of x − x̄ only (Dz = 0), as already mentioned in Chapter 4, would mean
that the accuracy of the control actions will be not penalised. Even though the
control actions will still be bounded, unlike in the continuous time case, this induces large control actions and deadbeat like behaviour in the controlled system.
To avoid this corner cases, we often need to add a secondary criteria on the performance of the controller next to the accuracy.
Performance. We define the performance of the control refinement based on the
asymptotic variance of x(t)− x̄(t) and u(t)− ū(t) for all ū(t). For this, we introduce
a secondary set of matrices Cz,p and Dz,p , which quantify the desired trade-off the
state-deviation with the deviation of the control action u(t) − ū(t). More precisely,
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on the controlled system we define the performance (deviation) signal as
zp (t) − z̄p (t) := Cz,p (x(t) − x̄(t)) + Dz,p (u(t) − ū(t))
and we introduce

Cp := Cz,p + Dz,p F


Cz,p .

Given Cp , we can now quantify the H2 performance of the output based controller
based on (Ae , Be , Cp ) as λ subject to the existence of X ∈ S2n such that
q

tr Cp XCpT < λ,
X0
(5.52)
T
T
X − Ae XAe − Be Be  0 .

5.6.b

Problem statement: construction of the control refinement

We now investigate how we to construct a controller K ∈ Kp such that we obtain
• minimal accuracy loss, and
• optimal performance.
Furthermore, we want to be able to take into account the different types of initial
scenarios, that is,
• a known initial state,
• an initial state known up-to Gaussian distribution, or
• an initial state known up to a bounded set X0 .
A design of K as a direct optimisation of the given accuracy bounds 5.49 or optimality bounds 5.52 is difficult. The matrix inequalities are parameterised in L and
F , as such they are non-linearly parameterised. Additionally, because they are not
fully parameterised as was the case for the general H2 -norm with control structure (5.3), it follows that the transformation to a linear parameterisation [Scherer
and Weiland, 2000], standardly used for these control designs, cannot be applied.
Hence instead, we will exploit the separated feasibility matrices obtained in the
preceding part of this chapter to develop a constructive approach to the design of
the controller with guaranteed accuracy and, if applicable, performance.

5.7
5.7.a

Computational approach to output-based control
refinement
Introduction

We consider the design of K ∈ Kp with quantified bounds on the accuracy loss
and the performance. Of interest are computational constructive approaches towards the design of K. We seek a way of defining the construction of K as a

5.7 Computational approach to output-based control refinement
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(sequence) of convex optimisation problems that can be efficiently solved. Firstly
in Section 5.7.b, we evaluate the case where the initialisation of the system M
is known and we give the controller synthesis with respect to the accuracy loss
(5.49) as a basic result of the H2 -control problem. In the same subsection, we also
investigate controller synthesis with respect to both the accuracy loss and the performance (5.52), as a lexicographic optimisation problem. Then in Section 5.7.c,
we show how the controller synthesis can be extended to include the initialisation for the case that the initial state of M is not fully specified, as given by the
condition in (5.50) or in (5.51).

5.7.b

Controller synthesis via LMI’s

Consider the greatest lower bound on the attainable accuracy subject to (5.49), this
quantity εacc defined formally as the infimum of the accuracy problem as
εacc :=

inf

ε,X,K∈Kp

ε s.t. (5.49).

We can show that this infimum is equal to the infimum of the H2 control design
problem in (5.6) for equal system matrices.
More precisely, let there be strong solutions of the DTARE for the state-estimation
and feedback problem, respectively (5.14) and (5.16), then the infimum of (5.6) is
equal to the infimum of the accuracy problem.
Corollary 5.13 The infimum of the accuracy problem εacc is equal to the infimum of
(5.6).
Proof: The proof follows directly from the state transform introduced in the proof
of Corollary 5.14, which transforms the problem to the original H2 -problem. Then
the infimum of the accuracy problem εacc is equal to the infimum of (5.6) defined
over Kp . Since εacc is still a lower bound and since for every ε > εacc there exist a
controller K ∈ Kp such that (5.6) is satisfied it follows that εacc is the infimum. 2
As before, if the strong solutions of the DTARE of the state-feedback and the stateestimators are both stabilising and positive definite, then they define an optimal
controller K with respect to the accuracy loss.

Lexicographic optimisation. We now consider the design L and F with respect
to both accuracy and performance. The goal is to find a controller in the bounded
region of the minimal accuracy loss that is optimal with respect to the H2 -norm λ
as in (5.52). More precisely, we relax the optimality of the accuracy with a small
positive value γ > 0 and we define this set of controllers close to the optimal
accuracy as
Kpγ := {K ∈ Kp | ε < εacc + γ with ε s.t. (5.49)}.
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Now the optimal controller, within this lexicographic optimisation problem, is
defined as
inf

γ
X,ε,K∈Kp

λ

subject to (5.52).

We propose Algorithm 4, where the design of L and F is done with respect to the
performance λ and subject to the bound on the accuracy (5.52), hence delivering
guarantees on both the performance and the accuracy. We compute the minimised the accuracy loss and compute the Kalman gain L∗ and Q∗ . Then we relax
the achieved accuracy with γ and select an updated state-feedback gain F that
optimises the H2 -performance criteria.
Algorithm 4 Refinement construction
1:
2:

3:

Compute εacc , for strong solution Q∗ and L∗ by solving the accuracy problem
(5.49) as a standard H2 problem via the separation theorem
Fix the choice of estimator gain L := L∗ , Q := Q∗ , and find F, ∆ and λ minimising λ > 0 subject to

s.t. tr (Cz,p + Dz,p F )∆(Cz,p + Dz,p F )T + tr(Cz,p QCz,p ) < λ,

tr (Cz + Dz F )∆(Cz + Dz F )T + tr(Cz QCz ) < εacc + γ,
T
∆ − (A + BF )∆(A + BF )T − AQC T (Dw Dw
+ CQC T )−1 CQAT  0,
∆  0.
Construct refinement with L := L∗ and F

We note that line 1 can be solved based on the DTARE as long as it considers only a
solution based on strong solutions P ∗ and Q∗ of the corresponding DTAREs. Otherwise, even under the detectability and stability requirements, the lack of stability requirement could make Kpγ empty as it is defined based on strict inequalities.
Of course this can also be computed based on an LMI optimisation.

5.7.c

Controller synthesis via LMI’s with initialisation

Accuracy & Initialisation. Let us extend the control refinement or control synthesis to the case where the initial state of the system is either defined by a probability distribution or a bounded set. That is, we want to find ε, X, F, L, ∆x such
that

s.t. tr Ce XCeT ≤ ε2
(5.53a)
X − Ae XATe − Be BeT  0,


0 0
X
,
0 ∆x

∆x  (x0 − x̂(0))(x0 − x̂(0))T , ∀x0 ∈ X0 , or
and ∆x s.t.
∆x  (x0 − x̂(0))(x0 − x̂(0))T + P0 .

(5.53b)

(5.53c)
(5.53d)
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Again ε defines the accuracy of this controller refinement. We apply the result of
Theorem 5.6 to this case as follows.
Corollary 5.14 Given feasible solutions of P, F and Q, L̃ subject to
P  0,

Q  ∆x ,

P − (A + BF )T P (A + BF ) − (Cz + Dz F )T (Cz + Dz F )  0
T

(5.54)

T

Q − (A + L̃C)Q(A + L̃C) − (Bw + L̃Dw )(Bw + L̃Dw )  0. (5.55)

Then for any ε > 0 such that

T −1
tr AQC T (CQC T + Dw Dw
) CQAT P + tr(Cz QCzT ) ≤ ε2

(5.56)

there exists an X such that (5.53a),(5.53c) and (5.53b) are satisfied for controller K ∈ Kp
T −1
) .
with gains F and the updated estimator gain L := −AQC T (CQC T + Dw Dw
Note that the constraint on the initialisation has been changed into a lower bound
on Q, see Q  ∆x in (5.55). To prove this we apply a state transform to the system
and obtain the same system dynamics as in Theorem 5.6.
Proof: [of Corollary 5.14] We transform (5.53a),(5.53c) and (5.53b) to, respectively,


q
∆x 0
tr(CYC T ) < , Y −
0
(5.57)
0 0
Y − AYAT − BBT  0

(5.58)

based on the state transform



−1 





I I
I I
A
BF
I I
Bw
A=
Ae
=
, B=
Be =
,
I 0
I 0
−LC A + LC + BF
I 0
−LDw

−1


 



I I
I I x̂ − x̄
x − x̄
C = Ce
= Cz Dz F , with transformed state
=
.
I 0
I 0 x − x̂
x̂ − x̄
Y is related to X as

I
Y=
I

 
I
I
X
0
I

I
0

T
.

We can now leverage Theorem
5.6, hence based on (5.54) and (5.55) we have that
p
there exists a Y such that tr(CYC T ) <  and Y −AYAT −BB T  0. Furthermore,
based on Corollary 5.8, we can construct Y as


Q+∆ ∆
,
∆
∆
which based on Q  ∆x implies that

∆x
Y−
0


0
 0.
0
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Based on the inverse state transform we retain the guarantee that we can also find
an X such that (5.53a),(5.53c) and (5.53b) are satisfied, which is what we wanted
to prove.
2
Note that we are unable to construct both gains (P, F ) and (Q, L) based on the
above corollary as a single convex optimisation. The reason is that the objective 
depends in (5.56) nonlinearly on the variables Q and P . Given Q and L̃ such that
the inequalities in (5.55) are satisfied, then one can optimise with respect to (P, F ).
Thus, as in Algorithm 4, we can design the controller in two steps, first design
both L and F with respect to accuracy and then update F via the lexicographic
optimisation to take performance into account. For the first step we need to take
the initialisation into account. In other words the selection of L and F , depends
on the design of ∆x and we will give an approach, where we first
• compute ∆x of (5.53d),then
• optimise F and L with respect to accuracy, and if necessary
• include the performance criteria.
Compute ∆x of (5.53d). Note that both the choice of ∆x and that of x̂(0) (and x̄(0),
i.e., x̄(0) = x̂(0)) based on the possible set of x(0) ∈ X0 is a design choice, which
is subject to a semi-definite constraint. As such denote x̂0 as the to-be-chosen
initialisation x̂(0) := x̂0 and x̄(0) := x̂0 . Now on can give several examples where
the semi-definite constraint over X0 ,
∀x0 ∈ X0 :

∆x  (x0 − x̂0 )(x0 − x̂0 )T ,

(5.59)

can be rewritten into an LMI. As an example, consider the case that X0 is a polytope, then there exists a finite set of vertices, denoted V, such that X0 = conv(V).
The condition in (5.59) is equal to the requirement that X0 − x̂0 is a subset of the
ellipsoid defined by ∆x . The constraint in (5.59) can then be replaced by a finite
number of matrix inequalities constraints
∀xi0 ∈ V :

∆x  (xi0 − x̂0 )(xi0 − x̂0 )T ,

(5.60)

with design variables x̂0 and ∆x . Each of these inequalities can be rewritten as


∆x
(xi0 − x̂0 )
∀xi0 ∈ V :
 0.
(5.61)
(xi0 − x̂0 )
I
Given ∆x compute L and F . To find a control refinement K ∈ Kp based on
accuracy alone, we want to select L and F minimising the accuracy loss

T −1
tr AQC T (CQC T + Dw Dw
) CQAT P + tr(Cz QCzT )
and subject to (5.54) and (5.55). For any pair L, X, the objective is a weighted trace
of P . Hence P and F can be obtained as a strong solution of the (generalised)
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DTARE. Alternatively, it can also be implemented as a LMI-based convex optimisation. For the optimal2 P, F the inequality in (5.54) becomes an equality and the
objective can be rewritten as
 
tr QP − QAT P A + QF T DzT Dz + B T P B F


−1
T
+ tr AQC T Dw Dw
+ CQC T
CQAT P .
For the operations remember that tr(AB) = tr(BA) and tr(A+B) = tr(A)+tr(B).
The objective is still non-linear in Q. Replacing the inequality in (5.55) with an
equality in the above objective yields

 
T
tr Bw Bw
P + tr QF T DzT Dz + B T P B F .
Where the above objective is linear in Q. In all solutions of (5.55) will give strict
inequalities due to the presence of Q  ∆x . We can still use the above formula,
which is linear in Q, as an upper bound. More precisely,
 
tr QP − QAT P A + QF T DzT Dz + B T P B F


−1
T
+ tr AQC T Dw Dw
+ CQC T
CQAT P

 
T
 tr Bw Bw
P + tr QF T DzT Dz + B T P B F .
Based on this we give following practical design of F and L with respect to accuracy alone. We follow a procedure also implemented in Matisse [Girard and
Pappas, 2007] that uses the DTARE to compute a stabilising solution which solves
the (5.55). For a given ∆x , we introduce Qδ := Q − ∆x . Then (5.55) becomes
Qδ  0,

(Qδ + ∆x ) − (A + L̃C)(Qδ + ∆x )(A + L̃C)T

− (Bw + L̃Dw )(Bw + L̃Dw )T  0.

The second constraint can be written as3
Qδ − (A + L̃C)Qδ (A + L̃C)T

 (A + L̃C)∆x (A + L̃C)T − ∆x + (Bw + L̃Dw )(Bw + L̃Dw )T

Qδ − (A + L̃C)Qδ (A + L̃C)T


 A∆x AT − ∆x
 I L̃
C∆x AT

 
T
A∆x C T
Bw Bw
T +
T
C∆x C
Dw Bw

T
Bw Dw
T
Dw Dw

 


I
.
L̃T

Of interest is a positive definite upper bound for the right side of the above in-

2 For approximate solutions subject to the LMI that are close enough to the optimal the reasoning
still holds.
3 Note that we have assumed for notational brevity that B D T = 0.
w w
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equality, that is

A∆x AT − ∆x
C∆x AT

 
T
A∆x C T
Bw Bw
T +
T
C∆x C
Dw Bw

    T
T
Bw Dw
B̃w B̃w
.
T 
Dw Dw
D̃w D̃w

(5.62)

The smallest B̃w , D̃w can be computed by writing the left side of the inequality
into its eigenvalue decomposition and equating any negative eigenvalues to zero.
A similar procedure has been implement in Matisse [Girard and Pappas, 2007] for
Lyapunov inequalities with a lower bound on the Lyapunov matrix. Remark that
T
B̃w D̃w
6= 0. A sufficient condition for (5.55) is
Qδ − (A + L̃C)Qδ (A + L̃C)T − (B̃w + L̃D̃w )(B̃w + L̃D̃w )T  0 with Qδ  0.
Therefore we approximate the greatest lower bound on the accuracy with ε̂acc by
computing the smallest strong solution 4 of the corresponding generalised DTARE
the resulting Q∗δ is then used to compute Q := Q∗δ + ∆x and L̃ as
T
T −1
L̃ := −(AQ∗δ C T + B̃w D̃w
)(CQ∗δ C T + Dw Dw
) .

If A − L̃C is not stabilising then disturbing (5.62) such that it becomes strictly
positive definite will force the existence of a stabilising strong solution. The obtained pair Q and L̃ gives a non-strict satisfaction of the strict inequalities, still,
remark that all obtained results on guarantees still hold. More precisely the stabilising solution allows us to add a (trivially small) Lyapunov matrix with respect
to (A − L̃C) such that the strict inequality is satisfied. By updating the estimator
gain L to
T −1
L := −AQC T (CQC T + Dw Dw
)

we obtain a controller refinement design L and F based on accuracy alone, where
the attained accuracy computed with (5.56) is denoted as ε̂acc .

Inclusion of performance. As before we include the performance metric by redesigning F with respect to the performance and the accuracy. Again, we relax
the attained accuracy in the previous part with γ and we define this set of controllers close to the optimal accuracy as
Kpγ := {K ∈ Kp | ε < ε̂acc + γ with ε s.t. (5.53)}.

Thus for the choice of estimator gain L, Q, find F, ∆ and λ minimising λ > 0

4 subject

to its existence

5.8 Future work and conclusions
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subject to

s.t. tr (Cz,p + Dz,p F )∆(Cz,p + Dz,p F )T + tr(Cz,p QCz,p ) < λ,

tr (Cz + Dz F )∆(Cz + Dz F )T + tr(Cz QCz ) < ε̂acc + γ,
T
∆ − (A + BF )∆(A + BF )T − AQC T (Dw Dw
+ CQC T )−1 CQAT  0,
∆  0.

5.8

Future work and conclusions

In this chapter, we have proved a novel result on the separation problem for the
synthesis of controllers resulting in closed-loop systems with a guaranteed bound
on their H2 performance. We have taken an approach using linear matrix inequalities to show that such a controller can, in fact, be designed by separately designing a state-feedback controller and an estimator. As such, the main result of this
chapter provides a separation theorem in which an estimator with guaranteed
H2 performance is designed independently from a state-feedback controller with
guaranteed H2 performance so as to result in an output feedback controller that
achieves guaranteed H2 performance for the controlled system. Hence, this result generalises the separation theorem from optimal to bounded H2 performance.
The setting of feasibility tests in terms of matrix inequalities is the novel feature
of this contribution. This avoids conditions on uniqueness of solutions of Riccati
equations.
The results of this chapter provide a first instance in which feasibility tests (by
semi-definite programs) of a state-feedback design and estimator design define a
controller with guaranteed H2 performance. These results allow for relaxations on
the optimal H2 performance to meet additional design specifications. The design
problem introduced in Chapter 4 presents a synthesis problem with an inherent
observer-feedback structure. For this case we have used the developed theory
to reason about the constructive design of control refinements (operating mainly
in polynomial time) for which we have guaranteed bounds on the accuracy and
when required also on the performance.

5.A

Operations on linear matrix inequalities

Definition 5.15 ([Scherer and Weiland, 2000]) A linear matrix inequality (LMI) is
an inequality F (x) ≺ 0 where F is an affine function mapping a finite dimensional vec
T
tor space Rn with elements x = x1 x2 · · · xn to either the set H or the set S of
symmetric matrices, i.e.,
F (x) := F0 + F1 x1 + . . . + Fn xn .
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Note that for general control applications, as in this thesis, the linear matrix inequalities are described by functions of matrix variables X ∈ Rn1 ×n2 rather than
scalar design variables x. Of course these matrix functions F (X) can again be rewritten as functions of scalar design variables and the number then depends on
the dimensionality of the matrix X and the structure imposed on it.
We consider some properties of these matrix inequalities first. Let M ∈ Hn and T
be nonsingular matrix then
M ≺ 0 ↔ T †M T ≺ 0
Proposition 5.16 (Schur complement [Scherer and Weiland, 2000]) Let F : Xm →
Hn be an affine function which is partitioned according to


F11 (x) F12 (x)
F (x) =
(5.63)
F21 (x) F22 (x)
where F11 (x) is square. Then following statements are equivalent
• F (x)  0;
• F11 (x)  0, and F22 (x) − F21 (x)(F11 (x))−1 F12 (x)  0;
• F22 (x)  0, and F11 (x) − F12 (x)(F22 (x))−1 F21 (x)  0.

Part II

Verification

127

Errors using inadequate data are much less than those using
no data at all.
Charles Babbage

6

Data-driven and model-based
verification
via Bayesian inference and reachability analysis

n this chapter a measurement-driven and model-based formal verification approach, applicable to dynamical systems with partly unknown
Idynamics,
is developed. We provide a new principled method, grounded
on Bayesian inference and on reachability analysis respectively, to compute the confidence that a physical system driven by external inputs and
accessed under noisy measurements verifies a given property expressed
as a temporal logic formula. A case study discusses the bounded- and
unbounded-time safety verification of a partly unknown system, encompassed within a class of linear time-invariant dynamical models with inputs and output measurements.

6.1

Introduction

The strength of formal techniques, such as model checking, is bound to the fundamental requirement of having access to a given model, obtained from the knowledge of the behaviour of the underlying system of interest. In practice, for most
physical systems the dynamical behaviour is known only in part: this holds in
particular for biological systems [Abate et al., 2012] or for classes of engineered
129
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systems where, as a consequence, the use of uncertain control models built from
data is a common practice [Hjalmarsson, 2005].
Only limited work within the formal methods community deals with the verification of models with partly unknown dynamics. Classical results [Batt et al., 2007,
Henzinger and Wong-Toi, 1996] consider verification problems for non-stochastic
models described by differential equations with bounded parametric uncertainty.
Similarly, but for continuous-time probabilistic models, [Bortolussi and Sanguinetti,
2014, Brim et al., 2013] explore the parameter space with the objective of model
verification (respectively statistical or probabilistic). Whenever full state measurements of the system are available, Statistical Model Checking (SMC) [Sen et al.,
2004b, Legay et al., 2010] replaces numerical model-based procedures with empirical testing of formalised properties. SMC is limited to fully observable stochastic
systems with little or no non-determinism, and may require the gathering a large
set of measurements. Extensions towards the inclusion of non-determinism have
been studied in [Henriques et al., 2012, Legay and Sedwards, 2013], with preliminary steps towards Markov decision processes. Related to SMC techniques,
but bound to finite state models, [Chen and Nielsen, 2012, Mao and Jaeger, 2012,
Sen et al., 2004a] assume that the system is encompassed by a finite-state Markov
chain and efficiently use data to learn the corresponding model and to verify it.
Similarly, [Bartocci et al., 2013, Bortolussi and Sanguinetti, 2013] employ machine
learning techniques to infer finite-state Markov models from data over given logical formulae.
An alternative approach, allowing both partly unknown dynamics over uncountable (continuous) variables and noisy output measurements, is the usage of a
Bayesian framework relating the confidence in a formal property to the uncertainty of a model built from data. When applied on nonlinearly parameterised,
linear time invariant (LTI) models this approach introduces heavy computational
issues, which can only be mitigated via statistical methods [Gyori et al., 2014]. Instead, in order to obtain reliable and numerical solutions, we propose the use of
linearly parameterised model sets defined through orthonormal basis functions to
represent these partially unknown systems. This is a broadly used framework in
system identification [Heuberger et al., 2005, Hjalmarsson, 2005]: while maintaining the beneficial computational aspects of linear parameterisations, the choice of
orthonormal basis functions allows for the incorporation of prior knowledge on
the system behaviour. Practically, this has been widely used for the modelling of
physical systems, such as the thermal dynamics of buildings [Virk and Loveday,
1994].
This work investigates the verification of temporal logic properties over partially
unknown systems, using both prior modelling knowledge and data drawn from
the system in a Bayesian setting. Building on [Haesaert et al., 2015c,b], we provide
a complete framework and newly extend the modelling class in [Haesaert et al.,
2015c] to multi-input multi-output models. The core of this work is further set
apart from [Haesaert et al., 2015b], which focused on the use of data as experiments to ameliorate the verification procedure – the optimal design of experiments to efficiently decide on quantitative system properties will be explored in
the next chapter.

6.2 General framework and problem statement
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The chapter is structured as follows. Section 6.2 grounds the problem on models
and notations. Section 6.3 focuses on the model-based property verification step.
Extensions are discussed in Section 6.4.

6.2

General framework and problem statement

In this section we overview a new methodology to assess the confidence in whether
a system S satisfies a given specification ψ, formulated in a suitable temporal logic,
by integrating the partial knowledge of the system dynamics with data obtained
from a measurement setup around the system.
Let us further clarify this framework. Let us denote with S a physical system, or
equivalently its associated dynamical behaviour. A signal input u(t) ∈ U, t ∈ N,
captures how the environment acts on the system. Similarly, an output signal
y0 (t) ∈ Y indicates how the system interacts with the environment, or alternatively how the system can be measured. Note that the input and output signals
are assumed to take values over continuous domains. The system dynamics can
be described via mathematical models, which quantify the behavioural relation
between its inputs and outputs. The knowledge of the behaviour of the system
is often limited or uncertain, making it impossible to analyse its dynamics by
means of a “true” model. In this case, a-priori available knowledge allows to
construct a model set G with elements M ∈ G: this model class encompasses
the uncertainty on the underlying system by means of a parameterisation θ ∈ Θ,
G = {M(θ)|θ ∈ Θ}. The unknown “true” model M(θ0 ) representing S, is assumed to be an element of G, namely θ0 ∈ Θ. Model sets G obtained through first
principles and with unknown parameters adhere to this standard setup.
Samples can be drawn from the underlying physical system via a measurement
setup, as depicted in Figure 6.1. An experiment consists of a finite number (Ns ) of
input-output samples drawn from the system, and is denoted by
s
Z Ns = {u(t)ex , ỹ(t)ex }N
t=1 ,

where u(t)ex ∈ U (in general a continuous domain) is the input for the experiment
and ỹ(t)ex is a (possibly noisy) measurement of y0 (t)ex . In general, the measurement noise can enter non-additively and be a realisation of a stationary stochastic
process.1 We assume that at the beginning of the measurement procedure (say at
t = 0), the initial condition of the system, encompassed by the initial state x(0)ex
of models in G, is either known, or, when not known, has a structured uncertainty
distribution that is based on the knowledge of past inputs and/or outputs. As
reasonable, we implicitly consider only well-defined problems, such that for any
model M(θ) representing the system, given an input signal u(t)ex and an (uncertainty distribution for) x(0)ex , the probability density distribution of the measured
signal can be fully characterised.
1 Notice that the operating conditions of the experiment, that is the input signal u(t) , the initial
ex
state x(0)ex , and the measurements ỹ(t)ex , have been indexed with “ex” to distinguish them from the
conditions of interest for verification (“ver”), to be discussed shortly.
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u(t)ex

S

y0 (t)ex
e(t)
ỹ(t)ex

Figure 6.1: System (smaller white box) and measurement setup (grey box). In
the measurement setup the output ỹ(t)ex includes the system output y0 (t)ex and
the measurement noise e(t). Data collected from experiments comprises the input
u(t)ex and the measured output ỹ(t)ex signals.
The end objective is to analyse the behaviour of system S. We consider properties encoded as specifications ψ and expressed in a temporal logic of choice
(to be detailed shortly). Let us remark that the behaviour of S to be analysed is
bound to a set of operating conditions that are pertinent to the verification problem and that will be indexed by “ver”: this comprises the set of possible input
signals u(t)ver (e.g., a white or coloured noise signal, or a non-deterministic signal
u(t)ver ∈ Uver ⊆ U), and of the set of initial states x(0)ver ∈ Xver for the mathematical models M(θ) reflecting past inputs and/or outputs of the system. The
system satisfies a property if the “true” model representing it satisfies it, namely
S  ψ if and only if M(θ0 )  ψ.
In this chapter we consider the satisfaction of a property M(θ)  ψ as a binaryvalued mapping from the parameter space Θ. More generally, when in addition
to the measurements of the system also its internal transitions are disturbed by
stochastic noise (known as process noise), then property satisfaction is a mapping
from the parameter space Θ to the interval [0, 1], and quantifies the probability that
the model M(θ) satisfies the property. This mapping generalises the definition of
the satisfaction function discussed in [Bortolussi and Sanguinetti, 2014], and is
now stated as follows.
Definition 6.1 (Satisfaction Function) Let G be a set of models M that is indexed by
a parameter θ ∈ Θ, and let ψ be a formula in a suitable temporal logic. The satisfaction
function fψ : Θ → [0, 1] associated with ψ is
fψ (θ) = P (M(θ)  ψ) .

(6.1)

Let us assume that the satisfaction function fψ is measurable and entails a decidable verification problem (e.g., a model checking procedure) for all θ ∈ Θ and
properties ψ of interest. In this chapter we consider the verification of partly unknown physical systems with respect to a subset of linear time temporal logic
properties. We are in a position to state the following.
Problem Description 6.1 For a partly unknown physical system S, under prior knowledge on the system given as a parameterised model class G supporting an uncertainty
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distribution over the parameterisation, gather possibly noisy data drawn from the measurement setup and verify properties on S expressed in a temporal logic of choice, with a
formal quantification of the confidence of the assertion.

6.2.a

A Bayesian framework for data-driven modelling and verification



Consider Problem 6.1. Denote with P · and p · respectively a probability measure and a probability density function, both defined over a continuous domain.
We employ Bayesian probability calculus [Lindley, 2000] to express the confidence in a property as a measure of the uncertainty distribution defined over the
set G. By adopting the Bayesian framework, uncertainty distributions are handled
as probability distributions of random variables. Therefore the confidence
in a

property is computed as a probability measure P · via the densities p · over the
uncertain variables.
Proposition 6.2 (Bayesian Confidence) Given a specification ψ and a data set Z Ns ,
the confidence that S  ψ can be quantified via inference as

 R
(6.2)
P S  ψ | Z Ns = Θ fψ (θ)p θ|Z Ns dθ,
where fψ is the satisfaction
function given in (6.1). The a-posteriori uncertainty dis
tribution p θ|Z Ns , given the data set Z Ns , is based on parametric inference over θ as
 

p Z Ns |θ p θ
  ,
p θ|Z Ns = R
(6.3)
N
Θ

p Z

s |θ

p θ dθ


which assumes the knowledge of an uncertainty distribution p θ over the parameter set
Θ, representing prior knowledge.
The statement can be formally derived based on standard Bayesian calculus, as
in [Lindley, 2000]. We have chosen to employ a Bayesian framework, as per (6.3),
since it allows to reason explicitly over the uncertain knowledge on the system
and to work with the data acquired from the measurement setup. This leads to
the efficient incorporation of the available knowledge and to its combination with
the data acquisition procedure, in order to compute the confidence on the validity
of a given specification over the underlying system. As a special instance, this
result can be employed for Bayesian hypothesis testing [Zuliani et al., 2013]. As
long as the mapping fψ is measurable, the models in the model set (and hence
the system represented by it) can be characterised by either probabilistic or nonprobabilistic dynamics.
Remark 6.1 In statistical model checking [Legay et al., 2010, Sen et al., 2004b], the objective is to replace the computationally tolling verification of a system over bounded-time
properties by the empirical (statistical) testing of the relevant specifications over finite executions drawn from the system. In contrast, our setup tackles the problem of efficiently
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incorporating data with prior knowledge, for the formal (deductive) verification of the behaviour of a system with partly unknown dynamics. As such our overall verification
approach is, as claimed, both data-driven and model-based. Moreover, by separating the
operational conditions of an experiment from those of importance for the verification procedure, the system can be verified over non-deterministic quantities, encompassing both
controller and disturbance inputs, as well as modelling errors.

6.2.b

Existing computational approaches

In the literature the satisfaction function is related to the exploration of a parameter set over the validity of a formal property fψ (θ), and has been studied for
autonomous models in continuous time in [Batt et al., 2007, Frehse et al., 2008,
Henzinger and Wong-Toi, 1996].
Bayesian inference is widely applicable to different types of properties and models, however its computational complexity might in practice limit its implementation. Analytical solutions to the inference equation (6.3) can be found if the prior
is a conjugate distribution. For linear dynamical systems, closed-form solutions
are given inter alia in [Peterka, 1981].
In general (6.2)-(6.3) in Proposition 6.2 lack analytical solutions, and the assessment of the satisfaction function (6.1) may be computationally intensive. Statistical methods such as the one proposed in [Gyori et al., 2014] on a similar Bayesian
approach lead to involved computations and introduce additional uncertainty
from Monte Carlo techniques.
In contrast with the reviewed literature, in the next section we propose a novel
computational approach over discrete-time linear time-invariant systems. By exploiting linear parameterisations, analytical solutions of both the parameter inference and the satisfaction function are characterised, over properties expressed
within a fragment of a temporal logic.

6.3

LTL verification of LTI systems

Consider a system S that can be represented by a class of finite-dimensional dynamical models that evolve in discrete-time, and are linear time-invariant (LTI).
We focus the study to non probabilistic dynamics. These models depend on input and output signals ranging over Rm and Rp , respectively, and on variables
xS (t) taking values in an Euclidean space, xS (t) ∈ X ⊆ Rn , where n, the state
dimension, is the model order. The behaviour of such a system is encompassed
by state-space models (AS , BS , CS , DS ) as

xS (t + 1) = AS xS (t) + BS u(t),
S:
(6.4)
y0 (t)
= CS xS (t) + DS u(t),
where matrices AS , BS , CS , DS are of appropriate dimensions. The experimental
measurement setup, as depicted in Figure 6.1, consists of the signals u(t)ex and
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ỹ(t)ex = y0 (t)ex + e(t), representing the inputs and the measured outputs, respectively, and where e(t) is an additive zero-mean, white, Gaussian-distributed
measurement noise with covariance Σe that is uncorrelated from the inputs. Ns
s
samples are collected within a data set Z Ns = {u(t)ex , ỹ(t)ex }N
t=1 .

6.3.a

Formalisation of properties

System properties are expressed, over a finite set of atomic propositions pi ∈ AP ,
i = 1, . . . , |AP |, in Linear Temporal Logic [Baier and Katoen, 2008]. Any LTL
formula ψ is built up recursively via the syntax
ψ ::= true | p | ¬ψ | ψ ∧ ψ |

ψ | ψ U ψ.

+

Let π = π(0), π(1), π(2), . . . ∈ ΣN be a string composed of letters from the alphabet Σ = 2AP , and let πt = π(t), π(t + 1), π(t + 2), . . . be a subsequence (postfix) of
π. The satisfaction relation between π and ψ is denoted as π  ψ (or equivalently
π0  ψ). The semantics of the satisfaction relation are defined recursively over πt
and the syntax of the LTL formula ψ as follows:
πt
πt
(negation) πt
(conjunction) πt
(next) πt
(until) πt
(true)

(atomic prop.)

 true
p
 ¬ψ
 ψ1 ∧ ψ2
 ψ
 ψ1 U ψ2

⇔ true
⇔ p ∈ π(t)
⇔ πt 6 ψ
⇔ πt  ψ1 and πt  ψ2
⇔ πt+1  ψ
⇔ ∃ i ∈ N : πt+i  ψ2 ,
and ∀j ∈ N :
0 ≤ j < i, πt+j  ψ1

This syntax allows to extend the study to more complex propositional formulae
(such as disjunction or implication). Denote the k-bounded and unbounded inVk
variance (or safety) operator as 2k ψ = i=0 i ψ and 2ψ = ¬(true U ¬ψ), respectively.
It is of interest to refer formal properties expressed as LTL formulae to the inputoutput behaviour of a dynamical model, over a given time horizon t ≥ 0. The
output y0 (t)ver ∈ Y is labeled by a map L : Y → Σ, which assigns symbols α in
the alphabet Σ of the formulae discussed previously to half spaces on the output,
as
V
L(y0 (t)ver ) = α ∈ Σ ⇔ pi ∈α Api y0 (t)ver ≤ bpi ,
(6.5)
for given Api ∈ R1×p , bpi ∈ R. In other words, sets of atomic propositions in
AP are associated to polyhedra over Y ⊂ Rp . Let us underline that properties are
defined over the behaviour y0 (t)ver of the model, and not over the noisy measurements ỹ(t)ex of the model considered within the measurement setup. Additionally, for the verification problem the input signal is modelled as a bounded signal
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u(t) ∈ Uver , and represents external non-determinism from the environment acting on the system.

6.3.b

Model set selection

As a first step we need to embed the available a-priori knowledge on the underlying system within a parameterised model set. Note that although the goal
of parameter exploration in formal verification has recently attracted quite some
attention [Batt et al., 2007, Frehse et al., 2008, Henzinger and Wong-Toi, 1996],
there are as of yet no general scalable results for the computation of the satisfaction function for nonlinearly-parameterised, discrete-time LTI models. The use of
linearly-parameterised model sets, especially those defined through orthonormal
basis functions (as further elaborated next), has been widely used for the modelling of physical systems, such as the thermal dynamics of buildings [Reginato
et al., 2009, Virk and Loveday, 1994].
Whilst in general the uncertainty about a model representing a linear time-invariant
system does not map onto a linearly-parameterised model set, we argue that a
linearly-parameterised model set can encompass a relevant class of models. For
instance, any asymptotically stable LTI model can be represented uniquely by its
(infinite) impulse response [Heuberger et al., 1995], and the coefficients of the
impulse response define a linear parameterisation for this model. Further, for
asymptotically stable systems, the coefficients of the impulse response converge
to zero, so that a truncated set of impulse coefficients provide a good approximate
LTI model set with a finite-dimensional, linear parameterisation. These impulse
responses define a finite set of orthonormal basis functions [Heuberger et al., 2005,
Chapters 4 and 7],[Van den Hof et al., 1995] and construct a valid model set for
a physical system solely based on knowledge of asymptotic stability. Alternative choices for an orthonormal basis such as Laguerre functions and Kautz functions [Heuberger et al., 2005], can incorporate additional and more extensive prior
knowledge of the physical system.
We conclude that, as an alternative to the use of a nonlinearly parameterised set of
models, structural information (even when not exact) can be used to select a set of
orthonormal basis functions, whose finite truncation defines a finite-dimensional
linearly-parameterised model set indexed over the coefficients of the basis functions. Thus, in the following we consider a linearly parameterised model set G
that encapsulates system S, and specifically G = {(A, B, C(θ), D(θ)), θ ∈ Θ}.
A system satisfies a property if, assuming it can be equivalently represented by
a mathematical model M(θ0 ), all the words generated by the model satisfy that
property. Since properties are encoded over the external (input-output) behaviour
of the system S, which is the behaviour of M(θ0 ) (where in our case θ0 ∈ Θ), we
may equivalently assert that any property ψ is verified by the system, S  ψ, if
and only if it is verified by the unknown model representing the system, namely
M(θ0 )  ψ. Within the modelling perspective offered in this work, let us introduce
Θψ to be the feasible set of parameters, such that for every parameter in that set
the property ψ holds, i.e., ∀θ ∈ Θψ : M(θ)  ψ. As such Θψ is characterised
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as the level set of the satisfaction function fψ , Θψ = {θ ∈ Θ : fψ (θ) = 1}. The
quantification of Θψ is of key importance in our work.

6.3.c

Safety verification of bounded-time properties

Models M in the class G have the following representation (A, B, C(θ), 0):

x(t + 1) = Ax(t) + Bu(t),
M(θ) :
ŷ(t, θ)
= C(θ)x(t),

(6.6)

pn
p×n
and are parameterised by θ ∈ Θ ⊂ R
. We assume
 , θ = vec(C) and C(θ) ∈ R
a prior probability distribution p θ , which structures the knowledge of the uncertainty in θ. In addition to this strictly proper model class we will also allow for
a proper model class (A, B, C(θ), D(θ)), where both the C and the D-matrices are
parameterised, so that θ = vec([C D])). For a given initial condition x(0) and input sequence, the output of the “true” model ŷ(t, θ0 ) is equal to the system output
y0 (t).

Consider a measurement setup as in Figure 6.1, related to an unknown parameter
θ0 . Signals u(t)ex and ỹ(t)ex represent the input and the measured output, respectively, and e(t) is an additive zero-mean, white, Gaussian-distributed measurement noise with covariance Σe that is uncorrelated from the input. From this
s
setup Ns samples are collected in a data set Z Ns = {u(t)ex , ỹ(t)ex }N
t=1 . Given the
operating conditions of the experiment setup, the measured signal ỹ(t)ex can be
fully characterised: its probability density, conditional on the parameters θ, is
p Z

Ns



|θ =

Ns
Y
t=1

p ỹ(t)ex |θ





Ns
1
1X
=p
exp −
(ŷ(t, θ) − ỹ(t)ex )T Σ−1
(ŷ(t,
θ)
−
ỹ(t)
)
ex ,
e
2 t=1
|Σe |Ns (2π)pNs

and can be directly used in Proposition 6.2. This conditional density p Z Ns |θ
depends implicitly on the given initial statex(0)ex and, in the case of a given uncertainty distribution over x(0)ex , p Z Ns |θ should be marginalised over x(0)ex
[Peterka, 1981]. The a-posteriori uncertainty distribution is obtained as the analytical solution of the parametric inference in (6.3) [Peterka, 1981].
Recall now that for a given specification ψ, we seek to determine a feasible set of
parameters Θψ , which is such that the corresponding models admit property ψ,
namely M(θ)  ψ, ∀θ ∈ Θψ . Since models M(θ) have a linearly-parameterised
state space realisation as per (6.6), it follows that when the set of initial states Xver
and of inputs Uver are bounded polyhedra, the verification of a class of safety
properties expressed by formulae with labels as in (6.5) leads to a set of feasible
parameters Θψ that is a polyhedron, which can be easily computed. More precisely, the following result can be derived.
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Theorem 6.3 Consider properties ψ composed within the LTL fragment ψ ::= α| ψ|ψ1 ∧
ψ2 , with α ∈ Σ. Given a bounded polyhedral set (a polytope) of initial states x(0) ∈ Xver
and of inputs u(t) ∈ Uver for 0 ≤ t < ∞, and considering a labelling map as in (6.5),
then the feasible set Θψ of the parameterised model set (6.6) is a polyhedron.
Proof: [of Theorem 6.3] Let ⊗ denote the Kronecker product. Consider the input
set Uver to be the convex hull of U , i.e. conv(U ) = Uver . Similarly let the set
of initial states be conv(Xver ) = Xver . Let the model set be given as M(θ) =
(A, B, C(θ), D). We will temporarily assume that D is set to be equal to zero,
and afterwards (cf. Point 3) we will show how to work with a parameterised
D. As can be deduced from the and operations in (6.5), note that for simplicity
the syntax fragment ψ ::= α| ψ|ψ1 ∧ ψ2 with α ∈ Σ = 2AP is equivalent to
ψ ::= p| ψ|ψ1 ∧ ψ2 with p ∈ AP . We structure the proof in three parts.
1.
We claim that for every specification ψ composed from the syntax fragment ψ ::= p| ψ|ψ1 ∧ ψ2 and θ ∈ Θ, the words generated by a model M(θ) =
(A, B, C(θ), 0) with state x(t) satisfy the specification ψ, denoted < M(θ), x(t) >
ψ, if and only if


T
Inψ ⊗ x(t) Nψ + Kψ θ ≤ Bψ .
(6.7)
The matrices Nψ ∈ Rnnψ ×np , Kψ ∈ Rnψ ×np , Bψ ∈ Rnψ in the above satisfaction relation have dimensions that are functions of the parametrisation and of
a property-dependent “dimension” nψ , which will be obtained inductively over
the syntax of the specification. Next we focus the study of fragments of the LTL
syntax.
For any atomic proposition the model starting from state x(t) satisfies a property pi ,
i.e., < M(θ), x(t) > pi ⇔ Api y ≤ bpi , with Api ∈ R1×p and bpi ∈ R we construct
the matrices Npi , Kpi and Bpi as follows. Consider y(t) for a given x(t) then
Api y(t) = Api C(θ)x(t) = x(t)T (In ⊗ Api )θ.
This yields Npi = (In ⊗ Api ) ∈ Rn×np , Kpi = O1×np ∈ R1×np , and Bpi = bpi ∈
R1×1 .
The next operation

ψ1 with matrices (Nψ1 ,Kψ1 ,bψ1 ) yields matrices

N ψ1 = 1|U | ⊗ Inψ1 ⊗ AT Nψ1 ,
T
K ψ1 = U Inψ1 ⊗ B Nψ1 + 1|U | ⊗ Kψ1 ,
B

ψ1

= 1|U | ⊗ Bψ1 ,

where the i-th set of nψ1 rows of U ∈ R|U |nψ1 ×m is defined as

Inψ1 ⊗ uTi with ui ∈ U
= |U |nψ1 . This can be derived as


T
< M(θ), x(t) > ψ ⇔ ∀u(t) ∈ Uver : Inψ1 ⊗ x(t + 1) Nψ1 + Kψ1 θ ≤ Bψ1 ,


T
T
⇔ ∀u(t) ∈ Uver : Inψ1 ⊗ Ax(t) Nψ1 + Inψ1 ⊗ Bu(t) Nψ1 + Kψ1 θ ≤ Bψ1 .

and where n

ψ1
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Since the above is an affine function in u(t), the image of every u(t) ∈ conv(U ) =
Uver can be expressed as a convex combination of the values at the vertices ui ∈ U ,
c.f. [Belta et al., 2002]. Then an equivalent expression is


T
T
T
⇔ ∀ui ∈ U : Inψ1 ⊗ Ax(t) Nψ1 + Inψ1 ⊗ ui
Inψ1 ⊗ B Nψ1 + Kψ1 θ ≤ Bψ1 ,
which
 can be rewritten as

T
T
⇔ 1|U | ⊗ Inψ1 ⊗ Ax(t) Nψ1 + U Inψ1 ⊗ B Nψ1 + 1|U | ⊗ Kψ1 θ ≤ 1|U | ⊗ Bψ1 .
Matrices K
first term:

ψ,

and B

ψ

can be obtained directly. To obtain N

ψ

now rewrite the



1|U | ⊗ Inψ1 ⊗ xT (t) Inψ1 ⊗ AT Nψ1



= I|U | 1|U | ⊗ Inψ1 ⊗ xT (t) Inψ1 ⊗ AT Nψ1




= I|U |nψ1 ⊗ xT (t) 1|U | ⊗ Inψ1 ⊗ AT Nψ1 .
The and operation ψ1 ∧ ψ2 for (Nψ1 , Kψ1 ,Bψ1 ) and (Nψ2 , Kψ2 , Bψ2 ) with nψ1 ∧ψ2 =
(nψ1 + nψ2 ) gives






Nψ1
Kψ1
Bψ1
Nψ1 ∧ψ2 =
, Kψ1 ∧ψ2 =
, Bψ1 ∧ψ2 =
.
Nψ2
Kψ2
Bψ2
This can be derived from
< M(θ), x(t) > ψ1 ∧ ψ2 ⇔

^ 
i∈{1,2}

Inψi


T
⊗ x(t) Nψi + Kψi θ ≤ Bψi



 



T Nψ1
K
B
⇔ Inψ1 ∧ψ2 ⊗ x(t)
+ ψ1
θ ≤ ψ1 .
Nψ2
Kψ2
Bψ2
2. The matrix-valued function


T
Inψ ⊗ x(0) Nψ + Kψ θ
is affine in x(0) (for a fixed θ), therefore its value at the initial condition x(0) ∈
Xver is a convex combination of the function values at the vertices Xver of Xver .
Thus the satisfaction relation < M(θ), x(0) > ψ represented by the multi-affine
inequality holds uniformly over x(0) ∈ Xver if and only if it holds for the vertices
of Xver .
This gives a set of affine inequalities in θ, thus the feasible set Θψ is a polyhedron
and is given as
(
)

^
T
θ∈Θ:
Inψ ⊗ xi Nψ + Kψ θ ≤ Bψ .
xi ∈Xver

Let us remark that set Θψ is a polyhedron because it is formed by a finite set of
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half spaces.
3. To complete the proof of Theorem 6.3 we need to extend the results to models
with parameterised D. The dynamics of model (A, B, C, D) with both C and D
fully parameterised can be reformulated as

 

  
x(t + 1)
A B x(t)
0
=
+
u(t + 1)
u(t + 1)
0 0 u(t)
I


y(t) = C D x(t).
Using the new matrices (Ã, B̃, C̃(θ), 0) the obtained results still hold. For part 2.
set of vertices Xver needs to be extended with the vertices of U as Xver × U .
2
In the computation of the feasible set, the faces of the polyhedron Θψ are shown
to be a function of the vertices (recall that a polytope can be written as the convex
hull of a finite set of vertices) of the bounded set of initial states Xver and of the set
of inputs Uver , and are also expected to grow in number as a function of the time
horizon of the property.
The result in Theorem 6.3 is valid for any finite composition of the LTL fragment
ψ ::= α| ψ|ψ1 ∧ ψ2 , as such it only holds for finite horizon properties. Properties
defined over the infinite horizon will be the objective of Section 6.3.e.
Remark 6.2 The feasible set Θψ obtained in Theorem 6.3 is a Borel-measurable set as it
defines (if not empty) a closed set in the parameter space.

6.3.d

Case study: bounded-time safety verification

6.3.d.1

Single-input single output

Consider a system S and verify whether the output y0 (t)ver remains within the
interval I = [−0.5, 0.5], labeled as ι, for the next 5 time steps, under u(t)ver ∈
Uver = [−0.2, 0.2] and x(0)ver ∈ {02 } = Xver . Introduce accordingly the alphabet
Σ = {ι, τ } and the labelling map L : L(y) = ι, ∀y ∈ I, L(y) = τ, ∀y ∈ Y \ I. Now
V5
check whether the following LTL property holds: S  i=1 ( )i ι.
We assume that system S can be represented as an element of a model set G, with
models expressed via transfer functions characterised by second-order Laguerrebasis functions [Heuberger et al., 1995] (a special case of orthonormal basis functions). This translates to the following parameterised state-space representation:


 √

a
0
1√− a2
x(t + 1) =
x(t)
+
u(t),
1 − a2 a
(6.8)
(−a) 1 − a2
ŷ(t, θ)
= θT x(t) .
The parameter set is chosen as θ ∈ Θ = [−10, 10]2 , whereas the coefficient a is
chosen to be equal to 0.4.We select, as prior available knowledge on the system, a
uniform distribution p θ on the model class, and pick a known variance σe2 = 0.5
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for the white additive noise on the measurement. The set of feasible parameters
Θψ ⊂ Θ is represented in Figure 6.2 and is computed according to Theorem 6.3.
Based on the prior available knowledge, the confidence associated to θ0 ∈ Θψ
amounts to 0.0165: this quantity is obtained by numerical computation of (6.2)
with probability distribution2 p θ . Thereafter, we have set up an experiment on
the system with “true parameter” θ0 = [1 0]T (Figure 6.2) and with input signal
u(t)ex , a realisation of a white noise with a uniform distribution over [−0.2, 0.2],
and measured ỹ(t)ex for 200 consecutive
time instances. In comparison to the con
fidence obtained
with
the
prior
p
θ
,
the
uncertainty distribution is now refined

as p θ|Z Ns , and the resulting confidence in the property is increased to 0.779, as
per (6.2).
Along this line of experiments, we have repeated the test 100 times, for several
instances of the parameter θ0 characterising the underlying system S. In all instances, after obtaining 200 measurements the a-posteriori probability is used to
assess the confidence in the safety of the system, as displayed in Table 6.1 via mean
and variance terms. Observe that θ0 is just outside of Θψ for [−1, −1]T and for
[1, 1]T . For θ0 = [−1, 1]T and θ0 = [1, −1]T , the true parameter lies in the feasible
set but very close to the edges. This is reflected in the results in 6.1. For the points
clearly inside the feasible set the confidence generally becomes high with low variance. Whereas for the points closest to the edge θ0 = [−1, 1]T and θ0 = [1, −1]T ,
the variance is higher and the confidence has only increased up to around .49. In
comparison, the points just outside the feasible edge give a lower confidence than
the former two. The observed initial increase from .0165 to around .34 is expected
and can be explained by the closeness to the feasible set; additional measurements
will make the confidence converge to zero again. In conclusion, the experiments
show that the measurements can be used to quantify the confidence level.

θ2

1

0

−1
−2

−1

0
θ1

1

2

Figure 6.2:
 Feasible set of parameters Θψ ⊂ Θ, and contour lines of the posterior
p θ|Z Ns , obtained for θ0 = [1 0]T after 200 measurements.
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Figure 6.3: 3 dimensional plots of the 4 dimensional feasible set.
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Table 6.1: Mean (µ) and variance (σ 2 ) of the confidence obtained from 100 experiments with 200 measurements each.
θ0

σ2

µ

T
-1 -1
0.348

T
-1 0
0.705

T
-1 1
0.492


6.3.d.2

0.073
0.060
0.086

θ0

µ

T
1 -1
0.491

T
1 0
0.730

T
1 1
0.339


σ2
0.085
0.056
0.065

Multiple-input multiple-output system: feasible set

To show case the workings of the feasible set computations for multiple-input
multiple-output (MIMO) models we consider a straight forward extension of (6.8),
that is


√

a
0
1 − a2
0
√
x(t + 1) =
x(t)
+
u(t),
2
0
(−a) 1 − a2
1 − a  a
(6.9)
θ1 θ3
ŷ(t, θ)
=
x(t) .
θ2 θ4
We verify whether the output y0 (t) remains within the polytope
 −1 0 
 0.5 
−1 −1 y ≤ 0.5
0
0.5
1 0
1

1

0.5


   

−0.2
0.2
0.1
for the next 5 time steps under Uver = conv
,
,
and x(0)ver ∈
0
0.1
−0.1
{02 }. Using the results int he previous subsection can now compute the feasible
set. In Figure 6.3 we display slices of the feasible set.For every slice 1 parameter θi
is fixed to a value within the feasible set and the resulting set is plotted.

6.3.e

Verifying unbounded-time properties using invariant sets

In this section we extend the approach of Section 6.3.c, to hold on the LTL fragment
ψ ::= α| ψ|ψ1 ∧ ψ2 with additionally the unbounded invariance (safety) operator.
The subsection is built up as follows:
• first we connect the notion of positive invariance with that of feasible set;
• then we discuss how to practically compute a feasible set for invariance
properties, with the set of initial states limited to be the origin;
• this is then extended to computing feasible sets under initial states in a polytope that includes the origin;
2 Integrals

are solved via the numerical integration tool in Matlab.
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• finally, we interpret these results and complete the section with results on
the verification of unbounded-time properties.
Recall the form of the k-bounded and of the unbounded invariance operators,
Vk
namely 2k ψ = i=0 i ψ and 2ψ = ¬(true U ¬ψ), respectively. The extension from a k-bounded operator, covered by the result in Theorem 6.3, to the unbounded invariance one, is based on the concept of robust positive invariance
[Blanchini and Miani, 2007, Def. 4.3], recalled next.
Definition 6.4 For the system x(t + 1) = Ax(t) + Bu(t), the set S ⊆ X is said to be
robustly positively invariant if, for all x(0) ∈ S and u(t) ∈ Uver , the condition x(t) ∈ S
holds for all t ≥ 0.
Recall that the feasible set Θψ is defined as the set of parameters for which property ψ holds, namely ∀θ ∈ Θψ : M(θ)  ψ. The satisfaction relation M(θ)  ψ
depends implicitly on the set of initial states x(0) ∈ Xver and on the set of inputs
Uver . Let us extend the definition of the feasible set to explicitly account for its dependence on the set of initial conditions: given a bounded and convex set S ⊂ X,
let Θψ (S) be defined as the set of parameters in Θ for which the parameterised
models M(θ) initialised with x(0) ∈ S satisfy ψ over input signals u(t) ∈ Uver
t ≥ 0. Hence the feasible set Θψ can be written as a function of the set of initial states Xver , that is Θψ (Xver ). Thus the extended map Θψ (·) takes subsets of
the state space into subsets of the parameter space. Note that if S is a robustly
positively invariant set that includes the set of initial states Xver ⊆ S, then for all
θ ∈ Θψ (S) the models M(θ) satisfy ψ over all infinite-time model traces x(t): this
allows to state that M(θ)  2ψ. We can show that the following holds.
Lemma 6.5 The function Θψ (·) : 2X → 2Θ , for specifications obtained as ψ ::= α |
ψ | ψ1 ∧ ψ2 , is monotonically decreasing: that is if S1 ⊆ S2 ⊆ X, then Θψ (S2 ) ⊆
Θψ (S1 ).
Proof: We leverage the notation used in the proof of Theorem 6.3. Provided that
the parameterised model is given as (A, B, C(θ), 0), we show that any θ ∈ Θψ (S2 )
is also an element of θ ∈ Θψ (S1 ). Suppose S2 has a finite number of vertices
xi ∈ V (S2 ), then for any θ ∈ Θψ (S2 ):

V
T
xi ∈V(S2 ) (Inψ ⊗ xi ) Nψ + Kψ θ ≤ Bψ ,
and for every x ∈ S2


(Inψ ⊗ x)T Nψ + Kψ θ ≤ Bψ .

Since the vertices xj ∈ V (S1 ) are also elements of S2 , then

V
T
xj ∈V(S1 ) (Inψ ⊗ xj ) Nψ + Kψ θ ≤ Bψ
and θ ∈ Θψ (S1 ). This reasoning can be trivially extended to include models with
parameterised D matrices. Increasing the number of vertices of S1 and S2 , does
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not change the result, hence the same holds if S1 and S2 are convex sets.
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Based on the result in Lemma 6.5, we conclude that the maximal feasible set Θ2ψ
is obtained as a mapping from the minimal robustly positively invariant set S that
includes Xver : Θ2ψ = Θψ (S). This leads next to consider under which conditions
such minimal robustly positively invariant set S can be exactly computed or approximated.
Feasible set for invariance properties with Xver = {0n }
For Xver = {0n }, assuming a bounded interval Uver with the origin in its interior,
and under some basic assumptions on the dynamics (to be shortly discussed),
the minimal robustly positively invariant set can be shown to be a bounded and
convex set that includes the origin [Blanchini and Miani, 2007]. Maintaining the
condition of Uver being bounded and having the origin in its interior, we first
consider the case that Xver = {0n } and characterise S via tools available from set
theory in systems and control; thereafter we look at extensions to more general
sets of initial states Xver .
Assume that Uver includes the origin, and denote the forward reachability mappings initialised with R(0) := {0n } ⊂ X as
R(i) := Post(R(i−1) ),

(6.10)

with set operation Post(X) := {x0 = Ax + Bu, x ∈ X, u ∈ Uver }. Denote the
limit reachable set as R∞ = limi→∞ R(i) . From literature we recall that properties of these i-step reachable sets, as given in [Blanchini and Miani, 2007] include
the following: for a reachable pair (A, B) and an asymptotically stable matrix A,
the ∞-reachable set R∞ is bounded and convex [Blanchini and Miani, 2007, Proposition 6.9]. Specifically, the k-step reachable set converges to the ∞-reachable
set via (6.10), since it is monotonically increasing R(i) ⊆ R(i+1) . Moreover, R∞ is
the minimal robustly positively invariant set for the system, so that any positively
invariant set includes R∞ [Blanchini and Miani, 2007, Proposition 6.13]. Thus,
starting from x(0) = 0n , all x(t) ∈ R∞ , and furthermore ofinterest to this work
we conclude that Θ2k ψ= Θψ R(k) and that Θ2ψ = Θψ R∞ .
Feasible set for invariance properties under polytopic sets of initial states
More generally, if Xver ⊆ R∞ and under the same assumptions on matrices A, B
and 0 ∈ Uver , then R∞ is the minimal robustly positively invariant set that includes Xver , and Θψ (R∞ ) = Θ2ψ . For finite iterations the reachable sets R(i) are
polytopes, and if R(i) = R(i+1) , then R(i) = R∞. Though the iterations can stop in
finite time, in general the number of iterations to obtain R∞ can be infinite. Whilst
the minimal robustly positively invariant set is not necessarily closed or a polytope, there exist methods to approximate R∞ as detailed in [Blanchini and Miani,
2007]. For instance, for stable systems, R(k) is shown to converge to R∞ , in the
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sense that for all  > 0 there exists k̄ such that for k ≥ k̄, R(k) ⊆ R∞ ⊆ (1 + )R(k)
[Blanchini and Miani, 2007, Proposition 6.9].
Recall that the maximal feasible set Θ2ψ is obtained as a mapping from the minimal robustly positively invariant set S including Xver , so that Θ2ψ = Θψ (S). Let
us extend the study to the case where the conditions Xver = {0n } or its extension
Xver ⊆ R∞ do not apply, while the condition on the bounded set Uver is maintained, that is 0 ∈ Uver . Consider the more general case where the set of initial
states is a polytope but not necessarily a subset of R∞ . Denote the union of the
(0)
forward reachability mappings initialised with RXver := Xver ⊆ X as
(i−1)

(i−1)

(i)

RXver := RXver ∪ Post(RXver ) .

(6.11)

This set is also known in the literature as the reach tube. The corresponding set for
(i)
infinite time is denoted as R∞
Xver = limi→∞ RXver . Notice that in the earlier case
∞
∞
when Xver ⊆ R , then R∞ = RXver . The iteration is monotonically increasing
(i)

(i+1)

(i+1)

(i)

RXver ⊆ RXver , and whenever RXver = RXver it stops after a finite number of
(i)

iterations with R∞
Xver = RXver . Of course, also in this more general case, the number of iterations can be unbounded, however the convergence properties of R(i)
(i)
(i)
extend directly to the case of sets RXver . Since RXver is a union of polytopes, it is
not guaranteed to be a convex set. Still, it can be shown via arguments as in the
proof of Theorem 6.3
 that the computation of the feasible set Θψ (S) boils down to
that of Θψ conv(S) .

(i)

Remark 6.3 Let us illustrate the convergence property for sets RXver as follows. For
every vertex xi (0) ∈ Xver , select a decomposition xir + xis with xir ∈ R∞ , which minimises kxis k for a chosen vector norm k · k. Since every element x(0) ∈ Xver is a convex
combination of the vertices xi (0), it follows that for all x(0) ∈ Xver :
X
X
X
x(0) =
ai xi (0) =
ai xir (0) +
ai xis (0)
i

∈

conv(xir (0))

i

+

conv(xis (0))

i

⊆ R∞ + X̄ver ,

P
with i ai = 1 for ai ≥ 0, where X̄ver = conv(xis (0)), and where we have employed
the standard operation of set addition. We obtain that Xver ⊆ R∞ + X̄ver , and that the
Sk
i
∞ + lim
minimal positively invariant set R∞
k→∞ i=0 A X̄ver .
Xver can be bounded by R
Under the discussed conditions on Uver and (A, B), previously necessary for R∞ to
be a bounded and convex polytope, Ai X̄ver will converge to {0n }. Thus, the iteration
(k)
RXver is monotonically increasing and bounded, hence it converges. If X̄ver includes the
Sk
origin in its interior, then there exists a finite iteration step k, such that i=0 Ai X̄ver
Sk+1 i
= i=0 A X̄ver . Moreover, for any reachable pair (A, B) and asymptotically stable A,
the closure of the minimal robustly positively invariant set R∞
Xver includes the origin.
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Robust approximations of the feasible set via Θψ (·)
In order to exploit the convergence in the computation of the feasible set for invariance properties, we need to bound the error incurred in the use of approximations
∞
of the sets R∞
Xver or R . Let B denote a unit ball centred at the origin and let the
Hausdorff distance between sets R1 and R2 be defined as
δH (R1 , R2 ) = inf{ ≥ 0|R1 ⊆ R2 + B, R2 ⊆ R1 + B}.
We can show that the following holds.
Lemma 6.6 Let us consider a model set under a reachable pair (A, B), an asymptotically
stable A, and let the input set Uver include the origin. Consider a polytope R, and a
property ψ comprised of ψ ::= α| ψ|ψ1 ∧ ψ2 , with α ∈ Σ, for which Θψ (R) is a
non-empty polytope with vertices vi and the origin in its interior. Let A be bounded as
kAk2 ≤ 1. Then for any x ≥ 0,
Θψ (R + x B) ⊆ Θψ (R) ⊆ Θψ (R + x B) + θ B

(6.12)

2

if θ ≥

kAp k2
x p maxi (kvi k)
, for p := max
.
p∈AP |bp |
1 + x p maxi (kvi k)

Proof: 1. Θψ (R + x B) ⊆ Θψ (R)
Based on the definition of this set (c.f. the proof of Theorem 6.3), the set operation
Θψ (·) is monotonically decreasing as in Lemma 6.5. Therefore Θψ (R + x B) ⊆
Θψ (R) holds.
2. Θψ (R) ⊆ Θψ (R + x B) + θ B
Consider the case where the model is parameterised as (A, B, C(θ), 0). To prove
(6.12), we first find a θ as a function of x such that
Θψ (R) ⊆ Θψ (R + x B) + θ B.

(6.13)

Let vi be the vertices of the polytope vi ∈ V (Θψ (R)) (as used in Lemma 6.5), then
(6.13) holds if and only if vi ∈ Θψ (R + x B) + θ B. Equivalently, this means that
there exists an rθ ∈ θ B such that vi − rθ ∈ Θψ (R + x B). This is equivalent to
demanding that for every xj ∈ V (R), vi ∈ V (Θψ (R)) and rx ∈ x B, there exists a
vector rθ ∈ θ B:

(Inψ ⊗ (xTj + rxT ))Nψ + Kψ (vi − rθ ) ≤ Bψ


⇔
(Inψ ⊗ xTj )Nψ + Kψ (vi − rθ ) + (Inψ ⊗ rxT )Nψ (vi − rθ ) ≤ Bψ .
Take (vi − rθ ) = (1 − αi )vi with αi ∈ [0, 1), then


(Inψ ⊗ xTj )Nψ + Kψ (1 − αi )vi + (Inψ ⊗ rxT )Nψ (1 − αi )vi
⇔

(1 − αi )(Inψ ⊗

rxT )Nψ vi

≤ αi Bψ .

≤ Bψ

(6.14)

Separate the matrix Nψ and Bψ into its block matrices Nψj = [Nψ ]{1+(j−1)n:nj}×{1:n}
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and B j = [Bψ ]j , such that inequality (6.14) is equivalent to the set of inequalities
(1 − αi )rxT Nψj vi0 ≤ αi B j , for j = 1, . . . , nψ
αi
⇔ rxT Nψj vi0 ≤
Bj .
(1 − αi )
Given that 0 is in the interior of Θψ (R), it follows that Bj > 0 for j = 1, . . . , nψ


αi
.
max rxT Nψj vi0 (B j )−1 ≤
j
(1 − αi )
The term on the left can be upper bounded based on the Cauchy-Schwarz inequality


max rxT Nψj vi0 (bj )−1 ≤ max k(Nψj )T rx k2 kvi0 k2 (bj )−1
j

j

≤

max k(Nψj )T k2 krx k2 kvi0 k2 (bj )−1
j

and krx k2 ≤ x

≤ x p kvi0 k2 .
The last inequality follows from the introduction of the precision of the labelling,
denoted as p , and defined as
p = max

p∈AP

kAp k2
.
|bp |

(6.15)

Remember that kL ⊗ Kk2 = kLk2 kKk2 . Then based on Theorem 6.3 and on the
condition kAk2 ≤ 1, it can be shown that
max k(Nψj )T k2 |B j |−1 ≤ max
j

p∈AP

kAp k2
.
|bp |

αi
Note that (1−α
monotonically increases with αi for αi ∈ [0, 1). Therefore a bound
i)
on αi can be found as

αi = (x p kvi k)/(1 + x p kvi k) for j = 1, . . . , nψ .

(6.16)

It follows that (6.13) holds if
θ = max(kvi k2 )

x p max(kvi k2 )
.
1 + x p max(kvi k2 )

(6.17)

For the case that the model is parameterised in both C and D, i.e., (A, B, C(θ), D(θ))
the derivation is a bit more cumbersome (cf. proof of Theorem 6.3), but can be repeated with no change to the end result.
2
Let us briefly discuss the conditions under which Lemma 6.6 is applicable. The
requirement that Θψ (R) is not empty is raised to avoid the trivial case where
Θψ (R) = ∅ in (6.12) holds for all θ . The condition that Θψ (R) is a polytope (and
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hence bounded) is necessary to obtain a bounded Hausdorff distance. This distance quantifies the difference between two sets, and is a necessary step to bound
the approximation error. The requirement that Θψ (R) includes the origin is a sufficient condition and relates to well-posedness for bounded input sets including
the origin. When considering invariance properties defined for 0 ∈ Uver and for
any polytope Xver , the requirement that 0n ∈ Θψ (·) is necessary for Θ2ψ to be nonempty: this can be intuitively illustrated by noting that under an assumption of
asymptotic stability for A, for any θ and for u(·) = 0, the output ŷ(t, θ) of the model
in (6.6) converges to 0. Hence for a property to be satisfied under these conditions
it should at least hold for the zero output, which is equivalent to demanding that it
holds for the parameter θ = 0n . For any atomic proposition pi ∈ AP (see Equation
(6.5)) it can be shown that there is an invertible mapping between the row vectors,
proportional to the normals of the faces of the polyhedral set Θpi (x(0)), and the
initial state x(0). Therefore, if R(k) has the origin in its interior, then Θpi (R(k) )
has to be bounded, and as a consequence so does any feasible set comprising this
atomic proposition. This holds for k ≥ n if (A, B) is a reachable pair and if Uver
(k)
has 0 in its interior. Under the same conditions there exists a k such that RXver has
0n in its interior. The generalisation to the case dealing with a Hausdorff distance
of the feasible set for invariance properties with a set of inputs 0 6∈ Uver is outside
of the scope of this work.

Convergence properties of robust approximations
(k)

We can employ Lemma 6.6 to bound the Hausdorff distance between Θψ (RXver )
and Θ2ψ . If Xver = {0n } and the spectral radius of A is strictly less than 1 (that is
ρ(A) < 1 or equivalently A is asymptotically stable), then the Hausdorff distance
can be bounded as
δH (R(k) , R∞ ) ≤ (k) := kAk k2 max (|u|)c1 ,
u∈U

(6.18)

P∞
with c1 a bound on i=0 kAi Bk, which is the peak-to-peak performance of the
dynamical system formed by (A, B). The derivation of the inequality above, and
of the subsequent results, can be found in the Appendix. Stronger results can be
obtained via dedicated software for these computations [Frehse et al., 2011]. In
the case that Xver 6⊆ R∞ then the forward reachable iteration can be rewritten as
(k)

RXver =

k
[
i=0


Ai Xver + R(k) .

The Hausdorff norm can be bounded as
(k)

k+1 k δ (X
δH (RXver , R∞
2 H
ver , {0n }).
Xver ) ≤ (k) + kA

Note that for ρ(A) < 1 the norm kAk k2 → 0 for k → ∞. In case the condi(k)
(k) 
tions of Lemma 6.6 on RXver ⊆ X and Θψ RXver hold, the Hausdorff distance
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δH (Θ2k ψ , Θ2ψ ) can be bounded by

kAk k2 max(kvi k)2 p max (|u|)c1 + kAkδH (Xver , {0n }) .
i

u∈U

(6.19)

Verification of unbounded-time properties
Based on the convergence properties of the feasible set, the asymptotic behaviour
of the confidence computed in Proposition 6.2 can be stated as follows.
Corollary 6.7 (Convergence) Under the conditions of Lemma 6.6,
 the feasible sets Θ2k ψ
and Θ2ψ are measurable; further, for a Gaussian distribution p θ ∼ N (µθ , Rθ ) with a
covariance Rθ  0, P θ ∈ Θ2k ψ → P θ ∈ Θ2ψ for k → ∞.
Proof: For a strictly positive Rθ , the Gaussian density distribution takes finite
values over the parameter space, therefore the convergence of a monotonicallydecreasing polytope over the parameter space induces the convergence of the associated probability measure.
2
Theorem 6.3 can now be generalised to include unbounded-time invariance properties as follows.
Theorem 6.8 Consider a polytopic set of initial states x(0) ∈ Xver , inputs u(t) ∈ Uver
for t ≥ 0, and a labelling map as in (6.5). Let R̂∞
Xver be a polytopic superset of the minimal
robustly positively invariant set that includes Xver , denoted as R∞
Xver . Then the feasible
set admits a polyhedral subset Θ̂ψ ⊂ Θψ for every specification ψ expressed within the
∞
LTL fragment ψ ::= α| ψ|ψ1 ∧ ψ2 |2ψ, and if R̂∞
Xver = RXver then Θ̂ψ = Θψ .
Proof: Every property φ ::= p| ψ|ψ1 ∧ ψ2 |2ψ with p ∈ AP can be rewritten as
ψ1 ∧ 2ψ2 where ψ1 and ψ2 have syntax ψ ::= p| ψ|ψ1 ∧ ψ2 . Consider a property
ψ∗ = ψ1 ∧ 2ψ2 , and let us leverage equivalences among LTL formulae [Baier and
Katoen, 2008]. For ψ̄1 and ψ̄2 in ψ ::= p| ψ|ψ1 ∧ ψ2 the properties ψ1∗ := ψ1 ∧ ψ̄1
and ψ2∗ := ψ2 ∧ ψ̄2 are such that ψ∗ ∧ (ψ̄1 ∧ 2ψ̄2 ) ≡ ψ1∗ ∧ 2ψ2∗ . Now consider
ψ∗ ≡ (ψ1 ∧ 2ψ2 ) ≡ (ψ1 ∧ 2ψ2 ) ≡ ( ψ1 ) ∧ ( 2ψ2 ), from the distributive
law of . Using the semantics of
and 2, it follows that 2ψ2 is equivalent to
2 ψ2 . Thus for ψ1∗ := ψ1 and ψ2∗ := ψ2 it holds that ψ∗ ≡ ψ1∗ ∧ 2ψ2∗ .
Take 2ψ∗ ≡ 2(ψ1 ∧ 2ψ2 ) ≡ (2ψ1 ) ∧ (22ψ2 ) based on the distributive law (c.f.
[Baier and Katoen, 2008, p.248]), which is subsequently equal to (2ψ1 ) ∧ (2ψ2 ) ≡
2(ψ1 ∧ ψ2 ) by applying the idempotency law and the distributive law. Hence
2ψ∗ ≡ 2(ψ1 ∧ ψ2 ).
In conclusion, every property φ ::= p| ψ|ψ1 ∧ ψ2 |2ψ can be written as ψ1 ∧ 2ψ2
where ψ1 and ψ2 have syntax ψ ::= p| ψ|ψ1 ∧ ψ2 : this is because we have shown
that every operation ( , ∧, 2) preserves this rewriting.
For the set of initial states Xver , a property ψ is invariant

hM(θ), x(0)i  2ψ, ∀x(0) ∈ Xver
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∞
if and only if ∀x ∈ R∞
Xver : hM(θ), xi  ψ. Let R̂Xver be a polytopic superset of
∞
RXver with a finite set of vertices vR ∈ VR . Then the subset approximation of the
feasible set Θ2ψ follows as Θ2ψ ⊇ Θ̂2ψ =
(
)
^

T
θ∈Θ:
(Inψ ⊗ vR )Nψ + Kψ θ ≤ Bψ ,
vR ∈VR

∞
where Θ̂2ψ ⊆ Θ2ψ . Note that if R̂∞
Xver = RXver then Θ̂2ψ = Θ2ψ . The feasible
set of ψ1 ∧ 2ψ2 is equal to Θψ1 ∧2ψ2 = Θψ1 ∩ Θ2ψ2 . And Θψ1 ∧2ψ2 can be upper
and lower bounded as Θψ1 ∩ Θ̂2ψ2 ⊆ Θψ1 ∧2ψ2 ⊆ Θψ1 ∩ Θ2k ψ2 with k ∈ N. This
proves Theorem 6.8 for the case where the model is (A, B, C(θ), 0). The proof for
the model class with additional parameterisation of D can be derived similarly.
2

The extension beyond the LTL fragment discussed above may lead to feasible sets
that are in general not convex, and is therefore beyond the scope of this work.

6.3.f

Case study (continuation): unbounded-time safety verification

We study convergence properties for the safety specification ι considered in the
case study in Section 6.3.d, maintaining the same operating conditions as before for the verification step and for the experiments. In Figure 6.4a the forward
reachability sets R(k) with k = 1, . . . , 20 are obtained for the model dynamics in
(6.8). Figure 6.5 (upper plot) displays bounds (k) on the Hausdorff distances
δH (R(k) , R∞ ) computed with (6.18): starting from a slanted line segment for R(1)
as in Figure 6.4a, it can be observed that the forward reachable sets R(k) converge
rapidly, as confirmed with the error bound displayed in Figure 6.5 (upper plot).
Based on R(k) , the feasible
set for the k-bounded invariance 2k ι can be computed

as Θ2k ι = Θι R(k) . The feasible sets Θ2k ι with k = 1, . . . , 20 are plotted in Figure 6.4b. Observe that the feasible set Θ21 ι is not bounded, but for k ≥ 2 the
feasible sets are bounded and, as expected, decrease in size with time. In Figure
6.5 (middle plot) bounds on the Hausdorff distances δH (Θ2ι , Θ2k ι ) are given for
k = 2, . . . , 20 (no finite bound is computed for the index k = 1, since for that instance the feasible set is not bounded). Let us conclude this case study looking
at confidence quantification, as a function of the time horizon. Figure
 6.5 (lower
plot) represents the confidence over the property P θ ∈ Θ2k ι | Z Ns , for indices
k = 1, . . . , 20. Unlike the case discussed in Section 6.3.d, which focused on looking
at statistics of the confidence via mean and variance drawn over multiple experiments, we zoom in on asymptotic properties by considering a data set Z Ns comprising a single trace made up of 200 measurements, simulated under the same
conditions as in Section 6.3.d, and with θ0 = [1 0]T . From the resulting probability
density distribution p θ | Z Ns , it may be observed that the confidence converges
rapidly to a nonzero value.
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(a) The first 20 iterations of the
forward reachable set R(k) , k =
1, . . . , 20 for the case study. The
reachable sets grow in size from
dark grey (k = 1) to light grey (k =
20), so that R(k−1) ⊆ R(k) .
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(b) The feasible sets for the k-bounded
invariance property 2k ι, with k =
1, . . . , 20, obtained for the case study.

Figure 6.4: Reachable and feasible sets for the unbounded-time verification problem.

6.4

Discussion on the generalisation of the results

The discussed approach based on polytopes allows for analytical expressions of
the feasible set, however the implementation may not scale to models with very
large dimension: in particular, the number of half-planes characterising the feasible set may increase with the time bound of the LTL formula ψ (that is, with
the repeated application of the
operator), and with the cardinality of the set of
atomic propositions in the alphabet Σ. Still, these computations are essentially
equivalent to those of known reachability algorithms, therefore the method is
extensible well beyond the 2-dimensional case study, especially when applying
sophisticated reachability analysis tools in the literature [Frehse et al., 2011, Cattaruzza et al., 2015]. Therefore the discussed limitations related to the current
implementation of the approach, ought to be dealt with in the future by the use
of tailored and less naı̈ve computational approaches. In the discussion of model
selection, we elaborated possible generalisations beyond linearly-parameterised
model sets. Future extension will in particular deal with hybrid models, since
when systems are not linear, their (local) behaviour is often well approximated
with piecewise-linear dynamical models.
We are presently working to extensions of the considered set of logic formulae of
interest, and plan to employ experiment design to optimise the input-output signal interaction for efficient data usage over general classes of models, as initially
attempted in [Haesaert et al., 2015b]. Additionally, the design of control policies
that optimise properties of interest over partly unknown systems is topic of current work.
Finally, current work targets the applicability of tractable solutions to model-based

153

6.5 Conclusions

(k) ≥ δH (R(k) , R(∞) )
0.5
0

2

4

6

8

10

12

14

16

18

20

14

16

18

20

18

20

k
θ (k) ≥ δH (Θ2ι , Θ2k ι )

3
1.5
0

2

4

6

8

10

12
k

P θ ∈ Θ2k ι | Z Ns

1
0.9
0.8
0

2

4

6

8

10

12



14

16

Figure 6.5: (Upper plot) Error bound on the approximation level of the k-th forward reachable sets, which is such that R(∞) ⊆ R(k) + (k) for k = 1, . . . , 20.
(Middle plot) The Hausdorff distance θ (k) between Θ2k ψ and Θ2ψ with k =
2, . . . , 20, obtained for the case study.(Lower plot) Confidence that S  2k ι for
k = 1, . . . , 20 for the case in Section 6.3.d, with a new experiment consisting of 200
samples collected as Z Ns .

and data-driven verification over complex physical systems.

6.5

Conclusions

This chapter has introduced a new framework for the integrated formal verification and modelling of physical systems with partly unknown dynamics. A
Bayesian framework allowing for the efficient incorporation of measurement data
and prior information has been combined with a verification procedure. The new
approach allows for the computation of the confidence level over the validity of a
property of interest on the unknown system. The method has been applied to the
verification of LTI models of systems over bounded and unbounded safety properties (a fragment of LTL logics), and its computational overhead has been focus
of discussion.
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Derivation of the bounds in Section 6.3.e

We derive the Hausdorff distance used in the subsection “Convergence properties
of robust approximations”.
1. Hausdorff distance of forward reachable mappings. We sketch the method to
bound the Hausdorff distance, whereas a more formal derivation can be found in
the literature on robustly positively invariant sets [Blanchini and Miani, 2007].
The k-step forward reachable set equals to


k X
i

[
R(k) =
Aj−1 Bu(i − j), for u(j) ∈ Uver .


i=1

j=1

For 0 ∈ Uver , the minimal invariant set R∞ can be written as


i−1
∞
X

X
R(∞) =
Aj Bu(j) + Ai
Ak Bu(k), for u(·) ∈ Uver .


j=0

k=0

If the spectral radius of a A is strictly smaller than 1, ρ(A) < 1, then
R(∞) ⊆ R(k) + (k)B,
with
Ak

∞
X
i=0

Ai Bu(k) ⊆ (k)B, for u(·) ∈ Uver .

Note that (k) is bounded for ρ(A) < 1. For a matrix A without defective eigenvalues, i.e. where the eigenvectors form a complete basis, this L1 norm (the
peak-to-peak performance) can be easily bounded using the spectral radius of A,
by selecting
(k) =

∞
X
|ρ(A)|k
kBk2 max (|u|) ≥ kAk k2
kAi Bk2 |u(k)|.
u∈Uver
1 − |ρ(A)|
i=0

In case that the matrix A is defective, we opt to bound the P
L1 -norm by exploiting
∞
the absolute sum of the L2 induced norm for Ai , i → ∞: i=0 kAi k2 . Note that
i
kA k2 converges to 0 for i → ∞ since ρ(A) < 1, therefore there exists a finite l such
that kAl k2 < 1 and we can upper bound the absolute sum as
∞
X
i=0

i

kA k2 ≤
=

l−1
X
i1 =0
l−1
X
i1 =0

!
i1

kA k2

i2 =0

!
kAi1 k2

∞
X

!
kAl ki22

1
.
1 − kAl k2
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Thus in general, the Hausdorff distance can be bounded as
δH (R(k) , R(∞) ) ≤ (k) = kAk k2 max (|u|)c1 ,
u∈Uver

Pl

kAi1 k2
1−kAl k2



with c1 =
kBk2 for l such that kAl k2 < 1. Note that c1 can be
replaced by any bound on the L1 norm (the peak-to-peak performance) of the
dynamical system formed by (A, B).
i1 =0

In case that Xver 6⊆ R∞ then the forward reachable iteration can be rewritten as
!
k
[
(k)
i
A Xver + R(k) ,
RXver =
i=0

for which we know that
(∞)

(k)

RXver ⊆ RXver + (k) + kAkk+1 δH (Xver , {0}).
Thus the Hausdorff norm is upper bounded as
(∞)
(k)
δH (RXver , RXver ) ≤ (k) + kAk+1 kδH (Xver , {0}).
2. Hausdorff distance on feasible sets. Suppose that the conditions in Lemma
(k)
(k)
6.6 hold for RXver , then we can compute a value for θ such that Θψ (RXver ) ⊆
(k)

(k)

(∞)

Θψ (RXver +x B)+θ B, where x is a bound on the Hausdorff distance δH (RXver , RXver ).
(k)

The set operation Θψ (·) is monotonically decreasing, therefore Θψ (RXver +(k)B) ⊆



(k)
(k)
Θ2ψ = Θψ R∞
⊆
Θ
R
= Θ2k ψ , and Θ2k ψ ⊆ Θψ (RXver + (k)B) +
ψ
Xver
Xver
θ B ⊆ Θ2ψ + θ B, and
Θ2ψ ⊆ Θ2k ψ ⊆ Θ2ψ + θ B.
Based on Lemma 6.6, with p = maxpi
θ =

|Api |
|bpi | ,

we obtain

x p maxi (kvi k)2
≤ x p max(kvi k)2 .
i
1 + x p maxi (kvi k)

Note that since kAk k2 converges to 0 for k → ∞ for ρ(A) < 1, and since maxi (kvi k)2
is not increasing, the error θ also converges to 0.
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Inside every non-Bayesian there is a
Bayesian struggling to get out
Dennis V. Lindley

7

Bayesian experiment design
for formal verification

T

he formal verification of a system with partly unknown dynamics
hinges on the use of data that is obtained from experiments performed on this system. We question how to design experiments to optimise the data-collection for this data-driven verification of formal system properties. More precisely, we employ a Bayesian framework both
for the computation of the confidence level in the formal properties of interest and for the design of optimal experiments. After considering the
available experiment design methods in literature, we develop two new
design methodologies. The first gives an empirical solution to the classical
Bayesian experiment design problem, which we formulate for the formal
verification problem. Its solution defines offline a sequence of inputs for
the experiment. In the second approach, we show that by formulating
the experiment design problem as a stochastic optimal control problem,
solvable via dynamic programming, we obtain a policy for the online selection of optimal experiment inputs. A number of numerical case studies
are used to elucidate the approaches and their differences.
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Chapter 7 Bayesian experiment design for formal verification

Introduction

In this chapter, we are interested in the optimal design of input signals, applied to
partly unknown systems during an identification experiment, for the specific case
that the data obtained from the experiment is to be used to verify or falsify system
properties (cf. Chapter 6). Properties of interest include safety or reachability
requirements on the dynamics that can be naturally formulated as specifications in
a given temporal logic [Baier and Katoen, 2008]. Towards the goal of efficient dataacquisition, the input signals exciting the system should be chosen to maximise
the amount of information gained.
The design of experiments applied to dynamic systems is not a new topic. Early
work by inter alia Goodwin et al. [1973] considered experiments used for the identification of a parameterised model based on data, as such they focused on the
design of experiments that reduce the variance of the parameter estimates. In
this scope, optimality criteria for the experiment design can be expressed as a
function of the parameter variance. When used in model-based controller design
[Hjalmarsson, 2009, 2002], the quality of the employed model estimated from data
influences the obtained performance. Later, application-oriented research also included this target-application of the estimated model into the experiment design
problem. Solutions to the aforementioned experiment design problems typically
depend on knowledge of the true model of the system, and the literature distinguishes three approaches: an iterative approach, where knowledge on an estimate of the nominal system is used to design the experiment at each stage; a
min-max design that is robust to worst-case scenarios; and a Bayesian design that
uses knowledge of a prior uncertainty distribution over the model [Lindley, 2000].
In recent research on experiment design, where identification for control prevails,
the first approach is predominant both for the direct optimisation of an application oriented optimality criterion Hjalmarsson [2005, 2009] and for the dual experiment time optimisation Bombois et al. [2006, Least-costly]. Still, some work has
been done on the robust experiment design using the min-max approach [Rojas
et al., 2007]. On the other hand, the third approach, well known from Bayesian
statistics [Lindley, 2000], is not yet widely employed.
The use of data to make a decision on a property of a partly unknown system, has
recently been studied in the design and interpretation of experiments for closedloop performance diagnoses Mesbah et al. [2012a,b, 2015] and hypothesis testing
[Bombois et al., 2011].
We first formulate our data-driven verification problem as introduced in Chapter
6. For this problem, we qualitatively evaluate the available work on hypothesis
testing methods of Mesbah et al. [2012a,b, 2015], Bombois et al. [2011] and the
methods from identification for control. We show that, since the experiment outcome is the confidence in a property, experiment design criteria formulated on this
confidence distinguish themselves from typical problems related to the quality of
an estimated model. This difference follows from the fact that for our verification
problem there is only an indirect need to minimise the accuracy (and especially
the variance) of a parameter estimate.
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To analyse the design of experiments for data-driven verification, we consider the
case that the system can be modelled by a given, linearly parameterised, model
set. Embedded within a Bayesian framework, where prior knowledge is defined
by a probability distribution over the possible set of models, we consider two
optimality criteria of interest. For the first, we consider a classical, utility-based,
interpretation of Bayesian experiment design [Lindley, 2000] in which the optimality criterion is the expected confidence at the end of the experiment. As a close
alternative, we formulate as a second criterion the reaching of a certain threshold
confidence in accepting or rejection the property of interest evaluated over the
prior knowledge. We note, and will highlight later on, that the latter objective
is related to research on sequential Bayesian experiment design [Huan and Marzouk, 2016] and to the large body of work on sequential hypothesis testing [Wald,
1945].

We analyse and solve the classical Bayesian experiment design problem first. For
this, we detail the Bayesian experiment design formulation for the design of input
sequences, and show that it can be solved offline before the experiment by using
Monte-Carlo methods.
Then we consider the second optimisation criterion and we show that for this
case, the problem of experiment design can be reformulated as a stochastic reachavoid problem over a Markov decision process (MDP) [Bertsekas and Shreve,
1996]. More precisely, we formulate this optimal control problem to synthesise
the optimal experiment design policies using dynamic programming. For this,
the idea of reformulating the experiment design problem as an MDP optimisation originates from [Larsson, 2014], and is newly enhanced by embedding the
posterior distribution of the model parameters into the state of the MDP. This extended MDP allows for an online input design that depends on the collection of
the available data, since the state of the MDP encompasses the collected data via
the updated posterior distribution. A similar idea has also been developed for
Bayesian experiment design with respect to the data-collection on static functions
[Huan and Marzouk, 2016], where an MDP is defined with as state the current
posterior distribution. Note that as they consider a static system without a state,
the MDP modelling does not need to include the dynamics of the systems. The
online experiment design framework can be seen as an extension to the offline
design, introduced first, as it synthesises a state-based policy, rather than a stateindependent and offline-computed input sequence.

Structure. In the next section, we detail the experiment design objective for datadriven verification. The subsequent section (cf. Section 7.3) covers the literature
on experiment design in system identification and shows that the posed problem
distinguishes itself from the standard experiment design problems for estimation.
Sections 7.4 and 7.5 give the respective offline and online experiment design formulations and solutions.
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7.2

Bayesian experiment design for data-driven verification

7.2.a

Modelling framework and specifications

The system, denoted by S as given in its measurement set-up in Figure 7.1, is a
physical system (introduced already in Chapter 2) and is measured and controlled
in discrete time. An input signal u(t), t ∈ N, captures how the environment acts on
the system. Similarly, the output y0 (t) indicates how the system interacts with the
environment (namely, how it can be measured). The measurements ỹ(t) at t ∈ N
of y0 (t) are disturbed by the measurement noise e(t).

Figure 7.1: System S has input u(t) and output
y0 (t). In the measurement setup, the measured
output ỹ(t) includes the system output y0 (t)
and the measurement noise e(t).

u(t)

S

y0 (t)
+
+

e(t)

ỹ(t)

In most cases the knowledge of the behaviour of a system is only partial, making
it impossible to represent the system with a “true” model. In such cases, a-priori
available knowledge allows us to construct a model set G, with elements M ∈ G
representing possible mathematical models of S. The model set G is defined to
be a collection of state-space models in this work, but other modelling formalism
such as transfer functions can also be used. Let us denote the parameterisation
of the model set G as the mapping M(·) : Θ → G. That is a mapping from the
parameters θ ∈ Θ in the parameter set, which is a subset of a Euclidean space
Θ ⊂ Rn , to the models M in G. This allows for a parametrised expression of the

Figure 7.2: Model set indexed by the parameterisation depicted together with the
set of feasible parameters Θψ for which the property of interest is satisfied.
model set as G = {M(θ)|θ ∈ Θ}.
Within the scope of the developed work, we will make a sequence of assumptions that simplify the Bayesian calculations and that allow us to reason more
easily about the problem at hand. They are listed at the end of this subsection.
Extensions beyond this rather simple assumptions are possible but would require more involved computations, therefore they are left to future work. In
the sequel, we presume to be given a linearly parameterised model set, such as
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G := {M(θ) | θ ∈ Θ} with

M(θ) :

x(t + 1)
ŷ(t, θ)

= Ax(t) + Bu(t),
= θT x(t).

(7.1)

For this, we assume that the signals u(t) and ŷ(t, θ) take values in, respectively,
U := R and Y := R; and that the state evolves over Rn . The chosen parameterised
model set is assumed to contain the “true” model denoted as M(θ0 ), θ0 ∈ Θ that
exactly represents the behaviour of the system S. It is then the (unknown) model
denoted by M(θ0 ) = S for which y0 (t) = ŷ(t, θ0 ) that we would ideally like to
formally verify. The uncertainty about M(θ0 ) is structured as a distribution over
the parameter set Θ. In the sequel we will assume knowledge of the initialisation
of M(θ). More precisely, we assume to be given the value of x(0), the initialising
state of the true model M(θ0 ).
Consider Figure 7.2, it depicts the model set G and the mapping of its elements to
the parameter space. As portrayed in the figure, the model class G has a subset
of models that satisfy the specification or property that we want to verify. We
will presume that we can map this set of models to a set in the parameter space,
which we can describe or approximate analytically. Let us define Θψ ⊆ Θ to be
the maximal feasible set of parameters, such that for every parameter in that set
the property ψ holds, i.e. ∀θ ∈ Θψ : M(θ)  ψ and ∀θ 6∈ Θψ : M(θ) 6 ψ. The
formula M(θ)  ψ reads as “the model indexed with θ satisfies property ψ”. In
the remainder of this chapter we consider temporal properties that, given a set
of parameterised models M(θ), translate to polytopic sets of feasible parameters:
this is the case for specifications expressed in a fragment of linear temporal logic
(as explained in the previous chapter) such as those for safety requirements. Still
the developed theory holds for any subset Θψ , it specifically also holds for nonconvex sets and/or unbounded set Θψ .
Beyond the standard assumptions on the system, which includes, among others,
that it can be modelled by a linear time-invariant model within a known model
set, we have also assumed that
• we do the experiment on a single-input single-output discrete-time system,
that
• the model set can be linearly parameterised, and that
• we have knowledge on the initialisation of the models.
Further, on the experiment set-up, introduced in detail next, we will assume that
• we know and can choose the input signal (in a deterministic fashion) to the
system at every time instant, and that
• the output measurements are exact up to an error e(t), which in turn can
be modelled as a white noise disturbance e(t), whose probability density
distribution is known to be a zero-mean Gaussian distribution with a given
variance σe2 .
Additionally, as is standard in the Bayesian framework, we assume that our knowledge or uncertainty on the system can be captured by a prior distribution over the
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parameter space.

7.2.b

Data-driven verification

Whenever the lack of full knowledge on the system behaviour hinders the use
of formal verification procedures, it is possible to collect data of the system via
an experiment. By combining data gathered from an experiment set-up together
with model knowledge of the system we gain knowledge to verify whether the
system does or does not satisfy a specification. The number of data necessary for
this model-based and data-driven verification method does not only depend on
the property and the available prior information but also on the design of the experiment. More precisely it depends on the input sequence applied to the system
during the experiment.
Experiment. Data is collected in an experiment by exciting the system with an
input sequence uNs = [u(0) u(1) . . . u(Ns − 1)]T , where Ns denotes the length of
the input sequence. Noisy observations ỹ(t) of the output y0 (t) are modelled as
signals perturbed by Gaussian1 white noise e(t) that is additive to y0 (t), i.e. ỹ(t) =
y0 (t) + e(t). Let us denote the output samples obtained by exciting the system
0
with the input uNs as ỹNs = [ỹ(1) ỹ(2) . . . ỹ(Ns )]T . The uncertainty about
 M(θ )
is expressed by the prior probability density distribution,denoted p θ , and by
the posterior probability density distribution p θ|ỹNs , uNs . The collected inputoutput data contains statistical information on the behaviour of the system, and
allows us to refine
the uncertainty by updating the probability density distribution

p θ|ỹNs , uNs over the parameter space.
Confidence computation. According to Bayesian probability calculus [Lindley,
2000], the confidence (or equivalently the credibility) of a property ψ is measured
with the probability distribution over the parameter space quantifying the uncertainty. Thus the
 confidence is computed over Θψ based on the prior density distribution p θ (before acquiring data) or the posterior density distribution (after
data acquisition), respectively:
Z
Z




P Θψ = p θ dθ,
P Θψ |ỹNs , uNs =
p θ|ỹNs , uNs dθ.
(7.2)
Θψ

Θψ

In the latter case, the (additional) experiment data and parametric inference has
refined the a-posteriori uncertainty distribution.

Bayesian inference. Given a prior distribution p θ and a data set ỹNs obtained by 
taking Ns measurements of ỹ(t), the a-posteriori uncertainty distribution p θ|ỹNs , uNs
is based on parametric inference [Lindley, 2000, Peterka, 1981] structured over the
parameter set Θ as
 

 p ỹNs , θ |uNs
p ỹNs |θ, uNs p θ
 =R
  .
(7.3)
p θ | ỹNs , uNs =
p ỹNs |uNs
p ỹNs |θ, uNs p θ dθ
Θ
1 Under this assumption we have conjugacy and hence the Bayesian inference introduced next can
be solved analytically [Peterka, 1981].
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Consider
the model
class (7.1) with the respective parameterisation and prior


p θ = N µ, R , then the posterior based on measurements up to time Ns is given
as


−1


R+ = R−1
+ σe−2 Φ(uNs )ΦT (uNs )  ,
+
+

p θ | ỹNs , uNs = N µ , R with
µ+ = R+ R−1 µ + σe−2 Φ(uNs )ỹNs ,


for Φ(uNs ) = x(1) . . . x(Ns ) ∈ Rn×Ns (cf. Appendix 7.A). Notice that since x(0)
is known, Φ(uNs ) can be constructed based on (7.1).

Note that, both the resulting posterior probability distribution p θ|ỹNs , uNs =
N (µ+ , R+ ), the data realisation ỹNs , and the unknown true parameter θ can be
described by random variables with Gaussian distributions given as


p ỹNs | θ, uNs = N ΦT (uNs )θ, Iσe2 ,
(7.4a)


T
p ỹNs | uNs = N Φ (uNs )µ, RỹNs ,
(7.4b)
 2

T
RỹNs = σe I + Φ (uNs )RΦ(uNs ) ,


p θ | ỹNs , uNs = N µ+ , R+ ,
(7.4c)


−1
R+ = R−1 + σe−2 Φ(uNs )ΦT (uNs ) ,
(7.4d)
 −1

+
+
−2
µ = R R µ + σe Φ(uNs )ỹNs ,


+
p µ |uNs = N µ, R − R+ ,
(7.4e)
of which the derivation is given for completeness in Appendix 7.A. In (7.4a), the

T
distribution of the output-data ỹNs = ỹ(1) . . . ỹ(Ns )) is a function of the parameterisation.

7.2.c

Bayesian experiment design

The overall goal of this chapter can be stated as follows: starting from available apriori knowledge on system S, optimally design an experiment and implement it to gather
measurements, which allow for the refinement of the uncertainty about the system and for
the quantification of the confidence in a specification ψ defined over the system as in (7.2).
More precisely, we study whether we can excite the system during the experiment
to gain a maximal amount of knowledge on the property, along either one of the
following two reasonings
A. the expected confidence of verifying a property of the system correctly based
on the experiment is optimised, or
B. the probability that a given threshold confidence is reached during the experiment is optimised.
The former question reflects the classical, utility-based, Bayesian experiment design
as described by Lindley in [Lindley, 2000] and has first been used for this datadriven verification in [Haesaert et al., 2015b]. We reiterate the proposed formulation of the Bayesian experiment design problem and solve problem A by design-
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ing an input sequence offline as explained in Section 7.4. Then we go to the latter question, subtly different from the former. This dual problem formulation is
beneficial. It can be written as a stochastic optimal control problem which can
be decoupled into sub-problems as a (time-independent) dynamic programming
problem. As a consequence, the problem B naturally allows for the online selection of the optimal input. We choose to pursue this online input selection by
modelling the system together with the inference updates as an extended MDP
and by designing a policy for the dynamic programming problem on that MDP.
Hence the solution of the optimal control problem gives an optimal policy for the
online selection of input actions to the system during the experiment.
In general the set of allowed experiments is limited, that is, we can only choose
an input sequence uNs from a specific set E ⊂ RNs . Examples include E := {uNs :
u(t) ∈ Uex , ∀t = 0, . . . Ns − 1}, with Uex a bounded set, such as for instance
[−umax , umax ], umax ∈ R+
0.

7.3
7.3.a

Experiment design solutions in literature
Frequentist setting

Consider a system S with the underlying model M(θ0 ). Then identification or
parameter estimation amounts to the selection of a parameter θ̂ based on experiment data (ỹNs , uNs ). Implicitly, θ̂ is a function of the noise realisation during
the experiment. As such the stochastic properties of the random variable θ̂ can be
described in relation to θ0 . Estimator properties define the quality of the identification procedure and are a function of these stochastic properties of θ̂, including;
• bias, that is, the expected value E(θ̂) in comparison to θ0 ;
• variance of θ̂.
For linear time invariant models, one generally chooses estimators that are consistent. That is, estimators that are asymptotically unbiased and have a variance
converging to 0 for increasing data. Additionally, when the true model is in the
model set it is of interest to consider “optimal” estimators, i.e., estimators with
minimal variance. For the combination of the model set (7.1) and the system, the
prediction error method Ljung [1999] gives an unbiased, minimal variance2 and
consistent estimator. In this method, the estimate θ̂ of θ0 is obtained by solving
the following least squares problem
θ̂N
2 This

Ns
1 X
(y(t, θ) − ỹ(t))2 .
= arg min
θ Ns
t=1

holds when measurement noise can be assumed to be white and Gaussian.
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Given knowledge of θ0 the resulting distribution of the estimate θ̂ is given by
θ̂ ∼ N (θ0 , R(uNs )),

R(uNs )−1 := σe−2 Φ(uNs )ΦT (uNs ).

(7.5)

Because of the chosen (linear-in-parameter) model structure it holds that R(uNs )
is independent of θ0 .
Of course, the value of the variance does not only depend on the chosen estimator, it also depends on the information content of the measurements. Generally,
experiment design starts from knowledge of the true system and has as objective
the increase of this information content to optimise the distribution of the random variable θ̂ in some way. As such, given that the Gaussian distribution of θ̂ is
fully characterised its mean θ0 and variance R, the optimisation objective can be
expressed as a function of θ0 and R. Thus the first step in the experiment design
problem is an optimisation with respect to θ0 and R. In a secondary step, the lack
of knowledge of the true model θ0 has to be tackled. This phased approach is a frequentist approach. Since the domain of system identification is largely dominated
by frequentist approaches, so are the classical experiment design and identification for control parts, as detailed next. These frequentist based reasonings have
in common that optimality is first defined conditional on θ0 and then exported to
the actual case where the parameter θ0 is unknown. When this gives troubles, this
is referred to as the ‘chicken and egg’ problem. Notice that though the ‘chicken
and egg’ problem is most apparent for nonlinear parameterisations for which also
R depends on both θ0 and uNs , we will show that when considering hypothesis
testing [Mesbah et al., 2012b] cases that are similar to our verification problem, the
resulting ‘chicken and egg’ problem can cause serious issues.

7.3.b

Classical experiment design

In classical experiment design, the minimisation of the parameter estimate variance is of importance. More precisely, one considers the optimisation of a function
of the expected variance matrix; different types of optimality can be discerned by
the used function, as is surveyed by [Cooley and Lee, 2001, Gevers et al., 2011].
Well known types are A-optimality, minimising the trace of the variance matrix;
C-optimality, minimising the weighted trace of the variance matrix; D-optimality,
maximising the determinant of the information matrix (related to the inverse of
the variance); E-optimality, maximising the minimum eigenvalue of the information matrix; and lastly T-optimality, maximising the trace of the information matrix.

7.3.c

Identification for control

Part of the area of system identification [Ljung, 1999] and control engineering, is
the domain of identification for control, which investigates measurement-based
model construction of physical systems and this is particularly directed towards
the use of these models for model-based control design. This research direction [Van den Hof and Schrama, 1995, Hjalmarsson, 2005, Bombois et al., 2006,
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Hjalmarsson, 2009, Gevers, 2005] has focused on the development of approaches
towards data-driven modelling for control, where the quality of the estimator is
evaluated with respect to the objective of the model-based controller. Using the
wrong model in control causes a degradation of the controller performance, the
objective is hence to design the input of an experiment minimising the expected
performance degradation [Hjalmarsson, 2009, 2005, Gevers, 2005]. Let us make
this more concrete. For any model M(θ) the relative performance degradation is
denoted as Vrel (M(θ), M(θ0 )) and is based on the performance P(M(θ), M(θ0 )).
The latter quantifies the performance of the controller, when it is applied to the
true model M(θ0 ) and designed based on the model M(θ). The use of a model
M(θ) different from M(θ0 ), θ 6= θ0 , causes a performance degradation, which is
quantified by the relative performance degradation as
Vrel (M(θ), M(θ0 )) =

1 P(M(θ0 ), M(θ0 )) − P(M(θ), M(θ0 ))
2
P(M(θ0 ), M(θ0 ))

2

.

Note that, through its Hessian, Vrel (M(θ), M(θ0 )), can be approximated with a
quadratic function
Vrel (M(θ), M(θ0 )) ≈

1
00
(θ − θ0 )T Vrel
(θ0 )(θ − θ0 ).
2

We note that this defines ellipsoidal level sets around θ0 . The accuracy of an identified model M(θ̂) can now be evaluated with Vrel (M(θ̂), M(θ0 )). Within our
linear parameterised model set, the variance of this estimate θ̂ obtained during
the identification from data is equal to R(uNs ) (similar to the covariance of the
posterior uncertainty) and depends on the inputs applied to the model. More
precisely a sequence of inputs defines the model quality of an estimate M(θ̂) as
(θ0 − θ̂) ∼ N (0, R(uNs )). This allows us to define an ellipsoidal set around θ0 ,
that contains the nominal estimate θ̂ with a prescribed probability. Experiment
design in identification for control now targets the design of R(uNs ), shaping the
ellipsoidal set, such that this ellipse is a subset of an application oriented level set
00
of (θ − θ0 )T Vrel
(θ0 )(θ − θ0 ). In the former, the level set is constructed based on the
allowed performance degradation.
For general model sets (especially those beyond our linear parameterisation) optimal experiment depends on the unknown value θ0 . This dependence on θ0 of the
optimal experiment to find θ0 reflects the ‘chicken and egg’ problem. For a practical implementation there are several ways to deal with the lack of knowing θ0
exactly, see [Hjalmarsson, 2009]. Starting from the standard assumption that the
function Vrel is continuously differentiable, the computation of level sets can be
done approximately. Therefore the most common option is an adaptive/sequential experiment design where θ0 is approximated with θ̂. This can be done either
at each time sample [Pronzato, 2000, 2008, Pronzato and Walter, 1985, Gerencsér
et al., 2009, Hjalmarsson et al., 1996, Gerencsér and Hjalmarsson, 2005] or iteratively for batches of samples [Barenthin et al., 2008]. Consider as an example,
the iterative design of experiments for parameter estimation based on available
knowledge as explored in [Stigter et al., 2006], where the input is designed via a
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receding horizon optimisation based on the nominal estimate of the system, and
is updated in time during the experiment.
A secondary method to deal with lack of knowledge of θ0 is to design the experiment robustly with respect to the possible set of θ0 ; this is also referred to as
min-max experiment design and is used in [Rojas et al., 2007, Pronzato and Walter,
1988].
An alternative approach would be based on a Bayesian framework. Let us note
that this is often used in statistics literature, as surveyed in [Chaloner and Verdinelli,
1995]. This avoids the creation of the ‘chicken and egg’ problem. There has been
little need for work on the Bayesian experiment design problem for controller
synthesis. The cause is that in general, for identification for control problems, the
approximate solutions have provided good results.
Most of the experiment design problems, dealing with dynamical systems, are
as presented above and come down to minimising stochastic properties of the
estimator, which represents the expected model quality. Instead we want to verify
properties over the system. This is not directly related to the model quality and
hence also does not enjoy the beneficial characteristics of it.

7.3.d

Experiment design for hypothesis testing

The use of measurements for the detection of failures and performance degradations has recently led to research on the corresponding experiment design. These
design methodologies, focussing on hypothesis testing and failure detection [Bombois et al., 2011, Mesbah et al., 2012a], use the same two-step approach, where an
optimal design is first formulated for the true model, after which a solution is
sought to deal with the lack of knowledge on the true model.
The goal of the experiment design for hypothesis testing is making the right decision between two separate hypotheses. For a given bound on the false rate, the
detection rate (that is, accepting the right hypothesis) is a function of the information content of the measurement data. By associating a single model to each
hypothesis, Bombois et al. [2011] formulates the hypothesis testing problem as a
parameter estimation problem with a single unknown parameter. This parameter
spans the set of models between the null hypothesis model and the alternative
hypothesis model. Thus, referred to as the detection parameter, this parameter
discerns between the models belonging to the different hypotheses. As a consequence, in Bombois et al. [2011], the optimal input for the experiment design
problem formulated on the properties of the hypothesis testing problem is shown
to be equivalent to the input minimising the parameter variance.
Mesbah, Bombois, Ludlage, and Van den Hof [2012b] use a fully parameterised
model set. A subset of this set represents the models associated to the null hypothesis H0 , and its complement defines the alternative hypothesis H1 . Starting
from a known model M(θ0 ) the optimal experiment is defined as the experiment
that optimises the probability that the right hypothesis is selected. In [Mesbah
et al., 2012b] the decision rule is based on taking the hypothesis associated to the
current estimate θ̂.
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More precisely, let us characterise the hypotheses by the (feasible) set Θψ , such
that the null hypothesis H0 holds if θ0 ∈ Θψ . In contrast, the alternative hypothesis H1 is θ0 6∈ Θψ . At the end of the experiment, the hypothesis H0 accepted
if θ̂ ∈ Θψ , and rejected otherwise. Therefore Mesbah et al. [2012b] claims that if
θ0 ∈ Θψ the optimal experiment is such that with high confidence θ̂ ∈ Θψ . But
to actually design the experiment one now again needs to replace the unknown
value θ0 (cf. ‘chicken and egg’ problem). Suppose that the estimated θinit , used to
replace θ0 , satisfies H1 , whereas θ0 validates H0 , that is θinit ∈ Θ\Θψ and θ0 ∈ Θψ .
Let Θψ be a bounded set and consider the distribution of the estimate θ̂ as

−1 
θ̂ ∼ N θ0 , σe−2 Φ(uNs )ΦT (uNs )
(7.6)

−1 
approximated with N θinit , σe−2 Φ(uNs )ΦT (uNs )
. Since θinit ∈ Θ \ Θψ we
should design uNs by solving


−1 
uNs opt ∈ arg sup P θ̂ ∈ Θ \ Θψ | θ̂ ∼ N θinit , σe−2 Φ(uNs )ΦT (uNs )
subject to some constraints on uNs (e.g., bounded input power or amplitude). Let
us analyse the behaviour of (7.6) for decreasing levels of excitation. For this, we
consider that for

σe−2 Φ(uNs )ΦT (uNs ) → 0,
(7.7)
the distribution of θ̂ converges to a uniform distribution over Rn . Given that Θ =
Rn , the measure of the distribution, induced by (7.7), over any bounded set will
converge to zero. Thus if Θψ is bounded, then this also implies that


−1 
P θ̂ ∈ Θ \ Θψ | θ̂ ∼ N θinit , σe−2 Φ(uNs )ΦT (uNs )
→ 1.
More precisely, by definition it holds that


−1 
sup P θ̂ ∈ Θ \ Θψ | θ̂ ∼ N θinit , σe−2 Φ(uNs )ΦT (uNs )
≤ 1;
uNs

hence if there exists an input such that Φ(uNs ) = 0, then this is an optimal experiment. In other words, the optimal experiment for H1 would be the one that keeps
x(t) at zero, or equivalently that minimises the information content. Note that for
a bounded experiment time and a bounded input power, an input uNs keeping
x(t) = 0 ∀t is a global optimum. Since the goal is to improve the hypothesis testing procedure by improving the information content in the data, the fact that a
trivial zero solution is optimal implies that the optimality criterion is ill-posed.
As suggested by [Mesbah et al., 2012b] the actual experiment design can be preceded by taking measurements with a white noise signal as input. This on its own
can avoid ill-posedness issues as in this case the distribution (7.6) changes to

−1 
θ̂ ∼ N θinit , σe−2 Φ0 ΦT0 + σe−2 Φ(uNs )ΦT (uNs )
,
(7.8)
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where θinit is the outcome of the white noise experiment and where we denote
with σe−2 Φ0 ΦT0 the contribution to this experiment. For this case, denote for the
trivial zero input case the confidence α as


−1 
,
α := P θ̂ ∈ Θψ | θ̂ ∼ N θinit , σe−2 Φ0 ΦT0
then


−1 
P(θ̂ ∈ Θ \ Θψ | θ̂ ∼ N θinit , σe−2 Φ0 ΦT0
) = 1 − α.

Only, if there exists an input sequence uNs such that

−1 
P(θ̂ ∈ Θ \ Θψ | θ̂ ∼ N θinit , σe−2 Φ0 ΦT0 + σe−2 Φ(uNs )ΦT (uNs )
) > 1 − α,
then a nontrivial solution to the experiment design problem will be selected.
In [Mesbah et al., 2012b] this formulation of the experiment design problem is
applied to a specific type of failure detection, thereby avoiding this ill-posedness
issues.
Instead of taking a frequentist approach and trying to resolve the ‘chicken and
egg’ problem afterwards, we will consider a full Bayesian framework for the experiment design problem. A lot of the ideas discussed in the sequel would also be
applicable to the type of failure detection or performance degradation questions
where measurement data is used for standard hypothesis testing as in [Mesbah
et al., 2012b].

7.4

Maximising a-posteriori confidence (offline)

7.4.a

Bayesian experiment design: problem formulation

Targeting the formulation of an experiment design objective that does not hinge
on a satisfactory solution to the ‘chicken and egg’ problem, we formulate the optimisation criterion over the prior knowledge and based on the expected utility of
the experiment. As mentioned before, the end result will be the optimisation of
the expected confidence of verifying a property (i.e., Problem A in Section 7.2.c).
Remark that this criterion is a utility-based criterion within Bayesian experiment
design.
Within the Bayesian utility-based experiment design reasoning, data is used to
make a decision (as e.g. verifying a property) that, depending on the true system,
has a certain quality or utility. As such one makes the decision that maximises this
expected utility. For us, this is the decision to either accept that ψ holds or to reject
it. The utility of this decision is zero when wrong, whereas it is valued to be equal
to one when it correctly verifies the behaviour of the system.
The expected utility, denoted J, is related to the acceptance or rejection of a specification based on the identification experiment. In order to optimise it, consider that
system S can be represented as M(θ0 ), with a nominal parameter θ0 . Although
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θ0 is in general unknown, it can be perceived as a realisation
of the uncertainty

distribution over the parameters space, i.e. θ0 ∼ p θ , θ ∈ Θ. The acceptance or
rejection of S  ψ can be equivalently cast as the choice between hypothesis H0 :
M(θ0 )  ψ and hypothesis H1 : M(θ0 ) 6 ψ. This entails a decision which is valued
with 1 when correct, and with 0 when incorrect. For a given choice of H0 or H1 ,
and a nominal parameter θ0 , the utility is then a binary-valued function


H0 = Hi and M(θ0 )  ψ

1
if
0
H1 = Hi and M(θ0 ) 6 ψ,
ut(Hi , θ ) :=
(7.9)

0 else.
Note that ut has a 0 value when the chosen hypothesis is wrong, which is related
in statistics to type I and type II error, respectively [Shanmugan and Breipohl,
1988, page 514]. Thus type I and II errors are valued equally.
Conditional on a data set (ỹNs , uNs ), the nominal
parameter is distributed over

the parameter space as θ0 ∼ p θ|ỹNs, uNs . The expected utility of adecision Hi
conditional on the data set is thus E ut(Hi , θ0 ) | θ0 ∼ p θ|ỹNs , uNs . Note that
the expected utility represents the confidence that M(θ0 )  ψ or M(θ0 ) 6 ψ, and is a
function of both the decision and the experiment (ỹNs , uNs ). Thus when deciding
on H0 or H1 , the expected utility is either


ut(H0 ; (ỹNs , uNs )) := E ut(H0 , θ0 ) | θ0 ∼ p θ|ỹNs , uNs
Z


=
p θ|ỹNs , uNs dθ = P Θψ |ỹNs , uNs , or
θ∈Θψ




:= E ut(H1 , θ0 ) | θ0 ∼ p θ|ỹNs , uNs = 1 − P Θψ |ỹNs , uNs .

ut(H1 ; (ỹNs , uNs ))

As a criterion to be optimised, we then choose the expected utility maximised over
the decision H0 or H1 , namely
J(ỹNs , uNs ) :=
=

max ut(Hi ; (ỹNs , uNs ))
Hi



max P Θψ |ỹNs , uNs , P Θ\Θψ |ỹNs , uNs .

(7.10)

Every experiment contains statistical information on the behaviour of the system.
The objective is to design an experiment uNs that optimally exploits the dynamic
behaviour of the system and thus optimises the expected value of the criterion
J. Note that the criterion of interest J(ỹNs , uNs ) is a function of the measured
output ỹNs and input uNs data, as J : UNs × YNs . The data realisation ỹNs ∼
p ỹNs |uNs has a probability density function that is conditioned on the input
signal uNs . Given a prior p θ , the probability density distribution of the data can
be expressed as
Z

 
p ỹNs |θ, uNs p θ dθ ,
(7.11)
p ỹNs |uNs =
Θ



where p ỹNs |θ, uNs is the data distribution conditioned on the input uNs and on
the parameter θ. The Bayesian experiment design problem optimises the expected

value of the criterion J over the input signal uNs for a given prior p θ , and is

7.4 Maximising a-posteriori confidence (offline)

171

formulated as:


max E J(ỹNs , uNs ) | ỹNs ∼ p ỹNs |uNs ,

uNs ∈E

(7.12)

where the set of allowed experiments E is defined as E := {uNs : u(t) ∈ Uex , ∀t =
0, . . . Ns − 1}, with Uex a bounded set, such as for instance [−umax , umax ], umax ∈
R.
Remark 7.1 (Interpretation ofthe Bayesian experiment design problem) We observe that based on the prior p θ we can compute a distribution over the data ỹNs . The
criterion J expresses the expected utility of a realised data set ỹNs , interpreted as the confidence in the optimal decision, that is, accepting orrejecting H0 . This is computed from
the posterior probability distribution p θ|ỹNs , uNs . Note that both J and the distribution of the output data ỹNs are implicitly a function of the prior p θ .

7.4.b

Computing the Bayesian optimal experiment: an empirical
approach

In general, as we cannot compute the expected value in (7.12) analytically, we
need develop an empirical approach to approximately solve the problem. More
precisely, we give an empirical approximation of the objective function and an input parameterisation. Notice that an imprecise solution to the experiment design,
obtained before the start of the experiment, does not influence the correctness or
soundness of the use of the obtained data during the experiment for the datadriven formal verification.
Consider the experiment design problem

max E[J(ỹNs , uNs )|ỹNs ∼ p ỹNs |uNs ]

uNs ∈E

with J(ỹNs , uNs ) the expected utility as given in (7.10). Note that J(ỹNs , uNs )
depends on
 the posterior distribution, which can be expressed as p θ|ỹNs , uNs =
N µ+ , R+ . Hence J(ỹNs , uNs ) depends on the measurements ỹNs only through
µ+ , as in (7.4c). It follows that the optimisation problem can be written as an
expected value over µ+ (instead of ỹNs ). Thus this reduces the dimensionality of
the expected value in (7.12) from the horizon of the data to the dimensionality of
the parameterisation,
Z




max
max P Θψ |µ+ , uNs , P Θ̄ψ |µ+ , uNs p µ+ |uNs dµ+ ,
(7.13)
uNs ∈E

Θ



with Θ̄ψ = Θ \ Θψ and subject to p µ+ |uNs = N µ, R − R+ .
As an affine transformation of the measurements ỹNs , theposterior mean µ+ is a 
random variable with a Gaussian distribution as µ+ = R+ R−1 µ + σe−2 Φ(uNs )ỹNs .
Using this mean, a practical lower approximation of the maximisation inside the
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R
integral is found as P Θψ |µ+ , uNs = Θψ p θ|µ+ , uNs dθ for µ+ ∈ Θψ , and 1 −

P Θψ |µ+ , uNs else. This provides a relaxed version of (7.13), expressed as
Z Z
Z Z




+
+
+
max
p θ|µ , uNs p µ |uNs dθdµ +
p θ|µ+ , uNs p µ+ |uNs dθdµ+ .
uNs ∈E

Θψ Θψ

Θ̄ψ Θ̄ψ

(7.14)

Notice that this lower bound is obtained by replacing the optimal decision rule,
represented by the maximisation in (7.13), by a decision based on the set-membership
of µ+ . This alternative (and not optimal) decision rule is the same as the one taken
in [Mesbah et al., 2012b] and it allows to represent the optimisation problem in a
computationally simpler expression. By accepting the hypothesis based on what
the current posterior mean satisfies, we get an integral over two disjoint sets in the
Θ×Θ space. This integral replaces the one in (7.13), which is the integral over Θ of
the maximum of two integrals representing P Θ̄ψ |µ+ , uNs and P Θψ |µ+ , uNs .
 T +T 
T
+
The combined distribution of θ and
 µ , denoted
 by variable θ T = θ T µ T , has
µ and
a Gaussian distribution p θ | uNs = N µθ , Rθ , with mean µθ = µ
covariance matrix


Rθ =

R
(R − R+ )

(R − R+ )
.
(R − R+ )

Since the integral in (7.14) can in general not be computed analytically, we can
either compute it with an efficient numerical method or we can empirically approximate it (statistically) via a Monte Carlo method. Within the scope of this
work, we choose to work with the latter option, as explained next.

Let  ∈ R2n be a dummy random variable with density distribution N 0, I , which
is independent of the decision variable uNs . For a given set A let 1A be the indicator function, that is, 1A (x) = 1 if x ∈ A and 0 otherwise. The value of the relaxed
optimisation problem (7.14) can be approximated as
ÊJ ≈

M
1 X
1
(µθ + Λi ),
M i=1 (Θψ ×Θψ )∪(Θ̄ψ ×Θ̄ψ )

(7.15)


with M realisations of i ∼ N 0, I and ΛΛT = Rθ . Note that µθ + Λi are realisations of θ ∼ N µθ , Rθ . Hence, for a given input uNs , (7.15) is an unbiased
estimate of the objective in (7.14) and it is also consistent, i.e., for M → ∞ the
estimated objective converges to the optimisation objective in (7.14) with probability 1. Via Rθ the transformation of the relations i depends on the choice of input
data uNs . As such, the maximisation of (7.15) over the input data uNs induces
a bias (converging to zero for an increasing number of data) and is hence not an
unbiased estimate of the maximised value of (7.14).
Next, we give two alternatives to solve the empirical optimisation formulated
with (7.15). The first one uses a parameterisation of the input signal over time. The
second, applicable to experiments with longer time horizons, exploits the Fisher
information matrix and properties of stationarity of the input signal.
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Parameterisation of finite-time input sequences

Even for short experiments the optimisation over uNs is complex due to the high
number of design variables. Therefore in this section, we reduce the complexity
of the optimisation problem, by reducing the number of free design variables.
For the P
following case study, we choose a multi-sine parameterisation given as
np
u(t) = k=1
βk sin(ωk t + αk ), with parameters αk ∈ [0, 2π] and βk ∈ [0, ∞) for
k = 1, . . . , np at predefined frequencies ωk . As such, the Ns decision variables
of uNs are reduced by a parameterisation of the input signal uNs to 2np . Note
that whereas βk defines the amplitude of the individual sinusoids, the overall
amplitude of the input signal depends also on the phases αk .
Case study – Bounded-time safety verification.
Let us reiterate the case study in Section 6.3.d. Consider a system S with input
signals taking values in a bounded set u(t) ∈ U = [−0.2, 0.2]. We assume that
system S can be represented as an element of a model set G with transfer functions
characterised by second-order Laguerre-basis functions [Heuberger et al., 2005]
(a special case of orthonormal basis functions), which translates to the following
parameterised state-space representation:



 √
1√− a2
a
0
u(t),
x(t + 1) =
x(t)
+
1 − a2 a
(−a) 1 − a2
ŷ(t, θ) = θT x(t) .

The coefficient a is chosen to be a = 0.4. We further
consider,
as a-priori available


knowledge on the system, a distribution p θ = N µ, R on the parameter space,
and a given initial state x0 = [0 0]T .
We want to do an experiment that
 will allow
 us to verify whether the output y0 (t)
remains within the interval I = −0.5, 0.5 , labeled as ι, for the first 5 time steps
for any input sequence taking values in U. Introduce accordingly the alphabet
Σ = {ι, τ } and the labelling map L : L(y) = ι, ∀y ∈ I, L(y) = τ, ∀y ∈ Y \ I.
This means that we want to know whether the corresponding finite-horizon LTL
V5
property holds over the system S, that is S  i=1 ( )i ι. To this end we first
V5
determine the feasible Θψ for which the models satisfy i=1 ( )i ι. That is M(θ) 
V5
i
i=1 ( ) ι if and only if θ ∈ Θψ . A graphic representation of the obtained feasible
set is given in Figure 7.3. For more information on the computation
 of thesetype
of sets, we refer to Chapter 6. Remark that for a given prior p θ = N µ, R , we
V5
can now immediately compute our (a-priori) confidence in S  i=1 ( )i ι, that is,

P Θψ |θ ∼ N µ, R .
Similarly, the maximal confidence in either accepting or rejecting the system property is now given as3


max{P Θψ , P Θ̄ψ }.
3 For

brevity we dropped in the notation the dependence on the prior.
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Remember that Θ̄ψ is the complement of Θψ . To increase the maximal confidence,
1
θ2

Figure 7.3: The green region in the parameter space
[θ1 θ2 ]T is the feasible set Θψ of the case study.
The contour lines give the density function of an aposteriori distribution over the parameter space obtained based on a single experiment.

0
−1
−2

−1

0
θ1

1

2

we will do an experiment on the system. For this, we know that when we measure
the output y0 (t) = ŷ(t, θ0 ), it will be disturbed by measurement noise e(t). This
noise is assumed to be a white additive measurement noise with known variance
σe2 = 0.5. Within an experiment we apply an input signal u(t), and measure the
output signal ỹ(t) = y0 (t)+e(t) over a given time horizon Ns = 100. The collection
of input-output data uNs , ỹ can then be used to refine the maximal confidence


max{P Θψ |uNs , ỹ , P Θ̄ψ |uNs , ỹ }.
Of interest is the design of an experiment which optimises the expected maximal
confidence. We will solve the design problem for an input u(t) parameterised as
a multi-sine with frequencies (ω0 , 2ω0 , . . . , 5ω0 ) and fundamental frequency ω0 =
2π/10. Additionally, we consider an experiment set E = {u : u(t) ∈ [−0.2, 0.2] =
U}.
To analyse the impact of the experiment design method developed in this section,
we compare it with the classical D-optimal experiment design [Gevers et al., 2011].
For D-optimality we minimise the determinant of R+ subject to uNs ∈ E. We
refer to the design method minimising the empirical approximation (7.15) of the
experiment design problem (7.13) proposed in this section as Θψ -optimal.
Both the Θψ - and D-optimal experiment designs have been performed for priors
with several different mean values µ, and with a fixed variance of R = 0.2I2×2 .
The empirical evaluations of the integral in (7.15) has been done with 1000 data
points.
Note that the D-optimal experiment is independent of the prior mean; it simply
optimises the determinant of R+ based on R, which does not depend on the parameterisation due to its linearity. Of course, even though the D-optimal experiment
inputs are equal for the different prior means, it is expected that the statistical
evidence they provide for the verification of the property is still varying with the
prior means.
After designing an experiment uNs both for the Θψ - and D-optimal experiment,
the optimisation objective


E J(ỹNs , uNs ) | ỹNs ∼ p ỹNs |uNs
(7.16)
is evaluated empirically.
For this, 400 data samples ỹNs are drawn from the distri
bution p ỹNs |uNs . This is done by first drawing a parameter value from the prior
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Figure 7.4: The left plot gives the empirical evaluation of 1 − E[J] (as in (7.16)) on
the horizontal axis for the safety verification case study for both the Θψ -optimal
(red bar, top) and the D-optimal experiment
 design (grey bar, below). The wider

light grey bar gives 1 − max{P Θψ , P Θ̄ψ }. The mean values of the priors in the
experiment design labeled on the vertical axis are depicted in the right plot. On
the bars for the empirical evaluation of 1 − E[J], their standard deviation is also
drawn on the bars by the symbol `a.

distribution θ ∼ p θ , and subsequently performing an identification experiment.
In Figure 7.4 the empirical evaluation of E [J(ỹNs , uNs )] for both the Θψ - and Doptimal experiment designs are plotted, together with
 the result
 obtained without
performing additional experiments, i.e., max{P Θψ , P Θ̄ψ }. Note that the figure displays the values 1 − E[J] and 1 − max{P Θψ , P Θ̄ψ } for convenience,
and also provides
 the standard deviation of the empirical evaluations. Note that
1 − max{P Θψ , P Θ̄ψ } and similarly 1 − E[J] represents the lack of confidence in
the optimal decision, that is how unsure we are about either accepting or rejection
the system property.
In Figure 7.4, the result shows that the empirical value of 1 − E[J] is lower for the
Θψ -optimal experiment design than for the D-optimal experiment design for all
the chosen prior mean values.
It

 can be observed that this is especially significant when 1 − max{P Θψ , P Θ̄ψ } is large. Additionally, in this case the posterior
variances of the Θψ - optimal experiment design tend to align with the closest faces
of the feasible region, as will be shown in more detail in the next case study. For
mean values that are further from the boundaries

 of the feasible region such as
[1 0]T (d) and [−1 0]T (g), the max{P Θψ , P Θ̄ψ } is already quite large and the
difference between the Θψ - and D- optimal design is less significant. Based on the
empirical evaluations in this case study, we have elucidated that indeed an empirical optimisation of the classical experiment design problem can be performed. It
has also been shown that in most cases this gives a significant improvement with
respect to the D-optimal case.
7.4.b.2

Quasi-stationary solutions

By parameterising the input sequence, as done in the previous example, we can
design experiments that are performed over short time horizons and take into
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account all the transition effects. Next, we provide an alternative parameterisation of the signal u(t), which is less suitable for short experiments as it does not
take these transition effects into account. Still, for experiments performed over
longer time horizons, it provides a computational beneficial approach. We consider the input signal uNs to be the realisation of a quasi-stationary stochastic
process [Ljung, 1999]. Under this assumption we can also model x(t) to be a
quasi-stationary process. This allows us to parameterise the update of the covariance matrix from R to R+ directly, and hence reduce the dimensionality of
the
 optimisation problem. More precisely, we consider the case where uNs =
u(0) u(1) . . . u(Ns − 1) is a realisation of a quasi-stationary stochastic process (cf. Chapter 2) with power spectrum Φu (ω). A direct link between this power
spectrum and the information content of the data can be used to better parameterise the updated covariance matrix R+ and thus also Rθ .
For a given parameterised model M(θ), the information content of a set of measurements can be expressed by the Fisher information matrix [Cramér, 1946]. This
information matrix quantifies how much information the data ỹNs carries about θ
as follows

!
 !T 
∂ ln p ỹNs |θ, uNs
∂ ln p ỹNs |θ, uNs
 .
I := E 
(7.17)
∂θ
∂θ
θ

For the used linear parameterisation given in (7.1), I is independent of the parameter and simplifies to
I = σe−2 Φ(uNs )ΦT (uNs ) =

Ns
X

σe−2 x(t)xT (t).

(7.18)

t=1

Using I we can express the update of the covariance matrix as
(R+ )−1 = R−1 + I.

(7.19)

Define F (q −1 ) as the filter representation from u(t) to x(t) of (7.1), for which q −1
denotes the backward shift operator q −1 x(t) = x(t − 1). More precisely, let x(t) =
F (q −1 )u(t) be a (quasi-)stationary signal, then the Fisher information matrix can
be approximated with its expected value as a function of the distribution of uNs
I ≈ Î =

Ns
E[x(t)xT (t)],
σe2

or equivalently, as a function of the input signal spectrum
Z π
Ns 1
Î = 2
F (ejω )F (ejω )∗ Φu (ω)dω.
σe 2π −π

(7.20)

(7.21)

This allows us to analyse the properties of the experiment set-up averaged over
time, neglecting transient effects. If the set of allowed experiments E can be expressed based on stationary properties of u, then we can replace the design of the
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input sequence uNs with the design of the desired power spectrum Φu (ω). Examples of such sets include experiments with bounded input power Pu ≤ c (see
Section 2.4.a), that is E := {u | Pu ≤ c}.
The parameterisation of updates of the matrix Î has some beneficial properties.
These will be detailed after the case study. To gain insight, we consider a very basic example also used in [Jansson, 2004]. With this example we can analyse solutions of the experiment design problem and show the applicability of the presented quasi-stationary framework.
Example 7.2 (Finite Impulse Response (FIR) model) Consider a system S that can
be modelled as
ŷ(t, θ) = θ1 u(t) + θ2 u(t − 1) + e(t)
or equivalently

0
x(t + 1) =
1


 
0
1
x(t) +
u(t)
0
0

ŷ(t, θ) = θT x(t)

(7.22)

ỹ(t, θ) = ŷ(t, θ) = θT x(t) + e(t)
with e(t) a white noise sequence. Note that there exists a θ0 such that ŷ(t, θ0 ) is the output
of the true model of S and ỹ(t, θ0 ) the measured output.
For this case study, we have selected a simple feasible set given as
Θψ := conv{(−1, 0), (0, 1), (1, 0), (0, −1)}.
This diamond shaped set based on the convex hull of {(−1, 0), (0, 1), (1, 0), (0, −1)} is
given as the grey area in Figure 7.5. We assume that some property of interest ψ is verified
by models in this set Θψ . We consider several different priors N (µ, R) based on the mean
values
 
 
 



 1 1
1 1
1 1
1 1
,
,−
,
, − ,
, − ,−
.
µ ∈ 0, 0 ,
2 2
2 2
2 2
2 2
and covariances R ∈ {0.15I, 0.05I}.
For each of the priors, we will design a stationary input optimising the empirical approximation (7.15) of the experiment design problem given in (7.13). We consider the design
of a power spectrum Φu subject to a bounded signal power, that is Pu ≤ c, or equivalently
Ru (0) ≤ c.
For the stationary input, we compute the update (7.19) with the expected Fisher information matrix (7.21). We know that for a 2nd order FIR model, the first 2 autocorrelation
coefficients of the input parameterise all information matrices in (7.21), as follows


Ns Ru (0) Ru (1)
Î = 2
(7.23)
σe Ru (1) Ru (0)
with Ru (τ ) the auto-correlation of u(t) as defined in Chapter 2.
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As such the optimisation of the empirical objective (7.15), solved next, can be rewritten
s
via the Fisher information matrix. We consider the case with N
σe2 = 1 and c = 1 where the
set of possible Fisher information matrices can be represented as
(
)




1 0
0 1
Î ∈ Ru (0)
0 ≤ Ru (0) ≤ 1 and |Ru (1)| < Ru (0) ; (7.24)
+ Ru (1)
0 1
1 0
for the given set, the auto-correlations correspond to a spectral density of Φu (ω) that can
be generated by a quasi-stationary signal [Jansson, 2004], this is guaranteed by taking
|Ru (1)| < Ru (0).
For an experiment with maximal power, that is Ru (0) = 1, we solve the empirical approximation (7.15) (with M = 104 ) to find the optimal Ru (1). Results of these experiment
design problems are portrayed in Figures 7.5 and 7.6 and explained next. With Figure 7.5
we will show the impact of the prior on the resulting update of the covariance matrix R
to R+ . Figure 7.6 depicts the implications of this input design on the distribution of the
1
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θ2 0
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(a) First set of posterior covariance
matrices after the optimisation with
prior covariance R = 0.15I .

1

−1

−1

−0.5

0
θ1

0.5

1

(b) Second set of posterior covariance matrices after the optimisation
with prior covariance R = 0.05I.

Figure 7.5:
Depicted are the results of the experiment optimisation for priors defined by R ∈ {0.05I, 0.15I} and mean points µ ∈
{(0, 0), ( 21 , 21 ), ( 12 , − 12 ), (− 12 , 12 ), (− 12 , − 12 )}. The figures both give the feasible
set of interest in grey and represents the original Gaussian distribution of the five
priors via a level set drawn based on the ellipse θ = {µ + R1/2 l klk = 1} with a
dashed line. The solid lines represent corresponding posterior probability density
distribution with the (experiment dependent) posterior mean µ+ shifted to the
prior mean µ. Thus the resulting optimal R+ for each of the mean values µ is
drawn with a solid line at the original µ.
posterior mean values together with a more nuanced representation of the optimal design
for a range of prior mean values.
First we analyse Figure 7.5. The dashed lines represent the different prior probability dis-
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(a) Sample realisations µ+ of
N (µ, R − R+ ) at the different
mean values of the prior, that is µ ∈
{(0, 0), ( 12 , 12 ), ( 12 , − 21 ), (− 12 , 12 ), (− 21 , − 12 )}
for R = 0.05I for the optimal experiment. The realisations are labelled
colour-wise based on the respective
mean value.
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(b) The figure depicts the optimal experiment input, expressed by the optimal correlation Ru (1), over a (gridded) range of initial mean values.
More specifically, the axis θ1 and θ2 indicate the initial mean values as µ =
[θ1 , θ2 ]T .

Figure 7.6: Depicted are the results of the experiment optimisation for priors
defined by R = 0.05I and varying mean values. The left plot gives the sample
realisations of the updated mean value after applying an optimal experiment. For
the same experiment, the right figure gives the solution of the stationary experiment problem for varying prior mean values.
tributions. To show the optimal update of the covariance matrix R+ relative to the original
prior distribution, we have depicted the covariance matrix R+ with the full lines centered
at the original prior mean values. We observe that if the original R is relatively large as in
Figure 7.5a, the optimal information matrix is a full rank excitation or equivalently, R+
is strictly smaller than R. Still it can be noticed that the optimal R+ is aligned with the
edge of the feasible set at which the initial mean µ is located. Instead, when R is smaller as
in Figure 7.5b, the initial confidence of µ at the edges of the feasible set is very close to 0.5
and as a consequence the optimal experiment is no longer full rank. This can be observed
in Figure 7.5b by noting that the posterior covariance R+ is not strictly smaller than R.
This implies that an excitation that decreases the uncertainty orthogonal to the edge of the
feasible set is preferred above a full rank excitation. This can most clearly be seen in the
related Figure 7.6a, where the optimal Φu (ω) (or equivalently Ru (1)) is such that the next
µ+ ∼ N (µ, R − R+ ) has a probability distribution perpendicular to the local edge.
While Figure 7.5 might suggest that the confidence in satisfying the property remains
fixed to 0.5 (as all level sets are symmetrically situated on the edges of the feasible set) this
is not the case since the update means µ+ are not indicated yet. Figure 7.6 gives next to
the distribution of µ+ ∼ N (µ, R − R+ ) in Figure 7.6a also a more nuanced image of the
optimal Ru (1) in Figure 7.6b. For this the optimal Ru (1) is computed for 20 times 20
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prior mean values and R = 0.05I.
Let us analyse the impact of the possible choices for Ru (1). For Ru (1) → 1 the distribution
of µ+ , that is, N (µ, R − R+ ) converges to a Gaussian on the (1, 1) line, perpendicular to
the (1, −1) direction of the edges at (− 21 , − 12 ) and ( 12 , 12 ) as depicted in Figure 7.6a. In
contrast for Ru (1) → −1 the distribution becomes perpendicular to the edges at (− 21 , 12 )
and ( 21 , − 21 ). We note that de D-optimal experiment is the experiment with Ru (1) = 0.
Now if we observe Figure 7.6b, we see that these D-optimal experiments are preferred at
the horizontal and vertical cross-section of the feasible set. Starting from the D-optimal
choice at the origin and going towards the edges through (− 12 , − 12 ) and ( 12 , 12 ) again we
get Ru (1) → −1. Similarly for the other edges, the closeness to the middle of an edge
defines Ru (1).
In the next section, we consider the online formulation of objective B. There we will use a
continuation of this example (cf. Example 7.5) to draw a comparison between the design
of stationary inputs based on the D- optimal criterion, the utility-based criterion of this
section (cf. objective A ); and online solution to objective B.
Beyond the simple model structures, such as the FIR model utilised in the example, where the parameterisation of the Fisher information matrix follows naturally, results from inter alia [Hildebrand and Gevers, 2003, Zarrop, 1979] can be
used to parameterise the Fisher information matrix for a given set of stationary
inputs. We consider some basic theory on the Fisher information matrix, useful
for the optimal design of experiments. But first, we define the average per sample
information matrix Ī
Ī =
with Î =

PNs

t=1


1 
E x(t)xT (t)
2
σe

(7.25)

Ī. Now Ī can be written in the form
Ī =

n
X

xk Mk

k=1

where Mk is a symmetric matrix that depends on the dynamics (7.1) and xk is
a function of the dynamics (7.1) and the used power spectrum. Practically, this
means that we only need n parameters to span the design variables. Based on
the theory developed and represented in inter alia [Hildebrand and Gevers, 2003,
Zarrop, 1979, Gevers et al., 2011] the set of xk for which there exists at least one
input spectrum can be represented efficiently based on convex sets and LMIs. Further we can rewrite bounds on the inputs, that is expressions for E, as bounds on
xk . This implies that even for model structures that are more complex than the
FIR model, we can use the stationary design to first optimise the experiment with
respect to the Fisher information matrix based on xk .
When we find an optimal selection of xk , we still need to find the corresponding
power spectrum and input signal. A complete explanation of how to parameterise
the information matrix and how to compute the resulting quasi-stationary input
signal u(t) is beyond the scope of this work. A more complete summary of this
topic can be found in [Larsson, 2014, Jansson, 2004].
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Maximising probabilistic reachability of confidence
threshold (online)

Introduction: towards short experiments
Experiments are often very expensive. Hence in this section, we will formulate
the design problem to address the question how to do an – as short as possible
– experiment while still attaining the required statistical evidence to make a decision for a given formal verification problem. To this end we will newly allow for
the use of measured data to online select the experiment input. The idea to finish
with collecting samples when the required evidence has been collected is not new.
Especially within the framework of hypothesis testing, this topic has been investigated. Within statistics, common methods include the sequential hypothesis test
as introduced by Wald [1945]. In this section, we will consider the objective to
reach a certain confidence in a decision to accept or reject a property.
Notice that this objective can be extended to objectives defined based on sequential hypothesis testing like the sequential probability ratio testing of Wald [1945].
The applicability of these kinds of testing, often necessary for bounding of the
type I and type II errors, depends on the hypothesis of interest and the distributions. For the moment, we restrict ourselves to the sequential implementation of
experiments on dynamical systems for the efficient collection of a certain amount
of statistical evidence, expressed via the confidence.
In this section, we formalise the problem statement for the design of short experiments with as goal the formal verification of systems. That is instead of considering the criterion A in Section 7.2.c, we now consider objective B. We seek for the
experiment input that optimises the probability that a given threshold confidence
is reached during the experiment. Contrary to the previous section, we now allow
for the online choice of input actions based on the available measurements history.
For this, we first model the experiment as a Markov decision process (MDP). The
idea of reformulating the experiment design problem as an MDP optimisation originates from [Larsson, 2014], and is newly modelled by adding next to the state of
the dynamical system also the posterior distribution of the model parameters into
the state of the MDP.
The stochastic transitions of this MDP are a combination of the state update and
the Bayesian inference over the uncertainty distribution. The inclusion of the posterior distribution as a state of an MDP within an experiment design problem
has also been formulated by [Huan and Marzouk, 2016]. The work of Huan and
Marzouk [2016] focusses on Bayesian experiment design for learning static functions or variables and considers optimisation criteria based on information metrics more standard in machine learning. Instead, our MDP includes the dynamic
nature of the experiment set-up caused by the state transitions of the dynamical
system and considers as objective the attainment of a confidence threshold.
In the sequel, we approach the experiment design problem as follows,
• first, we model the experiment as an Markov decision process (cf. Section
7.5.a);
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• then in Section 7.5.b, we consider the design criterion quantified as the probability that a given confidence threshold is reached before the end of the
experiment and show that it can be computed as a stochastic reach-avoid
probability for this MDP;
• in the same subsection, we subsequently give the experiment design problem as a stochastic reach-avoid problem, which is a stochastic optimal control problem solvable via dynamic programming.
In last two parts of this section, we consider the computational issues. In Section
7.5.c, we discuss the computation of solutions to the presented optimal control
problem. In the last part, cf. Section 7.5.d, we show that by building on results for quasi-stationary inputs, as presented in Section 7.4.b.2, we can reduce the
complexity of the experiment design problem. We use this design to also make a
comparison between the results for D-optimal, for the experiment criteria based
on maximal confidence (cf. objective A) and for the objective based on the maximal probabilistic reachability of a given confidence threshold (cf. objective B),
presented in this section.

7.5.a

Online experiment design as a Markov decision process

We consider a Markov decision process defined over a Euclidean state space with
Borel measurable stochastic kernels.
Definition 7.1 (Markov decision process) A discrete-time MDP, denoted as
Σ = (X, πx(0) , T, U), is comprised of: a continuous (uncountable) state space X ⊂ Rn ; an
action space U consisting of a possibly uncountable number of actions; a Borel-measurable
stochastic kernel T, which assigns to each state-action pair x ∈ X and a ∈ U a probability
distribution T (· | x, a) over X; an initial probability distribution is πx(0) : B(X) → [0, 1].
For a given parameter θ, model M(θ) in (7.1) can be regarded as a discrete-time
Markov process, expressed at time k with a deterministic transition corresponding
to a Dirac distribution (a point distribution), namely T (dx0 | x, u) = δAx+Bu (dx0 ).

We would like to extend the model M(θ) to also include the available knowledge on θ. Before the start of the experiment,
this available knowledge is struc
tured into a prior distribution N µ0 , R0 over the parameter space, that is the
prior is again a multi-variate Gaussian with mean µ0 and variance R0 . Of interest to us is a Markov representation of the Bayesian inference procedure, where
the posterior
 distributions in (7.3) can be computed recursively. More precisely,
a prior p θ = N (µ, R) is updated via Bayesian inference from system-drawn
data {ỹt , ut } up to time t. Both the resulting posterior probability distribution
p θ|ỹt , ut = N (µ+ , R+ ), the data realisation ỹt , and the unknown true parameter θ0 can then be described by random variables with Gaussian distributions
as given in the equations in (7.4).
Of interest to us is the iterative updates of the posterior as depicted in Figure 7.7.
Employing the Gaussian distributions of (7.4) we can rewrite the data collection
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above via data sets of length one (Ns = 1) as an MDP. Thus we have a Markov
process with stochastic transitions
x(t + 1) = Ax(t) + Bu(t),
µ(t + 1) = µ(t) + R(t)x(t + 1)v(t),
T

R(t + 1) = R(t) − R(t)x(t + 1)Γ(t)x(t + 1) R(t),


v(t) ∼ N 0, Γ(t)

(7.26)

driven by the Gaussian realisations v(t) with covariance Γ(t) = (σe2 +x(t+1)T R(t)x(t+
1))−1 . We refer to this model as the experiment MDP (XMDP) Σθ (as opposed
to M(θ) in (7.1)) for later use. Note that the covariance matrix is symmetric,
that is, R ∈ Sn , with Sn the set of real symmetric matrices R = RT ∈ Rn×n .
Therefore it can be uniquely defined by its upper triangular elements, denoted by
r ∈ R(n+1)n/2 . This means that there exists a one-to-one mapping from the variances in matrix R ∈ Sn to points r ∈ R(n+1)n/2 , that is fR : R(n+1)n/2 → Sn and
fr : Sn → R(n+1)n/2 , where fr = fR−1 . For a given mapping fr , the MDP Σθ has
as state space Xθ with elements xθ = (x, µ, r) ∈ Rn × Rn × Rn(n+1)/2 and takes as
input signals u ∈ U.


Given a prior distribution p θ := N µ(0), R(0) , µ(0) = µ0 , R(0) = R0 ; and
given an initial state for M(θ), x(0) = x0 ; the initial state of the MDP is given as
xθ (0) = (x0 , µ, fr (R)). More precisely, we consider the initialisation of the MDP
with the Dirac distribution πxθ (0) := δxθ (0) . At every time instant the input can be
selected as a function of the state xθ of the MDP.
Definition 7.2 (Markov policy) A Markov policy π over the horizon [0, Ns − 1] is a
sequence π = (π0 , π1 , . . . , πNs −1 ) of measurable maps, πk : Xθ → U, k = 0, 1, . . . , Ns −
1, from the state space Xθ to the action space U. The set of Markov policies is denoted as
Π.
Remark 7.3 We refer the reader to [Abate et al., 2008] for a complete discussion on measurability issues related to Markov decision processes over continuous state and control
spaces, and to corresponding optimal control problems. In this work we refer for simplicity to general measurability requirements, as in the previous statement.

XMDP
xt−1
(ỹt−1 , ut−1 )
(µt−1 , Rt−1 )

ut−1

xt
(ỹt , ut )
(µt , Rt )

ut

...
...
...

Figure 7.7: Schematic representation of transitions of the experiment, which are
modelled as a Markov decision process
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Remark 7.4 We would like to emphasise that we use the notion of Markov decision process, which has also been used in Chapter 3. In that part of the thesis, Markov decision
processes have been used to model the stochastic state transitions of a physical system. Instead in this part of the thesis, we have assumed that the physical system has deterministic
state transitions and the Markov decisions process is used to model the combination of the
physical system and our knowledge on the system. In Chapter 3, we considered abstraction techniques that will allow us to do controller synthesis with quantified accuracy. The
properties of interest include the stochastic reach-avoid property tackled in this section and
are defined directly on the output space of a generalised MDP. In this section, we will use
the experiment MDP for the analysis of the experiment and properties of the MDP are
therefore not directly related to properties of the physical system.
The goal of this work is the design of a Markov policy for Σθ , to attain an efficient
data collection for the verification (with a given confidence level) of a property
defined over the unknown system S.

7.5.a.1

Experiment setup

Suppose we perform an experiment on S with a given policy π ∈ Π. At the start of
the experiment, the MDP Σθ is initiated as xθ (0) = (x(0), µ(0), fr (R0 )), where x(0)
is the initial state of S and where the Gaussian distribution N (µ0 , R0 ) represents
the prior uncertainty distribution of θ0 . At t = 0 the control input u(0) is selected
based on the policy u(0) = π0 (xθ (0)). The subsequent transition from xθ (0) to
xθ (1) is governed by deterministic transitions for x(0) to x(1) and for r(0) to r(1),
and by a stochastic transition for µ(0) to µ(1) obtained from the measured output
ỹ(1) as in (7.4c). At every subsequent time instant the input is chosen based on
the current state and the stochastic part of the transition is obtained as a function of the measured output drawn from S. For the latter, the MDP Σθ gives the
uncertainty distribution of this transition based on the current state of the MDP
xθ (t) = (x(t), µ(t), r(t)). Remember that the current state of the system represents
the collection of past measurements ỹt .

7.5.b

Optimal experiment design and stochastic optimal control

The experiment is successfully completed at time t ∈ N when θ0 ∈ Θψ or θ0 ∈
Θ \ Θψ , with associated confidence of at least 1 − δ, and where θ0 ∼ N (µ(t), R(t)),
with R(t) = fR (r(t)). Denote set K ⊂ Xθ as the set of states (x, µ, r) associated
with the required confidence on θ0 ∼ N (µ, fR (r)). Hence a given state trajectory
{xθ (t) | 0, 1, . . . , Ns } represents a successful experiment if it reaches the target set
K. This reachability property can be evaluated over a trajectory as
∃j ∈ [0, Ns ] : xθ (j) ∈ K.
If in addition the state of the MDP is required to stay within a given safe set A,
then the success of an experiment within the finite horizon becomes equivalent
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to a finite-horizon reach-avoid (or constrained reachability) property [Baier and
Katoen, 2008] over a safe set A and target set K. This can be expressed as
∃j ∈ [0, Ns ] : xθ (j) ∈ K ∧ ∀i ∈ [0, j − 1] : xθ (i) ∈ A \ K.
The probability associated to this finite-time reach-avoid event can be characterised as a boolean expression using indicator functions [Abate et al., 2008, Summers
and Lygeros, 2010], which leads to an expectation over the state trajectories as
rxπθ (0) (K, A) = Eπxθ (0)

X

1K (xθ (j))

j∈[0,Ns ]

j−1
Y


1A\K (xθ (i)) ,

i=0

where 1B (x) = 1 if x ∈ B, and otherwise it is equal to 0.

We can now state that an experiment is successful if during the experiment the
given threshold confidence 1 − δ is reached4 and if until then it stays within some
safe set of operating conditions. As anticipated in criterion B in Section 7.2.c, we
take as experiment design criterion the probability of this reach-avoid event. Thus
for the experiment MDP and for a given policy π, we can quantify the criterion
with the given reach-avoid property rxπθ (0) (K, A), where
• K is the reach set or target set, defined by the required confidence threshold
for accepting or rejecting a formal property;
• A is a safe set in which the experiment trajectory needs to stay. This set is
optional and can be selected as A := Xθ . Alternatively, requirements on
the safe operating range including limits on the state amplitude x(0), can be
encoded based on this safe set A.
To enforce reaching a decision before the end of the experiment, let us penalise the
time it takes to achieve the required confidence. Whilst above we have attached
a value of 1 to each trajectory reaching the target set, let us instead consider a
discount factor γ ∈ (0, 1) attached to each time step that xθ stays in A \ K before
reaching K. Denoting 1γB (x) = γ1B (x), the expression for the experiment design
objective becomes
sπxθ (0) (K, A) = Eπxθ (0)

X

1K (xθ (j))

j∈[0,Ns ]

j−1
Y


1γA\K (xθ (i)) .

i=0

In the sequel we refer to sπxθ (0) (K, A) as the discounted reach-avoid property. Notice that unlike the reach-avoid probability rxπθ (0) (K, A), the discounted equivalent sπxθ (0) (K, A) is not induced by a probability over the trajectories of Σθ . Still
the discounted quantity sπxθ (0) (K, A) over the traces of Σθ can be written as a
reach-avoid probability rx̄πθ (0) (K, A) for an extended MDP Σ̄θ , which includes a
transition probability of (1 − γ) to model the possibility that the experiment is terminated preemptively. Σ̄θ extends the state space of Σθ with two discrete modes:
4 Note that there is a difference between the Dirac distribution at a point x δ and the δ ∈ [0, 1] we
x
use to quantify the confidence threshold.
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q1 for the experiment being active and q2 for the experiment being interrupted preemptively. Note that for γ = 1, sπxθ (0) (K, A) = rxπθ (0) (K, A).
For a given policy π, the time-dependent value functionWkπ : Xθ → [0, 1], defined
as


j−1
X
Y γ
Wkπ (xθ ) = Eπ
1K (xθ (j)) 1A\K (xθ (i)) xθ (k) = xθ,
j∈[k+1,Ns ]

i=k+1

is the γ-discounted probability that the state trajectory {xθ (k + 1), . . . , xθ (Ns )}, starting from xθ (k), will reach the target set K within the time horizon [k, Ns ], while
staying within the safe set A. This function allows expressing the discounted
reach-avoid probability backward recursively, as follows.
Proposition 7.3 Given a policy π = (π0 , π1 , . . . , πNs −1 ), define function Wkπ : Xθ →
[0, 1] by backward recursion
h
i
γ
t+1
t+1
π
Wkπ (xθ ) = Eπxθk 1K (xt+1
)
+
1
(x
)W
(x
)
,
k+1 θ
θ
θ
A\K
with the compact notation xt+1
∼ T (· | xθ , πk (x)) for k = Ns − 1, Ns − 2, . . . , 0, and
θ
π
initialised with WN
(x
)
=
0.
Then for any initial state xθ (0) ∈ Xθ , the discounted
θ
s
probabilistic reach-avoid property sπxθ (0) (K, A) is
sπxθ (0) (K, A) = 1K (xθ (0)) + 1γA\K (xθ (0))W0π (xθ (0)).
Proof: The proof follows [Summers and Lygeros, 2010, Lemma 4], where the
above statement is proven for a value function Vkπ (x) = 1K (x) + 1A\K (x)Wkπ (x).
To allow for the discounting, extend the state space with two discrete modes as
described above. Consider an extended safe set Ā := {q1 } × A and a target set
K̄ := {q1 , q2 } × K. Let the probability of going from q1 to q2 be 1 − γ for any
continuous state in A \ K.
2
Rather than selecting and fixing a policy π, as done above, we now focus on the
optimal control problem, which seeks the Markov policy π ∗ that maximises the
discounted probabilistic reach-avoid property, and which is such that s∗xθ (0) (K, A)
= supπ sπxθ (0) (K, A). This optimal policy can be characterised as follows.
Proposition 7.4 Define functions Wk∗ : Xθ → [0, 1], by the backward recursions
h
i
γ
t+1
t+1
∗
Wk∗ (xθ ) = sup Euxθ 1K (xt+1
θ ) + 1A\K (xθ )Wk+1 (xθ ) ,
u∈U

with xt+1
∼ T (· | xθ , u) for k = Ns − 1, Ns − 2, . . . , 0, and initialised by WN∗ s (xθ ) =
θ
0. Then for any initial state x0 ∈ X the optimal probabilistic reach-avoid property
s∗xθ (0) (K, A) can be expressed as
s∗xθ (0) (K, A) = 1K (xθ (0)) + 1γA\K (xθ (0))W0∗ (xθ (0)).

7.5 Maximising probabilistic reachability of confidence threshold (online)

187

Furthermore, πk∗ : Xθ → U for k = Ns − 1, Ns − 2, . . . , 0, is such that ∀xθ ∈ Xθ :
h
i
γ
t+1
t+1
∗
πk∗ (xθ )= arg max Euxθ 1K (xt+1
θ )+1A\K (xθ )Wk+1 (xθ )
u∈U

∗
and π ∗ = (π0∗ , π1∗ , . . . , πN
) is the optimal Markov policy for the discounted probabils −1
istic reach-avoid.

With the above proposition, we can now maximise the experiment design criterion. Moreover, we have detailed the optimisation of the experiment inputs
with respect to reaching a given confidence threshold as a stochastic optimal control problem. Additionally, this optimal control problem has been formulated recursively, that is, via dynamic programming.
Proof: The proof follows the proof for not discounted probabilistic reach-avoid
properties given in [Abate et al., 2008] and [Summers and Lygeros, 2010, Theorem
6].
2
The above proposition shows that there exists an optimal policy for the discounted
reach-avoid problem that is deterministic. This implies that for every state xθ
of Σθ the optimal policy delivers a single control input, instead of a probability
distribution over the set of possible control actions.
The computation of s∗x0 (K, A) is based on Ns recursions given in Proposition 7.4,
which can be denoted by a dynamic programming operator T, that is
∗
Wk∗ = TWk+1
.

Therefore the value of the optimal γ-discounted probabilistic reach-avoid property can be written as the composition of Ns mappings as

∗
s∗xθ (0) (K, A) = 1K (xθ (0)) + 1γA\K (xθ (0)) TNs WN
(xθ (0)).
s
Let us qualitatively comment on the behaviour of the backwards recursions from
∗
Wk+1
to Wk∗ . Employing a γ-discounting, T is a contractive mapping [Tkachev
and Abate, 2011, Theorem 4], which allows tapping on typical results in stochastic
optimal control [Bertsekas and Shreve, 1996]. As a result of this contractivity prop∗
erty, the mapping TNs WN
will converge, for increasing values of Ns , to a unique
s
value function associated to a corresponding infinite horizon problem. We define
this value function as
∗
W∗ := lim TNs WN
,
s
Ns →∞

and, additionally, we define the infinite horizon γ-discounted probabilistic reachavoid property as

∗
s̄∗xθ (0) (K, A) = lim 1K (xθ (0)) + 1γA\K (xθ (0)) TNs WN
(xθ (0)).
s
Ns →∞

The probability s̄∗xθ (0) (K, A) of the infinite horizon reach-avoid property represents for the actual experiment, where reaching a certain confidence threshold is
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the goal, the discounted probability of reaching a decision sometime the future.
For problems over a long time horizon Ns , we expect to also obtain a stationary policy [Bertsekas and Shreve, 1996], leading to the practical use of a timeindependent and deterministic policy for the experiment design problem.

7.5.c

Computing the optimal online experiment

Although we have attained a formal characterisation of the experiment design
problem by a stochastic optimal control formulation, the computation of the exact
solution is seldom analytical. This is not only because the backwards recursions
T in general cannot be expressed explicitly, but also because the target set K will
often not have an analytical expression. Instead, the associated stochastic dynamic
programming problem given in Proposition 7.4 ought to be solved approximately.
The soundness of the data-driven verification, performed based on the experiment results, is not related to any approximation error incurred in solving the
experiment design problem. More precisely, approximation errors in the computation and optimisation of the probability that a threshold confidence is reached,
quantified by s∗xθ (0) (K, A), do not influence the processing and interpretation of
the obtained data in the data-driven verification. They only change the optimality
and hence the time that the experiment will take to complete. Additionally, the
numerically heavy computations of π ∗ can be performed offline before the start of
the actual experiment, as such they still allow for a real time online implementation of the experiment input.
Still, even if we allow for approximation errors and compute the solutions with
approximate dynamic programming, several factors will still induce high – if not
an crippling – computational cost. Within approximate dynamic programming
the value functions Wk∗ can either be approximated by a gridding or discretisation over the state-space [Esmaeil Zadeh Soudjani and Abate, 2011] or by smooth
functions like neural networks [Busoniu et al., 2010]. The dynamic programming
operator, T, can point-wise be evaluated based on numerical computations or by
sample-based algorithms. The inductive computation of value functions based on
the dynamic programming operator, T, is referred to value iteration. Advance
application of either value iterations or other methods like Q-iteration or policy
iteration [Busoniu et al., 2010] can mitigate the curse of dimensionality and can,
hence, also be used to solve this optimal control problem. In this subsection, we
will showcase the application of approximate dynamic programming on a simple
case study with a single parameter. In the next subsection, we will leave further
exploration of approximate solution to the stochastic optimal control problem to
the side. Instead, we analyse whether the computational complexity of the problem can be lowered further by first abstracting or reducing the complexity of the
experiment MDP. More precisely, we reduce this MDP to one only containing the
updates of the uncertainty distribution defined by µ and R. For this, we will we
use the same reasoning as in Section 7.4.b.2. That is, we again leverage results for
stationary input signals. By doing this we can lower the complexity of the problem significantly. We obtain an MDP evolving over a 2n dimensional state space
controlled by inputs from a n-dimensional space, in contrast to the original MDP
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that had 2n + n(n + 1)/2 states. For this reduced MDP we can again formulate the
reaching of a threshold confidence as the reaching of a target set.
We perceive the development of insight into the formulated Bayesian experiment
design as key. By reducing the case study, only the most import dynamics are
retained, allowing for a distilled image of the problem.
Also within the next subsection, we continue the case study 7.2 with the novel
online-implementation. This continuation is used to reflect on the differences
between D-optimal design, open-loop designs of the previous section and the introduced online-design methodology.
Analysis of the experiment design problem for one parameter:
Case study with approximate dynamic programming
In this section, we will consider a case study with a one-dimensional parameterised model. This allows us to analyse and clarify in depth the stochastic optimal
control reformulation of the experiment design problem. We will also use it to
show the absence of well-posedness issues present in the frequentist formulation
of the experiment design problem for hypothesis testing in Section 7.3.d. This onedimensional problem leads to an optimisation problem over a three-dimensional
MDP.
Consider the parameterised model:
M(θ) : x(t + 1) =

1
x(t) + u(t),
2

y0 (t) = θx(t),

with measurements taken as
ỹ(t) = y0 (t) + e(t),

e(t) ∼ N (0, 0.5).

Assume that the feasible set of parameters is given as Θψ = [−1, 1] (the details
of property ψ not being of interest here). The objective is to design an experiment
such that the confidence in the decision whether S  ψ or S 6 ψ based on the
posterior probability distribution is at least 1 − δ, with δ = 0.01. Consider a given
set of allowed inputs for the experiment, E = {−1, 0, 1}Ns , and a maximal experiment time of Ns = 10. Since the state transitions of M(θ) are strictly stable, no
additional requirements have to be imposed on the allowed range of x(t). Hence
the safe set is chosen as A = Xθ . At the start of the experiment the prior uncertainty is given as N (µ0 , R0 ), i.e. µ(0) := µ0 and R(0) := R0 , and the system is
initialised at x(0) = x0 which, with no loss of generality, is assumed to be x0 = 0.
To objective of the experiment input is to maximise the reach-avoid probability
defined with A and K, where the latter is defined based on the threshold confidence of 1 − δ. We can reformulate this experiment design problem to a discounted
probabilistic reach-avoid problem over an experiment MDP. Again we stop the
experiment when a confidence of at least 1 − δ is attained. We select a rather high
discount factor γ = 0.6, since we expect a short average experiment time.
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Based on the proposed MDP reformulation of the experiment design problem
we obtain a three-dimensional MDP with state (x, µ, R) for the discounted reachavoid problem. We can now solve the stochastic optimal control problem (cf. Proposition 7.4) approximately via fitted value iteration as introduced in [Munos and
Szepesvári, 2008] and used for stochastic reach-avoid problems in [Haesaert et al.,
2014]. In this algorithm, the integration action – defined by the expected value
operation – in the backwards mapping is replaced by samples and the value functions are fitted with a neural network. We have chosen a network with 2 layers,
with respectively 15 and 10 neurons, and tansig functions for all neurons.
To be more precise, first a set of trajectories is generated over A\K, this gives a collection of N = 104 states {xjθ }j≤N . Then at each recursion for each of these states
the value of the backwards mapping is empirically estimated with M samples
(M = 10), afterwich the neural network is fitted over the estimates. More details
on this simple manner of solving the stochastic reach-avoid problem can be found
in [Haesaert et al., 2014].
Within the 10 backwards mappings applied to obtain the outcomes plotted in Figure 7.8b and 7.8a, the approximate value function iteration has already converged.
Notice that the approximate function is denoted by Ŵ0∗ , in contrast to the exact
value function W0∗ . Extending the time horizon beyond Ns = 10 will not change
the value function Ŵ0∗ , hence the value functions Ŵ0∗ in Figures 7.8b and 7.8a
additionally display the approximate solution to an infinite horizon problem.
Figure 7.8a5 represents 1K +1γA\K Ŵ0∗ . As such it gives an approximate evaluation
of the optimal reach-avoid probability, where the latter represents the optimisation criterion (cf. Proposition 7.4 ). Notice here that for decreasing variance an
increasing amount of the state space has a value equal to one. These are the states
for which S |= ψ can be accepted or rejected with confidence at least 1 − δ = 0.99.
1K + 1γ
Ŵ0∗
A\K

µ

1K + 1γ
Ŵ0∗
A\K
2

1

1

0.8
0.6

0

0.4
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0.5
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0.2

0.4
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0

R

(a) Surface plot of the γ-discounted reachavoid probability for x(0) = 0 evaluated
over different values of the prior mean µ(0)
and covariance R(0).

0
−2

−1

0

1

2

µ
(b) Slice of the discounted optimal reachavoid probability over the values of µ for
the given parameters R(0) = 0.3, x(0) = 0.

Figure 7.8: Results of the case for the stochastic optimal control formulation: 1K +
1γA\K Ŵ0∗ .
5 Note that the computation of the backwards mappings has been amended in comparison to the
original case study in [Haesaert et al., 2016].
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The optimal policy can now be computed as in Proposition 7.3 by selecting at each
state xθ = (x, µ, R) ∈ A \ K the action that maximises the expected value function
(computed empirically). Notice in Figure 7.8b and 7.8a that when starting the
experiment at x = 0 and with µ initialised at the edges of the feasible set, i.e.
µ = 1 and µ = −1, it can be observed that the function is locally convex hence the
optimal control action (maximising the expected value function at the next step) is
either equal to 1 or to −1. This are the inputs which yield a maximum decrease in
variance R and hence also induce a stochastic transition of µ with large variance.
The latter is preferred due to the local convexity. More precisely, not applying
an input (i.e. u(0) = 0) would mean that µ and R would not change over time.
But any input different than zero will excite the system, therefore decrease the
variance and create a stochastic transition kernel with a non-singular variance for
µ. Hence with probability 1 the value at the next time step will improve. The latter
follows from convexity. The fact that a decrease in variance R is optimal, even on
the edges of the feasible set, shows that the problem statement is well-posed in
that doing an experiment is preferred. Remember that this was not the case in the
experiment design proposed by Mesbah et al. [2012b].

7.5.d

Quasi-stationary reduced order problem

To approximate the optimal reach-avoid probability and to solve the corresponding experiment design problem, it is necessary to compute and represent the value
functions
Ŵk∗ : Xθ → [0, 1]
and the corresponding policies
πk : Xθ → Uex .
The state space Xθ of the experiment MDP (7.26) has an order or dimension equal
to 2n + n(n + 1)/2, that is Xθ ⊂ Rn × Rn × R(n(n+1)/2) . The computation of
value functions and policies taking values over a continuous domain, suffers under the curse of dimensionality [Gosavi, 2009]. Recent advances in (approximate)
dynamic programming have been able to partially mitigate this explosion of computational complexity caused by increasing dimension that hinder the computation of solutions to large order MDPs. Still, driven by the quadratic increase in
dimensionality of the XMDP for a linear increase in dimension of the parameterisation θ, we will, in stead of focussing on more advanced techniques to solve
the full size problem, reduce the size or dimensionality of the problem. More precisely,
we will split the high dimensional problem into two lower dimensional optimisation problems.
In the first subproblem, we solve the experiment design over a partial model of
the experiment. For this, we develop a reduced order model of the experiment
MDP that only models the updates of µ and R. The manner in which the state
updates drive the updates of µ and R is now modelled as an input. This is depicted in Figure 7.9 and will be detailed later on. For this reduced MDP, we can
again solve a stochastic reach-avoid problem to optimise the outcomes of the ex-
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xt−1

ut−1 := πt−1 (•)

xt

(ỹt−1 , ut−1 )

ut := πt (xt , µt , Rt )
...
(ỹt , ut )

...

Reduced XMDP
Īt−1 := πt−1 (•)
(µt−1 , Rt−1 )

Īt := πt (µt , Rt )

(µt , Rt )

...

Figure 7.9: Modelling the experiment as an Markov decision process (Reduced
XMDP) with a reduce state defined by the mean and covariance matrix.
periment. Same as before, we optimise the probability that a decision is reached
within the experiment time.
The result of this reduction will be that to compute the optimal reach-avoid probability, it will only be necessary to compute value functions over a reduced state
space, i.e.,
Ŵk∗ : R2n → [0, 1].
The input to this MDP is no longer u(t), instead the input to the reduced experiment MDP will be shown to be an element of a higher dimensional space (that
is of dimension n), and we chose it so that it can represent (approximately) all
possible state transitions of the posterior distribution.
The solution of the reduced order experiment design problem requires a secondary
optimisation design step, that is the design of an input u(t) which generates or tracks
the optimal input to the reduced experiment MDP. As such the optimal control
problem is solved in a hierarchical fashion.
Reduced XMDP. We reduce the complexity of the experiment design problem
by modelling the variance updates R(t + 1) of the experiment as a function of a
new input. More precisely, we take the average per sample Fisher information
matrix, as introduced in Section 7.4.b.2 equation (7.25), as the new input. For this
we rewrite the experiment Markov decision process Σθ (7.26) as
x(t + 1) = Ax(t) + Bu(t),
µ(t + 1) = µ(t) + w(t),
I(t + 1) = I(t) + σe−2 x(t + 1)x(t + 1)T ,

with w(t) ∼ N 0, I(t)−1 − I(t + 1)−1 .

(7.27)

If the signal u(t), that is the solution of the experiment design problem, can be
modelled as a quasi-stationary signal, then x(t + 1)x(t + 1)T acts as an input to the
transitions of µ and I. The expected value of x(t + 1)x(t + 1)T can be modelled
by the average per sample information matrix (7.25). Thus for the MDP model
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given in (7.27), we use the average per sample information matrix as a new input
affecting I(t+1) and µ(t+1) directly, and thereby neglect the real input signal u(t)
and the state updates x(t). Thus the updates x(t + 1) are not modelled, instead the
space to which σe−2 x(t + 1)x(t + 1)T belongs is modelled. As such the updates of
I(t + 1) can be governed by inputs in
I(t + 1) = I(t) + Ī(t).

(7.28)

Note that a further reduction of the state dimension follows since I takes only
values in an affine subspace spanned by n elements, see Section 7.4.b.2. More
precisely Ī(t) (7.25) takes values in an n-dimensional affine subspace [Larsson,
2014, Jansson, 2004], thus we can again parameterise it as
Ī =

n
X

Mk īk ,

k=1

and consequently, we can also parameterise the subspace to which I belongs with
Pt
i where i(t) := l=1 ī(l). That is we introduce a mapping to the set of information
matrices
n
X
I(t) = fI (i(t)) := I(0) +
Mk ik (t).
k=1

Let us first point out that we obtained a reduced order model which is of significant lower order, that is, the state is now of dimension n + n instead of n + n +
1
2 (n + 1) × n.


T
Inputs and policy. The inputs
are now defined by ī = ī1 . . . īn and the
P
n
mapping to Sn as fĪ : ī 7→ k=1 Mk īk . Thus Ī(t) = fĪ (ī(t)). Not all values of ī
map to matrices Ī that can be generated. Still the set of values of ī for which there
exists a input sequence u(t) in the set of allowed experiments can often be represented in an efficient way. This obtained allowed set for ī over time is denoted
as EI and we assume that there is a set Uī such that if ī ∈ Uī then there exists at
least one u(t) ∈ E generating it. More precisely, input bounds E such as power
constraints can often be represented by convex constraints on ī [Larsson, 2014,
Jansson, 2004]. Still some of the more complicated bounds on the set of allowed
experiments could also be incorporated in the reach-avoid problem defining a safe
set representing E.
For the reduced experiment Markov decision process (rXMDP), a Markov policy
π over the horizon [0, Ns − 1] is a sequence π = (π0 , π1 , . . . , πNs −1 ) of measurable
maps,
πk : Xrθ → Uī , k = 0, 1, . . . , Ns − 1,
from the reduced experiment state space Xrθ , with elements (µ, i), to the Uī , which
can be again mapped with fĪ to the corresponding average per sample Fisher
information matrix Ī. We defined the set of policies for the reduced XMDP as Πr .
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Reduced experiment design problem For a given feasible set Θψ , and a required confidence 1 − δ, we again denote with K the set of states (µ, i) associated
with the required confidence of the verification problem, that is


K := (µ, i) | P θ0 ∈ Θψ | θ0 ∼ N (µ, (fI (i))−1 ) ≤ δ

or P θ0 ∈ Θψ | θ0 ∼ N (µ, (fI (i))−1 ) ≥ 1 − δ .
With A we define a subset of safe states, e.g., A = Xrθ or some subset enforcing
for example persistence of excitation on i. We say that an experiment is successful if K is reached while staying in A. The value of the experiment is discounted with the time it takes to reach the target set K. As such we again define
the objective of the experiment as the discounted probabilistic reach-avoid property, s∗xr (0) (K, A) = supπ∈Πr sπxr (0) (K, A), which is now defined over the reduced
θ
θ
XMDP and whose computation for a finite horizon Ns follows Proposition 7.4. We
say that an experiment design (with a given policy π ∈ Πr ) is optimal if it maximises the (discounted) probability that by the end of the experiment the target set is
reached. The corresponding optimal policy, defined as
π ∗ = arg sup sπxr (0) (K, A),
π∈Πr

θ

defines a sequence of policies mapping from the (µ, i) to the average per sample
information matrix. Again a time independent policy is found when the discounted reach-avoid problem is extended to the infinite horizon case.

Generating the optimal experiment input sequence u(t). The optimal policy
π ∗ (or its approximation) defines the average per sample information matrix. For
the actually implementation of the experiment, we need to design at every time
instant u(t) an input, generating {u(t)}t≤Ns with the constraint that the full experiment should belong to E, i.e., {u(t)}t≤Ns ∈ E. This design of u(t) is approached in
a secondary design phase, and even though the actual design or implementation
of this step is beyond the scope of this work, we will still point out two potential
shortcomings.
The first issue is the the domain of the policy π. At each time instant πt defines
an input ī as function of both the current mean µ(t) and i(t), now πt is defined on
the subset that has a one-to-one mapping with the space spanned by the Fisher
information matrix I for which there exists a stationary power spectrum. Ideally,
at time t the covariance matrix R(t) has an inverse that belongs to this space. But
the set spanned by the possible Fisher information matrices I is computed based
on stationary assumptions, hence transient effects will generally push R(t) out of
this set. As a consequence, it will be necessary to extend the domain of the policy
to include these transient matrices too.
The second issue is the design of u(t) based on a given Ī(t). We design the experiment to be as short as possible. Therefore, the stationarity assumption, which
only holds with guarantees over longer time periods is an approximation step.
The accuracy loss introduced by this assumption depends on the implementation
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of the input signal, that is, how fast and accurate the input generates the required
information matrix; and on how fast the input policy changes over time or with
I. Within the identification for control, the generation of an input sequence for
a changing Ī(t) is often also a secondary step for the experiment design problem Larsson [2014]. For them the optimal average per sample Fisher information
matrix changes with the nominal estimate of the true parameter. Larsson [2014]
introduced the design of an input sequence in an MPC fashion to attenuate for the
stationary requirement and track the changing Ī(t).

In the sequel, we will consider the designed policy π and analyse the expected
behaviour of the optimal Ī(t) during an experiment. Still, as the design of {u(t)}
and implementation of the experiment in this way is out of the scope of this work,
more research will be needed to go from the solution of the reduced online optimal
experiment problem to an actual experiment input.

Discussion, comparison and case study Instead of focussing on the implementation of the reduced order solutions into a real experiment set-up, we are interested in the qualitative and quantitative analysis of solutions to the Bayesian experiment problems formulated in this chapter. To enable a comparison we compute solutions to the online problem for the second order FIR model introduced
first in Ex. 7.2. As such we can get insight into the properties of the online experiment input, the offline experiment input and D-optimal experiment input obtained by solving the respective experiment design problems.
Example 7.5 (Finite impulse response model: Ex. 7.2 Cont’d) For the model (7.22)
we parameterise Ī with
2
X
Mk īk
fĪ (ī) =
k=1

with


1 1
M1 = 2
σe 0



1 0
0
and M2 = 2
1
σe 1


1
.
0

The inputs ī(t) represent the autocorrelation of the input signal u(t), c.f. Ex. 7.2. The
corresponding input spectrum of u(t) exists for ī1 ∈ R+ with |ī2 | < ī1 . As before we only
allow for experiments with bounded power, this gives us a bound on the variance of the
input signal (auto-correlation without lag), thus |ī1 | ≤ 1.
We now formulate the experiment design problem with as objective the verification over
the diamond shaped feasible set given in Ex. 7.2. The verification problem, decided upon
with a confidence of at least 0.95 (i.e., δ = 0.05), should be verified within the experiment
time. Remember that the end of the experiment is not fixed a-priori, but modelled as a
probabilistic event to which we now choose to assign a probability of 0.92 (i.e., γ = 0.92).
This in practice discounts the length of longer experiments.
We will first give a way to approximate the optimal value functions Ŵk∗ using approximate dynamic programming. Then we compare the results over the reduced XMDP.
Approximate dynamic programming. We start by approximating the optimal value
function Wk∗ and policy π over a time horizon of 20. We limit the set of allowed policies
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to those mapping to (ī1 , ī2 ) ∈ {1} × {−1, 0, 1}; that is the collection Πr with elements
πtr : R2 × R+ × R → {1} × {−1, 0, 1}. For a given initial variance R(0), or equivalently
an initial I(0), we can quantify the set to which I(t) belongs for 0 ≤ t ≤ 20 as {fI (i) |
|i2 | ≤ i1 , i1 = t, i2 ∈ Z}. Thus the set of policies induces an automatic gridding of the
last two dimensions of the state space. In other words, traces {xrθ }0≤t≤Ns of length Ns
QNs r
Xθ (t) with
take values in k=0
Xrθ (t) := {Xµ × {t} × {−t, −t + 1, . . . , t − 1, t}}
Note that Xµ is a bounded subset of the space in which µ evolves, i.e., R2 . The value of Ŵk∗
has to be computed over Xrθ (t). By gridding Xµ , we can approximate following mappings
for k = Ns − 1, Ns − 2, . . .
h
i

γ
r+
r+
∗
Ŵk∗ (xrθ ) = max Ê 1K xr+
+
1
(x
)
Ŵ
(x
)
(7.29)
k+1 θ
θ
θ
A\K
ī2 ∈{−1,0,1}

for all xθ = (µ, k, i2 ) ∈ Xrθ (k) and with Ê defined as the empirical mean over transitions
+
i+
1 = i1 + 1 = k + 1 and i2 = i2 + ī2 ,
−1
µ+ = µ + w with w ∼ N (0, fI (k, i2 )−1 − fI (k + 1, i+
),
2)

+
+
xr+
θ = (µ , k + 1, i2 ).

The first two dimensions of the domain of Ŵk∗ are only computed over a gridding of the
bounded set defined byXµ . As long as A \ K ⊂ Xµ , it holds that the domain of Ŵk∗
can be trivially extended beyond Xµ . In this case the expected values in the backwards
mappings of Proposition 7.4 are estimated using 3000 realisations of the next state at
every grid point inXrθ (k)
 and for ī2 ∈ {−1, 0, 1}. For this case study we additionally
1 0
1
, and we gridded Xµ := [−1.5, 1.5]2 with 50 equidistant cells
picked I(0) = .15
0 1
in each dimension.
The approximate value functions and policies are depicted in Figure 7.10 and Figures 7.117.12. Figure 7.10 gives the value function and the policy at the start of the experiment.
In the left figure of 7.10, we see that the value function is the lowest around the edges of
the feasible set. The highest values can be observed outside of the feasible set, close to the
target set K.
If we now look at the actions preferred for the different initial means, we notice that the
selection of actions is very similar to those selected for the offline design in Ex. 7.2. Taking
a closer look, we know that the roughly speaking the action (1, 1) will induce a stochastic
transitions of µ+ on the (1, 1) line from the origin. Similarly, (1, −1) induces a transition
on the (1, −1) line. In contrast, where the stochastic transitions generated by (1, 0) not
prefer a single dimensions.
Figure 7.11 includes the approximate value function after 1, 6, 11 and 16 backwards mappings. Thus it gives Ŵk∗ for k = 19, 14, 9, 4 over a part of the relevant state space. It
can be observed that the value functions increases with the backwards mappings. This
validates the expectations. Additionally, Figure 7.12 gives the approximate policies associated to these value functions. For each k, we give for several values of i the value of Ŵk∗
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Figure 7.10: The figures represent the computed value function and the policy.
The left figure depicts the value of Ŵk∗ (xrθ ) for xrθ (0) = (µ1 , µ2 , 0, 0). Thus for each
mean µ in A \ K it gives the discounted probability that within 20 time steps the
required confidence threshold of 0.95 is reached. The white area (with value 1) is
where for the initial I(0) and mean is such that xrθ ∈ K. The right picture depicts
for xrθ (0) = (µ1 , µ2 , 0, 0) the computed policy π0 ∈ Πr . The states are coloured
with blue (for (1, 1)), green ((1, −1)), and grey ((1, 0)) as a function of the action
(ī1 , ī2 ) selected by the policy. When multiple actions gave the same value the
(grey) input action (1, 0) has been chosen.

over the different mean values µ. Since for a given k, i = (i1 , i2 ) and i = (i1 , −i2 ) give
mirrored value functions we have only given the evaluations for positive i2 .
We expect that when the mean is close to an edge of the feasible set, that it gives a lower
value (reach-avoid probability) and that the optimal update of the covariance (or equivalently, the action) is orthogonal to that edge. This can be observed in the policies when i2
is close to zero. Instead for large (absolute) values of i2 the actions that decrease |i2 | will
be preferred. Remember that for i2 = 0, we get a Fisher information matrix, hence also a
covariance matrix, that is a scaled identity matrix.
Comparison. We are now able to compare the D-optimal experiment design, introduced
in Section 7.3; the offline experiment design introduced in Section 7.4; and the online
solution introduced in this section. For this we continue the case study 7.5 together with
the solution method for the offline problem given in the preceding case study 7.2. For the
initial


1 1 0
I(0) =
0.15 0 1
and for all discretised states in Xµ ∩ (A \ K), we simulate an experiment based on the
stochastic updates of I and µ. For each initial point this is repeated 50 times. The resulting
percentages of runs ending in a decision, averaged over all cells in A \ K, are presented in
Table 7.1a.
We observe that only 70 percent of the experiment ended in a decision for the D-optimal
design. We note that in this case the offline design is doing well in the beginning but
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Figure 7.11: The figure represents parts of the value functions that have been computed while doing the backwards mappings (7.29). Each figure gives the value of
the value function Ŵk∗ with k = 19, 14, 9, 4 for a given (i1 , i2 ) over the set of possible mean values µ = (µ1 , µ2 ). At each point ((µ1 , µ2 ), (i1 , i2 )) the plot depicts
again the discounted probability (with white for 0 and black for 1) of reaching the
required confidence level within the remaining time horizon in case the posterior
distribution at that time is given as N ((µ1 , µ2 ), fI ((i1 , i2 ))).
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Figure 7.12: The figure represents parts of the policies that have been computed
as arguments of the maximisation in the backwards mappings (7.29). Similar to
Figure 7.11 gives the value of the value function Ŵk∗ with k = 19, 14, 9, 4 for a
given (i1 , i2 ) over the set of possible mean values µ = (µ1 , µ2 ). The states are
coloured with blue (for (1, 1)), green ((1, −1)), and grey ((1, 0)) as a function of the
action (ī1 , ī2 ) selected by the policy. When multiple actions gave the same value
the (grey) input action (1, 0) has been chosen.
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gives only a couple of percentages benefits by the end of the experiment in comparison
to D-optimal. In comparison, the online solution gives around 5 percent of additional
improvement upon the offline design.
To see the influence of the prior to these results, we now change the amount of knowledge
initially in the prior, that is, we redo the computations with initial Fisher information
matrix


1 1 0
.
I(0) =
0.05 0 1
The results of the three experiment design are again summarised in Table 7.1b. It can
be observed that this smaller initial variance, or larger initial I means that the impact of
additional information obtained by the experiment is lower. Hence within the same time
limit, less experiments that are initialised in A \ K end in a decisions. Still the closed loop
design has a bigger impact in this lower variance case than in the higher variance case.
Time
D-Optimal (%)
Offline (%)
Online (%)

5
43.4
46.2
50.2

10
58.4
60.0
64.8

15
66.1
68.0
72.4

(a) Default initial variance.

20
71.2
72.7
77.1

Time
D-Optimal (%)
Offline(%)
Online (%)

5
28.6
33.3
36.1

10
41.8
47.3
50.2

15
50.2
55.48
58.6

20
56.2
61.1
64.3

(b) Small initial variance

Table 7.1: Comparison between two experiment design problems. Both tables
give the percentage of runs, initialised in A \ K that have reached K at several
time instances of the maximal experiment length (Ns = 20)

In conclusion, we have observed that with respect to reaching a desired confidence
level, the offline design already gives an improvement over the D-optimal design,
but the online design yields the best results. Remark that we have only considered
the time-dependent policy and value functions for the reduced experiment MDP.
It would be of interest to look at longer time horizons and fixed point solutions,
to make a full comparison.

7.6

Conclusions

We have considered the design of experiment inputs for data-driven verification. For this we have developed two problem formulations, both of which have
been stated in a Bayesian framework. In the first, we have given an utility-based
Bayesian experiment design where the expected confidence has been maximised
with an offline selected input sequence. In the second, we have considered the
optimisation with respect to the probabilistic reachability of a given confidence
threshold. This has been tackled by designing either time dependent or time independent policies for the online selection of the input action. We have reformulated this problem as a stochastic optimal control problem, solvable via dynamic
programming.

7.6 Conclusions
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For both problems, we have analysed the use of a stationary framework for the
input design. The main focus of the presented work has been the understanding
of the type of experiments that are optimal for verification related problems.
The use of an online experiment design has been shown to be beneficial. This
should be verified on larger and more realistic case studies. Further it is of interest
to consider advanced machine learning techniques such as those used in [Huan
and Marzouk, 2016] to solve the experiment design problem. Of special interest is
solving the recursions using machine learning.

List of Symbols
General
1A
E
Ā

indicator function for set A: 1A (x) = 1 if x ∈ A and 0 otherwise.
Expected value operator
For set A over domain A, Ā := A \ A

Systems, Models, and Identification
S
M
G
M(·)
M(θ0 )
y0 (t)
ỹ(t)
e(t)
σe2
u(t)
uNs
ỹNs

The true system
A mathematical model, generally a state space model
Set of mathematical models to which the true mathematical
model belongs
The mapping from the parameterisation to the set of mathematical models, M(·) : Θ → G
True mathematical model representing S in G
Actual output of the system
Measured output of the system
Measurement noise, presumed to be white noise
Variance of e(t), note e(t) ∼ N (0, σe2 )
Input to the system
A sequence of inputs of length Ns applied to the system S during
the experiment
A sequence of outputs of length Ns measured during the identification experiment.

Experiment design: maximising expected confidence
µ
R
ut
ut
J
EJ

Mean of prior or posterior distribution
Variance of prior or posterior distribution
Utility
Expected utility
Expected utility of optimal decision
Optimisation objective
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Experiment design: maximising probability of reaching threshold confidence
Σθ

The experiment MDP (XMDP) modelling both the experiment
and the state transitions.
Xθ
The state space of the experiment MDP
A
The safe region, the complement of the to be avoided region in
the reach-avoid problem.
K
The target set, for experiment design this is the set where the confidence is above a certain threshold.
rxπθ (0) (K, A) The reach-avoid probability of Σθ initiated at xθ (0) for the given
policy π.
sπxθ (0) (K, A) The discounted reach-avoid probability of Σθ initiated at xθ (0) for
the given policy π.
γ
Discount factor
γ-discounted indicator function γ1B
1γB
Wk
The value function of the (discounted) reach-avoid problem. It
evaluates the (discounted) probability of starting from t = k
reaching the target set while staying in the safe set.
Wk∗
The optimal value function of the (discounted) reach-avoid problem. It evaluates the optimal (discounted) probability of starting
from t = k reaching the target set while staying in the safe set.
Ŵk∗
The approximate value function, that is a function used to approximate Wk∗ .
T
Dynamic programming operator
Specifications
ψ
Θψ
H0
H1

7.A

LTL property
Feasible set where ψ is satisfied
Null-hypothesis
Alternative hypothesis

Derivation of Bayesian inference formulae

For a given θ, the measurements ỹ(t) t = 1, 2, . . . are realised as
x(t + 1) = At x(0) +

t
X
k=0

y0 (t) =


Ak Bu(t − k) x(0) = 0

0 ...

0

T

θ0T x(t),

ỹ(t) = y0 (t) + e(t),

e(t) ∼ N (0, σe2 ).

Remember that θT Ax(0) + θT Bu(0) is equal to ŷ(1, θ) (implicitly parameterised
on x0 ). Therefore the conditional probability is derived as the probability density
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function of the Gaussian, zero-mean, additive measurement noise e(t) = ŷ(t, θ) −
ỹ(t) with variance σe2 . Denote the vector of Ns measurements as

ỹ = y(1) y(2) . . .

y(Ns )

T

.

Since the measurement noise is white it follows that the probability density distribution of ỹ, given a sequence of inputs u = {u(t)}t≤Ns −1 , is obtained via the
product of a Gaussian distributions


p ỹ|u, θ =

Ns
Y

1



p ỹ(t)|θ = q

σe2Ns (2π)Ns

t=1

" P
#
Ns
2
(ŷ(t,
θ)
−
ỹ(t))
exp − t=1
.
2σe2

The distribution over the data ỹ is simplified using
Ns
X
T

(ŷ(t, θ) − ỹ(t))2 = ΦT (u)θ − ỹ
ΦT (u)θ − ỹ
t=1


and the vector function Φ(u) = x(1) x(2) . . .
1



p ỹ|u, θ =

q

σe2Ns (2π)Ns

"
exp −


x(Ns ) ,

ΦT (u)θ − ỹ

T
2σe2

ΦT (u)θ − ỹ

#
.

Compute the posterior distribution




p ỹ|u,θ p θ
  with the prior, p θ = N θk , Rk . First we simplify
p θ | ỹ, u = R
Θ

p ỹ|u,θ p θ dθ

the multiplication with the obtained data distribution


 
1
1
T −1
T
exp − (θ − θk ) Rk (θ − θk )
p ỹ|u, θ p θ = q
2
|Rk |σe2Ns (2π)Ns +n
"
T
#
ΦT (u)θ − ỹ
ΦT (u)θ − ỹ
× exp −
.
2σe2
The matrix summation in the exponents can be written as
T

σe−2 ΦT (u)θ − ỹ
ΦT (u)θ − ỹ + (θ − θk )T Rk−1 (θ − θk )T
 T  T −2
 
−1
ỹ σe ỹ + θkT Rk θk σe−2 ỹT ΦT (u) + θkT Rk−1 −1
=
.
θ
θ
σe−2 Φ(u)ỹ + Rk−1 θk Φ(u)σe−2 ΦT (u) + Rk−1
Therefore the a-posteriori will have a Gaussian distribution with mean θk+1 and
variance Rk+1

−1
,
Rk+1 = Rk−1 + σe−2 Φ(u)Φ(u)T
 −1

−2
θk+1 = Rk+1 Rk θk + σe Φ(u)ỹ ,
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since we can rewrite the matrices as
−1
−1
T
(θ − θk+1 )T Rk+1
(θ − θk+1 ) + ỹT σe−2 ỹ + θkT Rk θk − θk+1
Rk+1
θk+1 .

In this summation the terms dependent on θ are separated from the terms independent of θ. The independent terms are related to the unlikeliness of the data
based on the prior knowledge. When computing the a-posteriori distribution they
are cancelled by the normalisation. Thus
for a Gaussian

 prior, the a-posteriori
probability distribution equals p θ|ỹ, u = N θk+1 , Rk+1 .



1
1
T
−1
(θ − θk+1 ) ,
exp − (θ − θk+1 ) Rk+1
p θ|ỹ, u = p
2
|Rk+1 |(2π)n
with


−1
Rk+1 = Rk−1 + σe−2 Φ(u)Φ(u)T
,
 −1

−2
θk+1 = Rk+1 Rk θk + σe Φ(u)ỹ .
Let us now compute the distribution of the data conditioned on u only, and marginalised over θ
Z

 
p ỹ|u =
p ỹ|u, θ p θ dθ


ZΘ


1
1
T −1
T
p ỹ|u =
p ỹ|u, θ p
exp − (θ − θk ) Rk (θ − θk ) dθ
2
|Rk |(2π)n
Θ


Z
1
1
q
=
exp − (θ − θk )T Rk−1 (θ − θk )T
2
Θ
σe2Ns |Rk |(2π)Ns +n
"
T
#
ΦT (u)θ − ỹ
ΦT (u)θ − ỹ
× exp −
dθ
2σe2


Z
1
1
T
−1
p
=
exp − (θ − θk+1 ) Rk+1 (θ − θk+1 ) dθ
2
|Rk+1 |(2π)n
Θ
|
{z
}
=1
s
|Rk+1 |
×
2Ns
σe |Rk |(2π)Ns



1
−1
T
Rk+1
θk+1 .
× exp − ỹT σe−2 ỹ + θkT Rk θk − θk+1
2
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The term in the
as a matrix multiplication by substituting
 exponent can be written

θk+1 =Rk+1 Rk−1 θk + σe−2 Φ(u)ỹ ,
σe−2 ỹT ỹ + θkT Rk−1 θk

T


− Rk−1 θk + σe−2 Φ(u)ỹ Rk+1 Rk−1 θk + σe−2 Φ(u)ỹ
 T  T −1
 
−1
θk Rk θk − θkT Rk−1 Rk+1 Rk−1 θk
θkT Rk−1 Rk+1 σe−2 Φ(u)
−1
=
.
ỹ
ỹ
σe−2 Φ(u)T Rk+1 Rk−1 θk
σe−2 I − σe−4 Φ(u)T Rk+1 Φ(u)
Consider the matrix inversion lemma and simplify the lower right corner of the
block matrix
σe−2 I − σe−4 Φ(u)T Rk+1 Φ(u)

−1
= σe−2 I − σe−4 Φ(u)T Rk−1 + σe−2 Φ(u)Φ(u)T
Φ(u)

= use (A − BD−1 C)−1 = A−1 + A−1 B(D − CA−1 B)−1 CA−1
= with A = σe2 I, B = Φ(u)T , C = Φ(u), D = −Rk−1

−1
= σe2 I + Φ(u)T Rk Φ(u)
.



Denote the above matrix as Rỹ−1 , i.e. Rỹ := σe2 I + Φ(u)T Rk Φ(u) . Using the
matrix inversion lemma for the left upper term for A = Rk−1 , B = Φ(u), C =
Φ(u)T , D = −σe2 I gives
θkT Rk−1 θk − θkT Rk−1 Rk+1 Rk−1 θk = θkT Rk−1 (Rk − Rk+1 )Rk−1 θk

−1 −1
= θkT Rk−1 (Rk − Rk−1 + σe−2 Φ(u)Φ(u)T
)Rk θk

= θkT Rk−1 (Rk − Rk − Rk Φ(u)(−σe−2 I − Φ(u)T Rk Φ(u))−1 Φ(u)T Rk )Rk−1 θk


= θkT Φ(u)(σe2 I + Φ(u)T Rk Φ(u))−1 Φ(u)T θk
= θkT Φ(u)Rỹ−1 Φ(u)T θk .

Hence the matrices inside the exponent of the density function become
 T  T
θk Φ(u)Rỹ−1 Φ(u)T θk
−1
× −2
ỹ
σe Φ(u)T Rk+1 Rk−1 θk

  
θkT Rk−1 Rk+1 σe−2 Φ(u)
−1
×
.
ỹ
Rỹ
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Now we want to extract the mean value µỹ of the data sequence ỹ from the offdiagonal terms
Rỹ−1 µỹ = σe−2 Φ(u)T Rk+1 Rk−1 θk
µỹ = σe−2 Rỹ Φ(u)T Rk+1 Rk−1 θk

−1 −1
= σe−2 Rỹ Φ(u)T Rk−1 + σe−2 Φ(u)Φ(u)T
Rk θk


−1
= σe−2 Rỹ Φ(u)T I + σe−2 Rk Φ(u)Φ(u)T
θk
−1
= [ Note that : (I + AB) = I − A(I + BA)−1 B]
h
i
−1
= σe−2 Rỹ Φ(u)T I − σe−2 Rk Φ(u) I + σe−2 Φ(u)T Rk Φ(u)
Φ(u)T θk

−1

Φ(u)T θk
= σe−2 Rỹ Φ(u)T θk − σe−2 Φ(u)T Rk Φ(u) I + σe−2 Φ(u)T Rk Φ(u)

−1 
Φ(u)T θk
= σe−2 Rỹ I − σe−2 Φ(u)T Rk Φ(u) I + σe−2 Φ(u)T Rk Φ(u)
= [Push through Identity A(I + A)−1 = I − (I + A)−1 ]
h
−1 i
Φ(u)T θk = Φ(u)T θk
µỹ = Rỹ−1 σe2 INs ×Ns + Φ(u)T Rk Φ(u)

Thus
s



1
|Rk+1 |
T
T −1
T
exp − (ỹ − Φ(u) θk ) Rỹ (ỹ − Φ(u) θk )
2
σe2Ns (2π)Ns |Rk |
 2

∗
T
T
= N Φ(u) θk , σe + Φ(u) Rk Φ(u)


p ỹ|u =

The last equality =∗ follows from
σe2Ns |Rk |
= |Rỹ |
|Rk+1 |

σe2Ns |Rk | Rk−1 + σe−2 Φ(u)Φ(u)T = σe2 + Φ(u)T Rk Φ(u)

σe2Ns I + σe−2 Φ(u)Φ(u)T Rk = σe2 + Φ(u)T Rk Φ(u)
= hSylvester’s determinant theoremi
σe2 + Φ(u)T Rk Φ(u) = σe2 + Φ(u)T Rk Φ(u)

Gaussian prior → Gaussian data distribution
s



1
1
T
T −1
T
p ỹ|u =
exp − (ỹ − Φ(u) θk ) Rỹ (ỹ − Φ(u) θk ) ,
(2π)Ns |Rỹ |
2


with Rỹ = σe2 INs ×Ns + Φ(u)T Rk Φ(u) .

The testament of science is so continually in a flux that the heresy of yesterday is the gospel of today and the fundamentalism of tomorrow.
E. Kasner and J. R. Newman

8

Conclusions and future work
8.1

Overview & summary

Within control engineering, the importance of formal methods for the verification and control of physical systems is expected to follow the growing demands
on intelligent and automated systems. The bulk of formal methods has been developed for software or hardware verification and targets the verification of finite
state machines.
Instead, physical systems evolve over continuous (or more general uncountable)
spaces and their dynamic evolutions are subject to uncertainties. It is for these circumstances that there exist many open challenges for the development of formal
methods. We would like to know how to synthesise control modules and how to
formally prove system properties, when our knowledge on the system is limited
due to partial knowledge of the system dynamics, inherent stochasticity in the
evolutions of the system, and noisy output measurements. As we cannot yet deal
with all the aspects of this problem, we have targeted several subproblems in this
thesis.
Firstly, leaving the issue of unknown system dynamics to the side, we have considered the synthesis problem. We have questioned whether control synthesis
with respect to formal properties for general models evolving stochastically could
be made more computationally efficient without loosing formality. This has resulted in a control refinement approach based on new approximate simulation relations. Secondly, for a simpler set of models we have considered the combined
issue of having both stochastic transitions and noisy output measurements.
In part two of this thesis, we retook the issue of systems with partly unknown
dynamics. Specifically, their verification with respect to formal specifications was
207
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of interest. We have formulated this in a Bayesian framework in which formal
specifications are verified over the system by quantifying the credibility of their
satisfaction. This has also allowed for the integration of measurement data with
knowledge on the system dynamics. Additionally, we have looked at how the
choice of experiments, from which the data is obtained, influences our confidence
in whether or not a physical systems verifies a given property. That is, we have
questioned whether we can faster be sure about system properties by designing
tailored experiments.
In conclusion, the results in this thesis contribute to the verification and control
of physical system. Within this chapter, we recap the results obtained and discuss unsolved issues. Additionally, based on the work performed in this thesis,
we single out a couple of research lines that we perceive as key for the further
development of verification and control of physical systems.

8.2
8.2.a

Results
Control synthesis for general Markov decision processes

Results Chapter 3: Policy refinement using approximate similarity relations
For Markov decision processes evolving over continuous spaces, verifiable control synthesis relies on reductions of the models to (finite) state space abstractions.
This facilitates algorithmic policy or control constructions with quantitative guarantees. Leveraging model reductions or abstractions that enable this quantitative
refinement, one obtains controllers that are correct-by-design. For this, it is key
to provide formal guarantees on the abstraction step. Within Chapter 3, we have
introduced a new approximate probabilistic similarity relation, which allows a
useful trade-off between deviation over probability distributions on state transitions and output distances. The relations, underpinned by the use of metrics on
the output space of the models, allows us to go beyond the available results that
quantify exclusively either deviations in probability or deviations in output.
Discussion of the results in Chapter 3
Applications. The current treatment of the topic is still very theoretical. In the
near future, application of the theory will bring more insight into the weak spots
and possible improvements. One of the major issues is the unpenalised use of
inputs, within the refinement no priority is given to small inputs or inputs close
to the input of the abstract model. For real applications the inputs or control actions define the power consumption of the engineering system, hence it is often
natural to also have requirements on them.This is especially the case when the applications are modelled with large or unbounded input sets. For these systems an
interface minimising the precision of the approximate similarity relations could
yield unrealistically large inputs.

8.2 Results
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Probabilistic properties. Alongside practical applications of the developed notions, a further generalisation of Theorem 3.13 in Chapter 3 to specific quantitative
properties expressed via temporal logics is necessary. Theorem 3.13 can directly be
used for the quantification of properties such as safety and reachability, thereby it
also hints at extensions of the theory to more complicated properties. Future work
should focus on defining and extending the probabilistic properties for which the
approximate similarity relations can be used. It is especially of interest to question how the approximate similarity relations can be used to synthesise correctby-design control policies with respect to temporal properties such as the PCTL
ones [Baier and Katoen, 2008].

Computational tools. We have used results on control refinement for deterministic LTI systems to construct interface functions and compute relations over
the state spaces in the case studies on smart buildings. For this and other model
classes within the class of gMDPs, the algorithmic and automated construction
of appropriate interface functions together with the optimal quantification of the
ε, δ-approximate similarity relation is a topic of further research.
Within the formal verification and controller synthesis for MDP processes evolving
over continuous state spaces, abstractions should be built upon a combination
of model-order reduction together with finite-space discretisation. The presented results have been developed specifically to allow for model-order reductions,
which are often norm based. Still more research is necessary to make a better
connection between the available model-order reductions (surveyed in inter alia
Gugercin and Antoulas [2004]), their computational implementations, and the developed approximate similarity relations.
Additionally, for large scale systems results of compositionality of the relations
and interfaces would be beneficial. With this we target the design of (approximate) similarity relations and interfaces for large models as compositions of the
similarity relations and interface functions computed on their sub-models.

Continuous time. Often one desires to consider the verification of stochastic
systems evolving in continuous time. In discrete time, we have quantified the
probabilistic deviation between stochastic transition kernels by the probabilistic
invariance of the relation over the combined state spaces. The quantity δ bounds
at every time instant the probability of leaving the relation. For continuous-time
models we would have to search for an equivalent notion.

Beyond MDPs. The introduced similarity relations induce equivalence relations
and pre-orders over the set of MDPs. But, the definition relies on a coupling
or lifting of the stochastic kernels of the processes. Some classical cases, where
exact equivalence of probabilistic distributions are known, cannot be identified
within the proposed framework. Let us give a simple example to demonstrate
the potential restrictiveness. Consider two Gaussian LTI systems evolving over
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(x1 , x2 ) ∈ Xa = R2 and z ∈ Xb = R, respectively, with transitions


x1 (t + 1) = a(t)
z1 (t + 1)
Ma :
Mb :
x2 (t + 1) = x1 (t)
ya (t) = x2 (t)

= b(t)

yb (t) = z1 (t)

where a(t) and b(t) are white noise signals with a standard Gaussian distribution,
i.e., a(t) ∼ N (0, I) and b(t) ∼ N (0, I). A simulation relation R has to satisfy
R ⊂ {((x1 , x2 ), z1 ) ∈ Xa × Xb : x2 = z1 }. We observe that for this a(t − 1) should
be related to b(t). Based on this fact, we see that the stochastic transition kernels
cannot be lifted. Still, the output traces ya (t) and yb (t) define the same probability
measure.
A similar problem appears when we consider the case of LTI systems with output
noise. Consider the standard notation for such a model, My

x(t + 1) = Ax(t) + Bu(t) + Bw w1 (t)
y(t) = Cx(t) + Dw w2 (t).
Note that this can be rewritten as My2

x(t + 1)
= Ax(t) + Bu(t) + Bw w1 (t)
xw (t + 1) = w2 (t + 1) = w3 (t)



 x(t)
y(t) = C Dw
.
x2 (t)
My2 belongs to the set of gMDPs. For a given control sequence, traces of My and
My2 give equal distributions over the canonical output space, but their equivalence can again not be shown with our similarity relation.
Now it is also know that My has an innovation form, given as Iy

x(t + 1) = Ax(t) + Bu(t) + Ke(t)
y(t) = Cx(t) + e(t).
T
with e(t) ∼ N (0, C T QC + Dw Dw
) for some Q (computed based on the Riccati
equations). This innovation form is known to generate the same output space
(for equal input sequences) as My , additionally its state represents the available
information for controller synthesis in the output-feedback case. Hence finding a
way to define a similarity relation between Iy and My2 , would allow insight into
controller refinement for output based synthesis.

We claim that to work with general partially observable MDPs, it will be necessary
to extend the relations over the state spaces to relations over probability distributions of the state spaces, perhaps similar to those used by Segala [1995] for the
concept of forward lifting.

8.2 Results

8.2.b
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Control synthesis for partially-observable LTI models

Results Chapter 4: Extension of correct-by-design controller synthesis
For linear time invariant models, we have extended the applicability of correctby-design controllers to partially observable ones. We have shown that any standard correct-by-design state-based controller designed for a deterministic abstraction of the system can be extended to an output-based controller with quantified bounds. For this, we have developed a hierarchical design methodology that
hinges on the design of a state-observer and interface, verified with matrix inequalities. The results are applicable to LTI models disturbed by Gaussian additive noise on the state transitions and on the output measurements.
Bounds on the accuracy loss within the developed hierarchical control refinement
have been expressed via the expected 2-norm. This has as a benefit that the accuracy quantification can be defined based on a feasibility check over matrix inequalities. Further, these inequalities are shown to be similar to those for the H2 -optimal
control problem. Though similar, the major difference is the structure of the controller imposed by the hierarchical refinement. The original H2 -controller design
problem, subject to these inequalities, can be transformed to a problem subject
to linear matrix inequalities which in turn can be solved with interior point algorithms. The structure imposed on the controller makes this standard transform
to linear matrix inequalities infeasible.
Results Chapter 5: on the separation theorem
In this chapter, we have considered the control design problem introduced in
Chapter 4 and investigated computational solutions to the design problem by separating the matrix inequalities.
Guarantees for H2 -performance with separated matrix inequalities. Targeting
the algorithmic construction of output-based hierarchical control refinement, new
results on the matrix inequalities for the H2 -optimal control problem have been
developed. These results allow a separation of the matrix inequalities. The matrix inequality of the controller system is replaced by an inequality for the stateestimator design and an inequality for the state-feedback design. As a result of
this we can extend the proof of the separation theorem based on matrix inequalities and show that the separated matrix inequalities define sufficient conditions
for the H2 -norm. This is shown to be also of interest for multi-objective controller
design.
Guaranteed hierarchical control refinement and lexicographic refinement.
Secondly, we have extended the developed theory to the hierarchical control refinement problem (of which 4 is a specific case), for which more structure is imposed on the matrix inequalities. For this we show the implications for the outputbased hierarchical refinement. Beyond the standard output-based refinement, we
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also develop a lexicographic refinement design. This allows us to take into account a performance objective that penalises control actions next to the objective
minimising the accuracy loss on required controller specifications. In this multiobjective setting, the lexicographic approach allows for an ordering of objectives.
In this case, we have prioritised safety (or functionality) above performance. In
other words, we can optimise for the accuracy loss while still allowing for a small
deviation from the optimum to yield a better performance. This relies on the aforementioned results obtained on the separation of estimation and control.
Discussion of chapters 4 & 5
Generalisation of the results. Current results on hierarchical control refinement
utilised in the correct-by-design results rely on exact model knowledge. That is
knowledge of an LTI model, representing the underlying system dynamics, and
knowledge of the disturbance is assumed. In reality, the true dynamics of these
systems are often not known exactly. Additionally, they are never exactly linear. Still they are often well approximated via linear models, via hybrid (that is,
piece-wise affine models) or via linear parameter varying models. Thus to obtain a correct-by-design synthesis procedure for physical systems of which we do
not have exact model knowledge and/or of which the dynamics cannot be represented by an LTI model, it will be necessary to extend our results to deal with
modelling errors. This will require a change in the design methodology and in
the computation of the guarantees via matrix inequalities. This allows to subsequently extend of the controller synthesis to hybrid models, or linear parameter
varying models.
To further deal with partly unknown models it is of interest to consider the use
of data-driven models. The incorporation of data-driven modelling of the system
within this output-based approach also relies on the quantification of the influence
of modelling errors. The knowledge of the influence of modelling errors on the
functioning and performance of the controller can be used to synthesise optimal
model estimation algorithms and to design optimal experiments.
Beyond the expected 2-norm. Currently, the quantification of accuracy loss is
expressed based on the expected 2-norm. Together with the Markov inequality
this can be used to bound deviations in the satisfaction of probabilistic properties.
It is of interest to consider a quantification of the accuracy loss that directly expresses the probabilistic error, such as the one developed in Chapter 3. But the
aforementioned error (or accuracy) quantification does not cover the observerbased refinements, for this the theory in Chapter 3 needs to be extended to include
innovation forms as mentioned in the discussion of Section 8.2.a.
Are guarantees on optimality possible in this framework? Only parts of the
design of a hierarchical control refinement for this output feedback problem can
be performed fully automatically and based on given functional requirements
and performance objectives. An optimisation based design levering the results
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in Chapter 5 is either optimal for the observer gain or for the state-feedback gain.
Specifically, given a (sub-)optimal gain for the observer a state-feedback gain can
be computed obtained by inter alia the presented lexicographic optimisation. Of
course, towards the future, we should question whether we can solve both gains
in a single optimisation algorithm.

8.2.c

Verification of partially unknown systems

Results Chapter 6: data-driven and model-based verification
The strength of formal techniques, such as model checking, is bound to the fundamental requirement of having access to a given model, obtained from the knowledge of the behaviour of the underlying system of interest. In Chapter 6, we have
developed a new framework to deal with the verification of physical systems, allowing both partly unknown dynamics over uncountable (continuous) variables
and noisy output measurements. Within this Bayesian framework the confidence
in a formal property is related to the uncertainty of a model inferred from data.
Discussion of Chapter 6
The contributions of this work to the state-of-the art in data-driven verification
is two-fold. First we present a Bayesian framework in which model-based reasoning is combined with data-driven reasoning, with as goal the verification of
partially unknown systems. Secondly, we show that under some conditions we
can obtain analytical solutions of the otherwise involved computations. Within
the work presented by Polgreen, Wijesuriya, Haesaert, and Abate [2016] the datadriven and model-based approach has been used for the verification of finite-state
Markov processes. Instead, in this thesis, we have applied the developed principled method to the verification of physical systems, which can be modelled by
a set of linearly parameterised LTI models, and we have derived solutions for a
subset of the LTL properties.
Linear parameterised LTI models. We have worked with systems modelled using linearly parameterised model sets defined through orthonormal basis functions. Practically, this has been widely used for the modelling of physical systems,
such as the thermal dynamics of buildings [Virk and Loveday, 1994].
The insight developed through the analytical expressions induced by choosing
this simple set models is important. Firstly, it gives insight into the development
of experiments tackled in the subsequent chapter. Additionally, the computations
scale similarly to those developed for reachability problems. Therefore it allows
for applications on relatively large scale models, thereby providing insight on the
behaviour of the models in the model set and the confidence quantification in a
way that can easily be understood and interpreted. Still the use of linearly parameterised model set presents only a first step towards the goal of data-driven
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verification and more research should be done to non-linear parameterised models, hybrid or piece-wise affine models, and stochastic models.
Beyond the subset of LTL properties To move beyond the current limited set of
LTL properties, we want to include negations in the syntax. Combined with the
‘and’ operator, the negation defines the or operator as a ∨ b ≡ ¬(¬a ∧ ¬b). We can
see that this ‘or’ operator can create disjunct sets in the parameter space, which is
something we can currently not cover with the developed theory.
Still we would like to point out that the current set of properties allows additionally for the verification of more complex properties via implication-based reasonings. Consider for example the case where a property includes the ‘or’ operation
and the satisfaction of a simple property can be used to imply its verification.
Results Chapter 7: Bayesian experiment design
Within this Bayesian framework of data-driven and model-based verification, we
have questioned what makes an experiment optimal. We have shown that this experiment design problem distinguishes itself from the standard experiment design
problems for estimation, in that its main goal is not the accurate estimation of a
parameterised model. Instead, the overall objective of this work is to verify or
falsify a property of the underlying system of interest. As such there is only an indirect need to minimise the accuracy (and especially the variance) of the estimate.
We have formulated the problem in two ways. First we have considered the maximisation of the expected confidence. The resulting classical Bayesian experiment
design problem has been solved in an offline fashion, where we have designed the
input sequence of the experiment before the start of the experiment. Secondly, we
have considered the maximisation of the likelihood that a confidence, supporting
either accepting or rejecting the property, is achieved. For this, we have looked for
a sequence of (time-independent) policies that defines the inputs online based on
the measurements up to that time instance. In this case, we have shown that the
experiment design problem can be written as a stochastic reach-avoid problem.
This has allowed us to rewrite the problem as a dynamic programming problem.
Furthermore, we have looked at reductions of both the offline and the online case
based on stationarity assumptions.
Discussion: Experiment design
The presented results introduce a new online perspective on experiment design.
Still further analysis of the problem and the solutions will be necessary to develop
more understanding. Of special interest is the comparison with experiments designed with full information of the true model.
Since the open-loop formulation scales badly in the number of free parameters,
computational approaches to solve the induced stochastic reach-avoid problem
will be key. Let us consider next the restrictiveness of the assumptions and some
of the other aforementioned issues.
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Beyond Linear parameterisations & state information. Currently, linearity of
both the system dynamics and the parameterisation is exploited to obtain analytical solutions to the Bayesian inference formulas. Both assumptions are not
necessary when analytical solutions can be replaced by either numerical approximations or empirical solutions.
Computational issues. Within Chapter 7, we have already elaborated on how
future research can attenuate the computational difficulties associated with the
stochastic optimal control problem. Together with a reduced order descriptions
of the experiment MDP, the usage of more advanced machine learning techniques
should bring the practical application of Bayesian experiment design within reach.
Hypothesis testing & statistical implications. The proposed Bayesian experiment design formulation is not limited to the verification of the specific type of
properties introduced in this thesis. It would therefore be of interest to look into
a more general setting of hypothesis testing. More precisely, it would be of specific interest to develop results supporting the use of this method for sequential
hypothesis testing as introduced by Wald [1945].

8.3

Future work

A lot of work lies ahead for the verifiable control synthesis over partially unknown
physical systems. In the previous section, we already discussed our results and
what is still missing. Toward the original goal of verification and control of physical systems, we draw three main lines of development that we consider important
1. Control synthesis for partially observable gMDPs;
2. Computational tools for control synthesis;
3. Identification for correct-by-design control synthesis.
Distilled from the results in this thesis and from the original goal of controller
synthesis and verification of physical systems, we perceive these lines as natural
and promising research directions that can build further on the presented results.
In addition, more fundamental research within the identification community on
the topic of
4. Experiment design for hypothesis testing
would be beneficial both for failure detection and for identification. Results on
this topic will also aid in the verification of physical systems.
Let us elaborate on these lines of research next.
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Control synthesis for partially observable gMDPs

At this moment the automated controller synthesis for partially observability gMDPs is a very hard topic to tackle. For linear time invariant models, we have
reasoned that a generalisation of the introduced notions of similarity relations (cf.
Chapter 3 and Section 8.2.a) can yield results that are beneficial for the outputbased controller synthesis with guarantees on the obtained accuracy. More precisely, of interest is first the generalisation of approximate similarity relations over
uncountable spaces to the cases introduced in Section 8.2.a. This would, as a first
step, allow for the quantification of both the probabilistic deviation and the deviations in the output trajectories for the control structure proposed in Chapter
4. Secondly, it would also allow for solving the synthesis problem on reduced
models of partially observable gMDPs while retaining guarantees on the policy
refinement.

8.3.b

Computational tools for control synthesis

Next to the development of theory, it is important to consider the computational
load and to develop software allowing for the continuous testing on real life case
studies. For the development of software and hardware there exists packages that
support the design phase with formal methods tools. Recently, non-commercial
toolboxes have been developed for the verification and correct-by-design controller synthesis of simple continuous space models. Exemplar are the TuLiP toolbox1
and the Pessoa toolbox2 both contain methods to synthesise correct-by-design
controllers for non-stochastic systems with full state measurements and with full
knowledge of the system dynamics. Alternatively, the FAUST2 toolbox [Esmaeil
Zadeh Soudjani and Abate, 2013], which has been used in this thesis (together
with Pessoa ), can handle state-based control of Markov decision processes. Toolboxes like the above support the development and assessment of further research
on the topic of verification and control synthesis as they go to the core of the objective of formal methods. That is, they provide automatised manners to synthesis
and verify controller designs.
Therefore it is of interest to support the theoretical research contributions with
the continued development and extension of these toolboxes towards higher scale
systems, systems that include stochasticity on state transitions and output measurement, and of which the system dynamics are only partially known.

8.3.c

Identification for correct-by-design control

We intend to pursue the following questions: can we design a controller, synthesised based on formal properties, for uncertain models inferred from data?
1 http://tulip-control.sourceforge.net
2 https://sites.google.com/a/cyphylab.ee.ucla.edu/pessoa/
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Moreover, can we do it in such a way that the controller is reactive to the environment and such that it can adapt to new specifications with little computational
effort.
Such a control structure enabling the adaptation to any satisfiable property would
need formula-free guarantees on its accuracy. When designing a controller as proposed in Chapter 5, the system is abstracted to a finite state model and can attain
formula-free guarantees. Such a finite state model represents the languages that
the system can generate and is hence still formula free. The resolution of the control problem for this finite state model finalises the hierarchical control structure.
Of interest it the efficient gathering of data that supports the identification of the
continuous state model, the control interfaces and also the (formula-free) finite
state model.

8.3.d

Experiment design for hypothesis testing

The problem of experiment design for hypothesis testing on dynamical models
has been only partly investigated. Up to now, priority has been given to experiment design increasing the quality of data-driven models with respect to the resulting performance of model-based control design. But with the increase of attention to the prevention and detection of failures in control engineering, we expect
that online hypothesis testing will become more and more important. Henceforth
the importance of these techniques will only increase. As mentioned before, further research in the statistical implications of online decision making (sequential
hypothesis testing) and in computationally viable approaches to solve the design
problems will be necessary.
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H. Hjalmarsson, and P. M. J. Van den Hof. A unified experiment design framework for detection and identification in closed-loop performance diagnosis. In
51st IEEE Conference on Decision and Control (CDC), pages 2152–2157, Dec 2012a.
A. Mesbah, X. Bombois, J. H. A. Ludlage, and P. M. J. Van den Hof. Experiment
design for closed-loop performance diagnosis. IFAC Proceedings Volumes, 45(16):
1341–1346, 2012b.
A. Mesbah, X. Bombois, M. Forgione, H. Hjalmarsson, and P. M. J. Van den Hof.
Least costly closed-loop performance diagnosis and plant re-identification. International Journal of Control, 88(11):2264–2276, 2015.
S. P. Meyn and R. L. Tweedie. Markov chains and stochastic stability. Communications and Control Engineering Series. Springer-Verlag London Ltd., 1993.

Bibliography

227

O. Mickelin, N. Ozay, and R. M. Murray. Synthesis of correct-by-construction
control protocols for hybrid systems using partial state information. In 2014
American Control Conference, pages 2305–2311. IEEE, 2014.
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Summary
Verification and control of physical systems:
Data-driven and model-based approaches
Sofie Haesaert

T

he use of design software for the formal verification and synthesis of critical hardware and software has led to a reduction of design mistakes within
computer sciences. This raises the question whether we can also develop semiautomated methods to support control engineers in the verification of physical
systems and the design of controllers. In this thesis, I look at how such methods
should be tailored to engineering design problems, that is, to the problems present
when dealing with physical systems.
Within control engineering dealing with uncertainty, expressed in a probabilistic
framework, is key. It is present in stochastic state-transitions of many physical
phenomena, in the disturbance on sensor measurements, and often also as a lack
of knowledge or uncertainty on the model dynamics. Throughout the thesis,
methods are explored to deal with these kinds of uncertainty, thereby paving the
way to new controller synthesis methods.
To aid in the synthesis of controllers for stochastic systems operating over uncountable state spaces, I give new results for hierarchical controller refinement,
which underpinned by the use of metrics, allows in particular for a useful tradeoff between deviations over probability distributions on states, and distances between model outputs.
For the specific case of linear time invariant systems disturbed by Gaussian noise
on state transitions and output measurements, I extend the literature on correctby-design controller synthesis to output-based correct-by-design controller synthesis.
Furthermore, I develop a new measurement-driven and model-based formal verification approach, applicable to dynamical systems with partly unknown dynamics. Since the information content of the measurements in the data-driven verification approach is crucial, in this thesis experiment design is formulated via
stochastic optimal control to verify the system as data-efficiently as possible.
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